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1. Installation and Configuration

1.1. Introduction

Congratulations for purchasing a Philips SpeechExec Mobile Solution. By using the following components it is
possible to integrate your Mobile Device with Philips Dictation Recorder, used as a dictation machine, into your

SpeechExec Workflow.

1.2. Components Overview

Dictation Recorder

for Mobile Devices

Dictations are recorded on the mobile device and
send to the webserver

\ 7

Webserver —

Receives dictations
A PHP or ASPX script receives the dictation send
by the Mobile Device, checks the successful
transmission and save the dictation in a directory.

v

SpeechExec Mobile Server

Receive — the MobileServer collects the dictations
by using a UNC path and/or FTP

Processing — it assembles dictation parts and
converts them into the preferred format WAV, MP3
or DSS.

Delivery — finally, it delivers dictations to the
receiver by using UNC path, E-Mail or FTP

el

4 )

SpeechExec Enterprise
Within the SpeechExec Workflow dictation will
be written by the transcribers.

- /

Mobile Server ver. 2.7.x
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Philips Dictation Recorder Client Software — this software
turns your mobile device into a professional dictation
machine. It is possible to record dictations, rewind, insert or
manage recorded dictations on the device. Dictations are
sent via TCP to a receiver php or aspx script located on the
webserver.

A previously on the webserver installed PHP or ASPX script
receive dictations from the mobile devices, checks if the
transmission was successful and save the dictations in a
directory. All the incoming dictations are temporarily buffered
on the webserver.

The SpeechExec Mobile Server takes care of the
management of the user data since every Mobile devices
corresponds to the serial number is assigned to a specific
user. It picks up the dictations, which should be processed
from the temporary file of the web server. It accesses the file
by using an UNC path or FTP. Additionally, it converts the
temporarily used AMR format into a common format like
MP3, WAV, DSS and sends it to the SpeechExec workflow
via UNC path, FTP or e-mail to the user.

SpeechExec Enterprise Software — Dictations are written and
deployed further respectively within the SpeechExec
workflow.

Page 6
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! Speechlee‘;
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Send to SpeechLive/Transcription service | .‘&g’ "L‘g# i Direct connection to the system
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I il

Send to Dictation Hub Connection via FTR/E-Mail

Dictation Hub

SpeechExec Pra Saoftware

Connectian via F TR/E-Mail

Send to Mobile Server Netwark share

SpechExec SpechExec
Dictate Transcribe

[
|
|
|
|
|
|
|
|
|
|
|
|
L

Android Mobile Server

Dictation recorder
Send to E-mail recwplent Connection via E-Mail

E-Mail

System chart for software components and connections.

Mobile Server ver. 2.7.x Page 7
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1.3. Installation, Planning and Requirements

The installation of SpeechExec Mobile Server is easy to manage. However, certain components have to be
adjusted. Especially in companies using strict safety directives the installation should be made by an
experienced administrator who knows how to handle web server settings, setup firewall, setup BlackBerry
Enterprise Server (only if BlackBerry is in use), FTP Server, MSSQL Database and manage Windows Server
Systems.

1.3.1. Clients for Mobile Device
1.3.1.1. SpeechExec Dictation Recorder for Android

Philips Voice Recorder

Speech Processing Solutions GmbH  Effizienz

E PEGI3

-

PHILIPS

Enthalt Werbung - Bietet In-App-Kaufe an

Speech Processing Solutions have tested and released version 3.2.03 on the devices with
Android version 4.2 or newer

1.3.1.2. SpeechExec Dictation Recorder for BlackBerry

® Philips Dictation Recorder for
BlackBerry 10

PHILIPS
By Speech Processing Solutions GmbH FREE

frdededrik
Write a review

Supported Devices:
BlackBerry Classic
BlackBerry Leap
BlackBerry Passport
BlackBerry Q10
BlackBerry Q5
BlackBerry Z3
BlackBerry Z30

1.3.1.3. SpeechExec Dictation-Recorder for iPhone

Philips voice recorder (=
Speech Processing Solutions GmbH

% % K K ¥ 4.6, 72 Ratings
Free

2

PHILIPS

Speech Processing Solutions have tested and released version 4.2.04 on the following devices:
iPhone, iPad, and iPod touch with iOS 10.0

Mobile Server ver. 2.7.x Page 8
Technical Documentation and Advanced Configuration
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1.3.2. MobileServer Requirements

Processor: Intel i3 or higher or compatible
RAM Memory: 4GB or higher
Operating System: Microsoft Windows 7 SP1 (32/64Bit)

Microsoft Windows 8.1 (32/64Bit)
Microsoft Windows 10 (64Bit)
Server Operating System: Microsoft Server 2008R2 (64Bit)
Microsoft Server 2012R2 (64Bit)
Microsoft Server 2016 (64Bit)

Microsoft .NET Framework 4.6.1

Microsoft Desktop Experience

Optional MSSQL Database — if not available, SQL Server 2014 Express installation will be provided during
MobileServer installation.

Microsoft SQL Server 2014 SP2
Microsoft SQL Server 2016

Harddrive: 3GB for SQL Express Server
700MB for .NET Framework 3.5
5GB or more for Dictation Files
Microsoft Small Business Server versions are not supported due to their already heavily taxed functionality

1.3.2.1. Webserver

Microsoft Internet Information Server version 6.0 or newly with ASPX Support
Apache Webserver version 2.0.64, 2.2.23, 2.4.3 or newly with PHP Support

Mobile Server ver. 2.7.x Page 9
Technical Documentation and Advanced Configuration
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2. Before you install checklist
Check these conditions before beginning the installation procedure:

1. If necessary, install the .NET Environment
for Windows Server 2012 — see Chapter 8.10.1
for Windows Server 2008 — see Chapter 8.10.2

2. If necessary, install the Desktop Experiences Feature
for Windows Server 2012 — see Chapter 8.11.1
for Windows Server 2008 — see Chapter 8.11.2

3. If necessary, install the IS Webserver
for Windows Server 2012 — see Chapter 8.12.1
for Windows Server 2008 — see Chapter 8.12.2

4. If you use external Web Server from Hosting Company, please check and prepare a FTP Account for
the Account

5. Download and save the Mobile Server Software from the WebPage

Note:

Creation and preparation of the target Server is the
responsibility of the customer’s IT department.

Mobile Server ver. 2.7.x Page 10
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3. Mobile Server — Installation process

3.1. License Server

Mobile Server 2.7 need a License Server 6.0. Before you start with Mobile Server installation, make sure that
you have available License Server in local network, or install new License Server.

We describe the installation process and configuration process for license server based on Microsoft Server
2016.

Warning: Do not rename the computer with the Enterprise License Server Service!
This can make your license file invalid!

Select the executable Autorun file Click on 1 Install

This PC » DVD Drive (E) MOBILESERVER_27 » 02_Enterprise_License_Server

-~

Narme Date modified Type s SpeechExec Enterprise License Server
|155etupPrerequisites  06.06.2012 07:27 File folder
—— —_— —_— I} 1 Instal
Iﬂ::ﬁ\utorun 09.05.2018 19:36 Application —
ST UPeR @Q 2 Browse the CD
Autorun Run as administrator
H Msvbvm60.d ¢ |mh [E] 3 ViewReadme AV 4
a Readme Pin to Start 2@ 4 Exit
setup E Scan with Windows Defender... "
Send to > SpeechExec
Copy

Create shortcut

Properties

Select the Installation Language and click on OK. The available language is Czech, Danisch, Dutch, English,
Finnish, French, German, Norwegian, Spanish and Swedish.

SpeechExec Enterprise License Server - InstallShield Wizard *
Click on Next
b VW/ahlen Sie die Sprache fiir die Installation aus der unten
b d sufgefihrten Auswahl aus.
ﬁ SpeechExec Enterprise License Server - InstallShield Wizard x
lisch Welcome to the InstallShield Wizard for
Englis > SpeechExec Enterprise License Server
I QK I Abbrechen
The InstalShield(R) Wizard will install SpeechExec Enterprise
Ly License Server on your computer. Ta continue, dick Mext.

WARNING: This program is protected by copyright law and
international freaties.

< Back Cancel

Mobile Server ver. 2.7.x Page 11
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Select — | accept the terms in the license agreement and click Next Click again on Next
ﬂ SpeechExec Enterprise License Server - InstallShield Wizard * ﬁ SpeechExec Enterprise License Server - InstallShield Wizard X
License Agreement Destination Folder
Please read the following license agreement carefully. b Click Mext to install to this folder, or dick Change to install to a different folder.

; - n Install SpeechExec Enterprise License Server to:
SOFTWARE END-USER LICENSE AGREEMENT ~ C:\Program Files (x86)\Philips Speech\SpeechExec Enterprise

Speech Processing Solutions GmbH SOFTWARE License Server) Change...

IMPORTANT - READ CAREFULLY -

Before installing this software please read the following terms and

conditions carefully.

This Software End-User License Agreement ("License Agreement”) is a
binding agreement between vou (either an individual or a company or other ¥

(®) I accept the terms in the license agreement Print

0 NOT accep! e [erms In the license agreemen

InstallShield InstallShield
< Back I Next> I Cancel < Back I Next > I Cancel
| |
Click Install to begin the installation. Click Finish
ﬂ SpeechExec Enterprise License Server - InstallShield Wizard X ﬂ SpeechExec Enterprise License Server - InstallShield Wizard *
Ready to Install the Program InstaliShield Wizard Completed
The wizard is ready to begin installation. Bt

Click Instzll to begin the installation.
e ns SR The InstalShield Wizard has successfully installed SpeechExec

If you want to review or change any of your installation settings, dick Back. Click Cancel to Enterprise License Server. Click Finish to exit the wizard.
exit the wizard.

Important! g

In order to use Enterprise licenses you need to enable port number 13667 in the firewall of
the server and of dient PCs.

InstalShield

Cancel

<Back Cancel <Back

Mobile Server ver. 2.7.x Page 12
Technical Documentation and Advanced Configuration



3.1.1. Check the installation

SPEECH
PROCESSING
SOLUTIONS

Open Task Manager by right clicking the taskbar, and then clicking Start Task Manager, alternative, you can
also open Task Manager by pressing CTRL+SHIFT+ESC.
Switch to Processes and look for PSP.SpeechExec.Enterprise.LicenseServer.exe (32 bit) process.

Double click on this, and click with the right mouse button on SpeechExec Enterprise License Server Service,

select Open Service

o
File

Options  View

| Processes Performancel Uszers | Detailsl 5EI"‘-"iCES|

1 Task Manager

(- [ o I

- 1% 41%
Mame Status CPU Mermaory
-y
4[] PSP.SpeechExec.Enterprize LicenseServer (32 bit) 0% 8,5 MB
. SpeechExec Enterprise License Server Service
I 7.0 ME
Open Services
60,4 ME
Switch to Services and check if the Status is Running. Click on Services
% Services -|E
File Action View Help
e B E8= pEuw
. Services (Local)
SpeechExec Enterprise License Mame Description Statils Startup Type Log On As
Server Service % Plug and Play Enables a computer to recognize and adapt to hardware changes with little or no userin...  Running  Manual Local Systermn
o Power Manages power policy and power policy notification delivery. Running  Automatic Local System
Stop the service -

- . Print Spooler

Restart the service g
%+ Remote Desktop Configuration
. Remote Desktop Services

Description:

Administrates the Enterprise Licenses

for SpeechExec Workstations

‘. Remote Desktop Services UserMede Port Redirector
‘. Remote Procedure Call (RPC)

% RPC Endpoint Mapper

£ Security Accounts Manager

S Server

% Shell Hardware Detection

TECRE e
- SpeechExec Enterprise License Server Service
e "> IR

£ S0L Server (MOBILESERVER)
£ S0L Server (PRDM)

%4 S0L Server Browser

4 S0L Server VS5 Writer

£ System Event Notification Service
“: System Events Broker

% Task Scheduler

% TCP/IP NetBIOS Helper

S TeamViewer 17

% Themes

“i; Time Broker

% User Access Logging Service
i User Profile Service

This service spools print jobs and handles interaction with t n|
Remote Desktop Configuration service (RDCTS) is res lefor al
Allows users to connect interactively to a res omputer. Remo)
Allows the redirection of Printers/Drivi rts for RDOP connection
The RPCSS service is the Servig trol Manager for COM and D

Resolves RPC interface: ifiers to transport endpoints. If this sg
The startup of thy
Support:

rvice signals other services that the Security A
print, and named-pipe sharing over the network for
P es notifications for AutoPlay hardware events,
Collects statistical data on the dictations processed in SpeechExec
Administrates the Enterprise Licenses for SpeechExec Workstation:
SpeechExec Workflow Manager Service

ides storage, processing and controlled access of data, and ra

Provi orage, processing and controlled access of data, and ra

SpeechExec Enterprise License Server Service Propertie...

General ‘ Log On I Flecovaryl Dependencies |

Service name:

Display name:  SpeechBxec Entemrise License Server Service

Description: ministrates the Enterprise Licenses for ~
" F‘;eech&ec Workstations -

Path to executable
"C:\Program Files (<86)"Philips Speech’\SpeechExec Entemprise License Se

Startup type: ‘.Automat\c v

Help me corfigure service startup options

Provides 5 erver connection information to client computers,

Provides the int e to backup/restore Microsoft SQOL server throl

Service status Running I

Menitors system eves nd notifies subscribers to COM-+ Event 5

Coordinates execution of round work for WinRT application
edule autornated tasks on this

P/IP (NetBT) service and

Enables a user to configure an
Provides support for the NetBIOS ov
TeamViewer Remote Software

Provides user experience theme management,

Start

Stop

*You can specify the start parameters that apply when you start the service
from here.

Pause Resume

Start parameters:

Coordinates execution of background work for Winl plication
1P a

This service is respensible for loading and unleading user profil

This service logs unique client access requests, in the fon

Apply

Extended / Standard /

S Windows Audio Manages audio for Windows-based programs. If this service is stopped, audio devices a..  Running  Automatic Local Service
% Windows Audio Endpeint Builder Manages audio devices for the Windows Audio service, If this service is stopped, audio d..  Running  Manual Local System
Mobile Server ver. 2.7.x Page 13
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If the service is running, you can stop or restart the service
& Services I—I—-_ a2

File Action View Help

@*| @@|E|DIII (13

SpeechExec Enterprise License Name - Description ~

Server Service ‘“ SpeechExec Enterprise License Server Service Administrates the Enterprise Licenses for SpeechExe
sinbpaaisbunsdlinsldtlnuld it SpeechExec Workflow Manager Service

Stop the service

Restart the service

With doubleclick on it open the properties for more information.

SpeechExec Enterprise License Server Service Propertie... -

General | Log On | Recovery I Dependencies |

Service nams: SpeechExec Enterprise License Server Service

Display name: SpeechBxec Enterprise License Server Service

ministrates the Enterprise Licenses for ~

Description:
Esciption peechBExec Workstations -

Path to executable:
"C:\Program Files (86)"\Philips Speech*SpeechExec Enterprise License Ser

Startup type: | Automatic w

Help me configurs senvice startup options.

Service status: Running

| Start | | Stop | | Pause | | Resume |

‘You can specity the start parameters that apply when you start the service
from here.

Start parameters: | |

ok || Coned | ey |

Mobile Server ver. 2.7.x
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3.1.2. Create license request
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Click on License and select Export license request file. Accept the terms in the license and click Continue

x Philips Speechkxec Enterprise License Manager

Server Ucense]Email notifications About

View license information... i

Export license request file... huantity Used

Import license file...

Generate demo license...

Mobile Server ver. 2.7.x
Technical Documentation and Advanced Configuration

w .
#w License agreement

Please read the following license agreement carefully.

Terms and conditions

Licence agreement Philips SpeechExec Enterprise

§ 1 Scope

(1) Speech Processing Solutions GmbH (herein after referred to as SPS;
licensor) grants the licensee - a temporary user license for the in the
agreement referred to Software. The right to use this software is restricted to
one Computer System from the licensee.

Under Computer System, the following is understood: A stand-alone PC or a
central server incl. connected PCs and stations (clients). The correct and
legal use of the software program will be controlled over the relevant quantity
of site licenses.

Multiple Computer Systems are defined at the moment that more than one
central server with server specific data inventories are installed as long as
such data inventories don't serve the purpose of data back- up. In case more
than one person are Licensee, the right to use the Software will be defined
and restricted to one PC Network. This also after one or more participants in
the PC Network depart or the group operating the licensee would be

M

v

Page 15
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Save the *.seereq File and send this to yours Key Account Manager or Speech Processing Partner.

: Save As

i % « Users » Administrator » Documents

v

9]

Search Documents

X

o

Organize v

New folder

Name

Date modified

Type

Size

# Quick access
[ Desktop
; Downloads

|| Documents

No items match your search.

% % %%

[&] Pictures

MobileServer_ 2.7
¢@ OneDrive - Speech Pr
3 This PC

Q Network e

File name: | mobileserver_20180619_1339.seereq

Save as type:  License request files (*.seereq)

A Hide Folders

3.1.3. Import license file

Click on License and select Import license file.

: Philips SpeechExec Enterprise License Manager

Serverl% License ! Email notifications About

View license information...

Export license request file... Quantity Used

Import license file...

Generate demo license...

Select the Folder with license file (with file extension *.seelic)

==

: Open

&« v » OneDrive - Speech Proce... > MobileServer_2.7 v O Search MobileServer_2.7

Organize v New folder

gz w
-~

" Name Date modified Type

# Quick access
[ Desktop

¥ Downloads
| Documents

I D mobileserver_20180619_1339.seelic 19.06.2018 13:49 SEELIC File I

% % % N

[&! Pictures

MohileServer 27 % €

File name: | mobileserver_20180619_1339.seelic v| License files (*seelic)

=

Mobile Server ver. 2.7.x
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You can see all the installed and available licenses. In our example, we have 10 Mobile Server licenses and
1000 Users licenses.

x Philips SpeechExec Enterprise License Manager - U X
Server License Email notifications About

Installed licenses (valid until: permanent)

License Id License Name Quantity Used Free
i 201 MobileServer 10 0 10
202 MaobileServerlJser 1000 0 1000

Active sessions

Session Id Creation Time Last Access Time Workstation Name Windows User Name Admin Release
562949953421315 15.06.2018 14:11:34 19.06.2018 14:11:35 SRVZK16-MS27 SRV2K16-MS27\Administrator %] O

Release license Refresh

Refresh list every 60 seconds [
192.168.1.11  106.0.500.3 i

I

Click on License, select View license information and see the full information about your license.

Server Licensel
Ins Wiew license information...
T Change license notification... Used Free
101 Export license request file... 0 30
1D[ Import license file... 0 2
101 . e demo 0 2
1“’ enerate aemo lICense... n 2
License information
x
Name |r" ion and T iption Network Cx Ltd.
Address | Name Street 2
Contact | Mr. Mike Speech
Dezler name | Best Voice Solution Partner Ltd
Dealer address | DPMB000 Voice City SpeechMike Street 7
Custominfo | My first SpeechExec installation is quite simple
Server 1D | 0BeBT1C2YktKvGSMTPDV3yqj3BU=
License expiration I
Mobile Server ver. 2.7.x Page 17
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3.1.4. Email notification — Health scanner

You can create a email notification for low license. SpeechExec Enterprise License Server will send an email

notification to each recipient if the number of used licenses reaches the specified threshold. Each license type
is monitored separately.

Click on Email notifications, select Change email notifications.

n Philips SpeechExec Enterprise License Manager

Server License Email notifications | About

Installed licen Change email notifications...

License |d License Mame Quantity lsed

Free
1000 Universal 1
3 SpeechMagicCAL
4 EmisCAL

Create SMTP connection to the SMTP Server. Create a recipients list and setup the threshold for notification.
You can also activate notification for Workflow Manager and for Mobile Server.

™ Email notifications I ®

Email notifications l ™ Email notifications -

SMTP settings | License i | Health scanner notificati ‘ | SMTP settings |} License notification | Health scanner netificati ‘ SMTP settings | License notificati | Health scanner notifications |
Server: smitp.gmail.com Send license notification Health scanner for Workdlow Manager

Sender's address stein. i d@gmail.com @ Enabl

& Threshold: 90 [2] % oflicenses nable

Fartnumber w7 Server sdress

ruth . Enterprise License Server will send an email notification to each recipient if \192_153 1222

Husthentication and security the number of used licenses reaches the specified threshold. Each license S ———
Use SMTP authentication type is monitored separately. Fort R

User: stein EEEE@gmail com glat_lgi:'l'sf;ﬁ‘m:i::gggﬁcat\ons will be sent with the settings defined on the
a: 3
Password: Protocol type

Secure connection: TLS lz‘ @TCP O HTTP

The SMTP server deploys SSL connection with the STARTTLS Click this button to test Workflow Manager settings Test

command.

Click this button to test the SMTP settings. Test Health scanner for Mobile Server

Enable
Server URL (including port)
Send to recipients (2dd each recipient to new ling): ‘hﬂp://192.163.1.223:49257 |
Example: hitp:imobileserverhost: 49257
peter. L @gmail com Click this button to test Mobile Server seftings Test
Mate: Health scanning must also be enabled in the Mobile Server.
An email notification will be sent to each recipient if the services above stop
working, using the email seffings defined on the SMTP settings page.
G| oo

Mobile Server ver. 2.7.x
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3.2. Mobile Server
Open the folder 03_Mobile_Server and run MobileServer_2_7 0_x32.exe as administrator.
Application Tools 03_Mobile_Server
ire View Manage
This PC » DVD Drive (E;) MOBILESERVER_27 » 03_Mobile_Server v U  Search 0
~ Name Date modified Type Size
“* MobileServer 2 7 0 x32 09.05.2018 19:26 Application 1452 427 ..
Open
G Run as administrator
Troubleshoot compatibility
The .NET 4.6.1 Framework is required for the full installation. Click OK.
Philips SpeechExec Mobile Server 2.7.0 Setup X
o dotNET 4.6.1 framework found. Proceeding with MobileServer
installation.
Click on Next to start the setup wizard
“% Philips SpeechExec Mobile Server 2.7.0 Setup — X
Welcome to the Philips SpeechExec
Mobile Server 2.7.0 Setup Wizard
This wizard will guide you through the installation of Philips
SpeechExec Mobile Server 2.7.0.
Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,
Click Next to continue.
Mobile Server ver. 2.7.x Page 19
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Accept the terms of the License Agreement and click Next
#2 Philips SpeechExec Mobile Server 2.7.0 Setup — X
License Agreement 2
Please review the license terms before installing Philips SpeechExec Mobile Server ¢
2.7.0.

Press Page Down to see the rest of the agreement.

SOFTWARE END-USER LICENSE AGREEMENT /
PHILIPS SPEECH PROCESSING SOFTWARE

IMPORTANT - READ CAREFULLY :

Before installing this software please read the following terms and conditions carefully.

This Software End-User License Agreement ("License Agreement”) is a binding

agreement between you (either an individual or a company or other legal entity), the
end-iser. and Philing Sneech Processinn ("Philine™ renarding 11se of the software ¥

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Philips SpeechExec Mobile Server 2.7.0. Click Next to continue.

(@)1 accept the terms of the License Agreement
(01 do not accept the terms of the License Agreement

N o [

You can choose the installation path or keep the preselected destination path and click on Next.
Predefined path is C:\Program Files (x86)\MobileServer

“21 Philips SpeechExec Mobile Server 2.7.0 Setup — X

MNullsoft Install System v2.46

Choose Install Location 2
Choose the folder in which to install Philips SpeechExec Mobile Server 2,7.0. ¢

Setup will install Philips SpeechExec Mobile Server 2.7.0 in the following folder. To installin a
different folder, dick Browse and select another folder. Click Next to continue.

Destination Folder

C:\Program Files (x86)\MobileServer Browse...

Space required: 51.5MB
Space available: 30.0GB

Mullsaft Install System v2,46

oo (] e

Mobile Server ver. 2.7.x

Page 20
Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

Click on Next to create Data folder.
Philips SpeechExec Mobile Server will store all the user data in this directory.

“2 Philips SpeechExec Mobile Server 2.7.0 Setup — X

Choose Install Location

Data Directory Selection ga

Philips SpeechExec Mobile Server will store all the user data below this directory. To use a
differenct folder, dick Browse and select another folder. Click Next to continue.

Destination Folder

C:\Program Files (x86)\MobileServer\Data| Browse...

Space required: 51.5MB
Space available: 30.0GB

< Back Next > Cancel

If you want install Microsoft SQL Server 2014 Express Edition — please click on Install. If not, you can setup
the connection data within the Application.

“2 Philips SpeechExec Mobile Server 2.7.0 Setup — X

SQL installation

Required information to install SQL Express bk

Do you want to install Microsoft SQL Server 2014 Express Edition? If not, you can setup the

connection data within the Application!

[ Yes, install Microsoft SQL Server 2014 Express

<Back Cancel

Mobile Server ver. 2.7.x Page 21
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Installation process is running in the background

“2 Philips SpeechExec Mobile Server 2.7.0 Setup —

Installing

F £
Please wait while Philips SpeechExec Mobile Server 2.7.0 is being installed. ¢

Execute: C:\Program Files (x86)\MobileServer\temp\SQLEXPRWT _x86_ENU.EXE /QS /IACCEF

Output folder: C:\Program Files (x86)\MobileServer\temp
Extract: SQLEXPRWT_x86_ENU.exe... 100%
Execute: C:\Program Files (x86)\MobileServer \temp\SQLEXPRWT _x86_ENU.EXE /Q5S ...

Click Finish to proceed to the MobileServer Configuration Tool.

“% Philips SpeechExec Mobile Server 2.7.0 Setup —

Completing the Philips SpeechExec
Mobile Server 2.7.0 Setup Wizard

Philips SpeechExec Mobile Server 2.7.0 has been installed on
your computer,

Click Finish to close this wizard.

[MRun Philips SpeechExec Mobile Server 2.7.0:

Mobile Server ver. 2.7.x
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Dictation receiving (webserver) and dictation processing (SpeechExec Mobile Server) are two independent
modules and can therefore be installed and tested independently.
For the first step — receive dictation from mobile devices — we need prepare our webserver.

4.1. Installation of the Upload Script

There are two script files (upload.php, upload.aspx) in the installation directory of the Mobile Server. The PHP
script can be used with every current web server on which you can install and run PHP5. The ASPX file is
specifically made for the Microsoft Internet Information Server (IIS).

=Ry X
@l\__,/l'| ‘W Program Files (x86)\MobileServe v‘ ‘fl Search MobileServe 2 l
Organize « = Open Include in library Share with « Burn MNew folder =+ [ .@.
. s
. Microseft. NET “  MName Date modified Type Size i
. MobileServer | SpeechExecTools.Settings.dll 28.04.2010 16:20 Application extens... 201
| Backup Q testdictation.wav 16.05.2011 15:54 VLC media file (w... a54 |
. Converter (% uninst.exe 05.02.2013 09:16 Application 3221
| temp (o uninstall_service.bat 23.05.2008 19:49 Windows Batch File 11
J mp3DirectCut =4 undate <ol 270820121038 Llicrosoft SOl Ser... 81
. MSBuild || upload.aspx 11.04.2012 16:26 ASPX File 4 ||" |
. Network Notepad |#] upload.php 07.05.201215:13 PHP File =
J, NVIDIA Corporation - b

For a new installation, you can create two folders in your web-root directory. In our example we create a folder
mobileserver_upload and dictations, but you can nhame the folder they you would like it.

e /mobileserver_upload/ — copy the upload.php or upload.aspx script into the directory. If you configure
the web server, the data files in the directory should be visible to the user and allow the PHP script or

ASPX respectively to be run.

e /mobileserver_upload/dictations/ — this is the folder where the incoming dictations are saved. Make
sure that all services of the web server components have access to the directory and have permission
to save data within the directory. The access to the dictation file via web browser should generally be
restricted. Thus, there is a strict separation between the active web components and the actual memory.

Edit the corresponding script file as follows:

Upload.php

S destination, wher"e the files get co
definef’ DESTIMATION' , dirnamef__ FILE__

5

Jed 1:|:|

/*Fill in the user name and password that correspond to the data used for the mobile

device client:*/
define('USERNAME', 'test');
define('PASSWORD', 'test');

/* Enter the target path you would like to use to store the dictations: */

define('DESTINATION', '/dictations/');

/* If you expect script problems, you can allow the error to be displayed (true/false)*/

define('SHOW_SCRIPT_ERRORS', false);

Mobile Server ver. 2.7.x
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Upload.aspx

<%-- Fill in the user name and password that correspond tot he data used for the mobile
device client:--%>

const string USERNAME = "test";

const string PASSWORD = "test";

<%-- Enter the target path you would like to use to store the dictations:

(please use two backslashes in your path instead of one; e.g.: C:\\DictationRoot\\Dictations):

--06>

const string DESTINATION = "C:\\dictations";

Check the script — open the URL of the script file by using the Internet Explorer or other Webbrowser from
another computer inside the network

For Apache/PHP

http://SERVER IP ADDRESS/speechexec/upload.php

For Microsoft IIS/ASPX

http://SERVER IP ADDRESS/speechexec/upload.aspx

It should appear a web form. If this is not the case, the script lacks appropriate permissions or PHP or ASPX
is not installed correctly.

Fill in user name (test) and password (test) which you have previously defined in upload.php or upload.aspx
and choose a supported audio file.

[ Upload *
€« = C [server-url /mobileserver_upload/upload.php
Username: /4 login-data
EIE'F]HEE'USERM#ME'. 'tES‘t'g;
Password: definel PasSswoRD', ‘test'):
File: Choose File | Mo file chosen] created in ll|]'|ﬂ'ﬂd+|:|'h|]
Upload! or upload.aspx

The following information could occur:
Codel: 152d03c64d536a361ed6ef3fa354359c282de8eT

CodeO = No Error

Codel = Invalid username or password

Code2 = Filetype not allowed. Allowed file type is define in upload.php or upload.aspx
Code3 = Unexpected error, check given message

You now have the upload script successfully installed and can now setup the mobile device components.

Mobile Server ver. 2.7.x Page 24
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Please install Philips Dictation Recorder on your Mobile Device and configure a connection with the Mobile

Server.

5.1. Android Client

Tap the Settings green square
and tap Forwarding

Philips dic on rec

Dictate Recordings

File settings

Forwarding |

Mare

Help

[<
O  securty

o

?

i

About

tap on MobileServer 3 and
rename it. Tap on Username,
Password and URL and set the
connection parameter as
already previously set

MobileServer 3

Username

Password

Mobile Server ver. 2.7.x

Tap Mobile Server Settings

Forwarding

E-Mail (B

SpeechLive

l Mobile Server Settings

Dictation Hub

Workflow

Tap one of the red corner and
following Send DevicelD. Send
the DevicelD to your MDC
Dealer or system administrator

Mobile Server

Remove

MobileServer Bliro

Send DevicelD

Username

peter

Password

URL
http://192.168.198/mobileserver_upload/upload.php

Technical Documentation and Advanced Configuration

Tap the red corner icon and
select Add

Name: MobileServer

Name: MobileServer za

To configure the MobileServer
send the DevicelD to
administrator

{  Compose > :
peter. @gmail.com p
DevicelD

DevicelD:359544059346274

4

qwer t
asdfghl.jk

4 'y x e vbnmaea

n23 @ @ . Done
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5.2. BlackBerry OS10 Z10 Client
Tap red corner Tap Settings Tap Delivery

Untitled 00:00:00 00:00:00

A [2

Dictate Priority

Tap Mobile Server

Delivery

SpeechExec Dictation Hub
od

Mobile Server

Mobile Server 3

Mobile Server ver. 2.7.x

Untitled

[2 Edit
B Send
-

|-‘ Priority
‘a Settings

n.

Dictate

i
I Delete

Setup Username, Password
and URL. Tap on Mobile Server
to select one from available
Mobile Servers.

Tap Send DevicelD

Mobile Server Settings

Sorver Names

Usprname

Fa

UAL

Send Deviesl D

Technical Documentation and Advanced Configuration

Settings

File
Configuration

Delivery

Security
Enabled

To configure the MobileServer
send the DevicelD to
administrator

Cancel Compose Send

Testnet v

To MobileServer Administrator+

Cc +

DevicelD 0

DevicelD: 24dca4dc7

Attach Format Importance Mare
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5.3. BlackBerry OS7 9860 Client
Click red corner and select Enter the Server URL, User

Select Connection Settings

Settings name and Password

Settinas Connection Settings

Philips SpeechExec for BlackBerry® ‘ :
Stopped, 00:00 { 00:00 Connection Settmgs BES Made

View / Handling No

: Use WLAN
Key Settings

Extended Options
About User

Password

Meta Data

Dictation Manager
Add Attachment

Add Photo

To configure the MobileServer
Enter Mobile Server URL and send the Device PIN to

Complete the data, click on red

administrator via E-Mail. Select
corner and select Save

click OK. You can use only one

Mobile Server Setup/ Options/Device/Device
and select Status Information.

Connection Settings itus Information
BES Mode BES Mode Network Information
}\]g l Signal: -40 dBm
Use WLAN .
PIM: 21000004
if http://ERVERURL/FOLDER/ g
UPLOAD.PHP IMEL: 123456.78.364813.8
I Changes made! Wi-Fi Information

Save
Copy Full Menu
Device Information
Battery: 100 %
Free Memory: 52432544 Bytes

Mobile Server ver. 2.7.x Page 27
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iPhone Client
Tap red corner Tap Settings Tap Forwarding

Locked SIM = 12:34

bt PHILIPS Settings

john.paul.

4“‘}*‘*‘_‘4"*“‘“"*""‘% john.paul. 0:32
l 1 P 12:34 697,1 KB 0

Audio Settings

B|e

Forwarding

Security
More

Help

0 08E

About

C

Settings

Tap green corner to select
Mobile Server. Tap red corner

Tap Server Information and Setup User Name, To configure the MobileServer
Password, Email and Server- send the IDID to administrator
URL. Tap green corner to Send
DevicelD

12 ¥ 3 SN = 123

B

Satlings Forwarding Fowarden . Sorver Information Cancel Philips Dictation Recor...

Mabile Server Settings .3': ect Server . MobileServer Administrator
Servar Infermation Mabile Sarver 2
L Bci
Philips Dictation Hub Settings Maohile Server Settings Philios Dictation R der M
2CL llips Dictation Recorder Mo...
Dictation Hub [(On) User Name Philip

Please add this device id to the
eltings Password e Philips Mobile Server: 73C20ED1-
971B-49CE-97EF-037340FAF419

Speachbrive

Emall jahn,
Please note:
HTTF Server Seltings URL For correct routing of audio files
HTTP Server within your company network, Philips
Send UDID Dictation Recorder app will send the
Warkilow ! - UDID of your device together with

audio files to the SpeechExec
Mobileserver software. Neither Philips
nor any other third party will have
access to this information at any
time. In order to secure your personal
data during data transmission

Workillow

Mobile Server ver. 2.7.x Page 28
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Connect to WebServer via FTP and open the mobileserver_upload folder — you see only the upload.aspx or

upload.php scripts and folder dictations.

Server: | fweb/mobileserver_upload

(=0 5Q mobileserver_upload

te | dictations
?. mobileserverupload
i B Mew folder

Dateiname Dateigrafe Dateityp

| dictations Dateiordner
[[]) upload.aspx 39KB ASPX-Datei
|2 | upload.php 47 KE PHP-Datei

Zuletst gedndert Berechtigu...
3009.201513:35:18 0777
11.05201515:40:28 0777
18.09.201516:15:15 0777

Open the dictations folder and you see the files upload via web form or send from the dictation app

Server | fweb/mobileserver_upload/dictations

Mobile Server ver. 2.7.x
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= |, mobileserver_upload
¢ e | dictations
Dateiname : DateigriBe Dateityp Zuletzt gedndert Berechtigu...
|| steindd2135--21-09-2015-14-55-08.wav.partl 11 MB PART1-Datei  30.09.201515:39:42 0644
|| steindd2135--21-09-2015-14-55-08 wav.part2 11 MB PART2-Datei  30.09.201515:39:42 0644
|| steindd2135--21-09-2015-14-55-08.wav.part3 11 MB PART3-Datei  30.09.201515:39:42 0644
Page 29



5.5. XML File structure

XML file structure receive from SpeechAir device
<?xml version="1.0' encoding='"UTF-8' standalone="'yes' ?>
<SpeechExecDictation version="v3.0.08">
<format>AMR</format>
<creationdate>2017-05-08T10:43:36</creationdate>
<comment></comment>
<category>Company</category>
<worktype>Report</worktype>
<author>Mike</author>
<customl></customl1>
<custom2></custom2>
<custom3></custom3>
<custom4></custom4>
<custom5></custom5>
<filenumber>Peterl7</filenumber>
<priority>false</priority>
<deviceid>PSP11000000044</deviceid>
<encrypted>true</encrypted>

<shalHash>77050c6fb88fd84e65d4ee738cff32d5561ccd46</shalHash>

<fileindex>0</fileindex>
<uploadchunkcount>1</uploadchunkcount>
<uploadchunksize>1048576</uploadchunksize>
<uploadchunkssuccess>0</uploadchunkssuccess>
<audioformat>MP3</audioformat>

<country></country>
<companyname></companyname>
<firstname></firsthame>

<surname></surname>
<providercountry></providercountry>
<providername></providername>
<devicename>PSP1100</devicename>
<blackberryosversion>4.4.2</blackberryosversion>
<blackberrylanguage>en</blackberrylanguage>
<apn></apn>

<besmode></besmode>
<storagemode></storagemode>
<attachmentfilename></attachmentfilename>
<EOL>false</EOL>

<ListColumnl1Content>Dr. Smith</ListColumnl1Content>
<ListColumn2Content>Miller Ken</ListColumn2Content>
<ListColumn3Content>153545859SPS</ListColumn3Content>
<ListColumn4Content>Room2</ListColumn4Content>
<ListColumn5Content></ListColumn5Content>
<ListColumn6Content></ListColumn6Content>
<ListColumn7Content></ListColumn7Content>
<ListColumn8Content></ListColumn8Content>
<ListColumn9Content></ListColumn9Content>
<ListColumnl10Content></ListColumn10Content>
<ListColumnlUsage>Doctor</ListColumnlUsage>
<ListColumn2Usage>Patient</ListColumn2Usage>
<ListColumn3Usage>Insurance ID</ListColumn3Usage>
<ListColumn4Usage>Room</ListColumn4Usage>
<ListColumn5Usage></ListColumn5Usage>

Mobile Server ver. 2.7.x
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<ListColumn6Usage></ListColumn6Usage>
<ListColumn7Usage></ListColumn7Usage>
<ListColumn8Usage></ListColumn8Usage>
<ListColumn9Usage></ListColumn9Usage>
<ListColumnl0OUsage></ListColumnl0Usage>
<barcode></barcode>
</SpeechExecDictation>

Mobile Server ver. 2.7.x Page 31
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XML file structure receive from Android mobile device

<?xml version="1.0' encoding='"UTF-8' standalone="yes' ?>
<SpeechExecDictation version="v2.7.01">
<format>AMR</format>
<creationdate>2015-09-21T14:55:08</creationdate>
<comment></comment>
<category></category>
<worktype></worktype>
<author></author>
<customl></customl1>
<custom2></custom?2>
<custom3></custom3>
<custom4></custom4>
<custom5></custom5>
<filenumber>stein442.135</filenumber>
<priority>false</priority>
<deviceid>359544059346274</deviceid>
<encrypted>false</encrypted>
<shalHash>8e6a700b447195242d2a8e213f7c790f04f23ccl</shalHash>
<fileindex>0</fileindex>
<uploadchunkcount>18</uploadchunkcount>
<uploadchunksize>1048576</uploadchunksize>
<uploadchunkssuccess>0</uploadchunkssuccess>
<audioformat>MP3</audioformat>
<country></country>
<companyname></companyname>
<firstname></firsthame>
<surname></surname>
<providercountry>at</providercountry>
<providername>Al</providername>
<devicename>GT-19505</devicename>
<blackberryosversion>4.4.4</blackberryosversion>
<blackberrylanguage>en</blackberrylanguage>
<apn></apn>
<besmode></besmode>
<storagemode></storagemode>
<attachmentfilename></attachmentfilename>
</SpeechExecDictation>

Mobile Server ver. 2.7.x
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XML file structure receive from iPhone mobile device

<?xml version="1.0" encoding="utf-8"?>
<SpeechExecDictation version="3.0.24.0000">
<format>AAC</format>
<creationdate>2013-11-04T10:43:54</creationdate>
<comment></comment>
<worktype>Memo</worktype>
<category></category>

<author></author>
<filenumber>Untitled4</filenumber>
<priority>false</priority>

<deviceid>73C20ED1-971B-49CE-97EF-037340FAF419</deviceid>

<encrypted>false</encrypted>

<shalhash>ad15f134be771f7c8c6b7103b677fe7a</shalhash>

<fileindex>0</fileindex>
<uploadchunkcount>293</uploadchunkcount>
<uploadchunksize>16384</uploadchunksize>
<uploadchunkssuccess>0</uploadchunkssuccess>
<mailtypist></mailtypist>
<mailauthor>peter.ritau@speech.com</mailauthor>
<audioformat>M4A</audioformat>
<country></country>
<companyname></companyname>
<firsthame></firsthame>

<surname></surname>
<authorabbreviation></authorabbreviation>
<providercountry></providercountry>
<providername></providername>
<devicename>iPhoneb5,2</devicename>
<blackberryosversion>7.0.2</blackberryosversion>
<blackberrylanguage>de_AT</blackberrylanguage>
<apn></apn>

<besmode>no</besmode>
<storagemode>internal</storagemode>
<attachmentfilename></attachmentfilename>
</SpeechExecDictation>
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6. Mobile Server Configuration

Before you start with the configuration make sure that the connection between the MobileServer and MSSQL
Database is established.

6.1.

Check the Database connection

If there are any trouble with the database connection or if you want to use an external MS SQL database
server you can click on Database Settings to view and check the current settings.

Database Settings

Now you can see the current Setup information.
You can select between SQL Server Authentication or Windows Authentication

Database Check Tool

===

Database Check

Authertication Mode:

SGL Server Authertication

Server Name: NB101
Instance:
Database:

Atach Database:

Usemame:

Password:

Mobile Server

Mobile Server

Connection String (generated):
Data Source=NB101"MOBILESERVER; Initial Catalog=Mobile Server;Persist Security Info=F:

Check Connection

MOBILESERVER

0K

| | Cancel |

Mobile Server ver. 2.7.x
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Mode. You see the Server Name (NB101),
Database Instance Name (MOBILESERVER)
and Database Name (MobileServer). Click on
Check Connection, and if the setup is OK then
you see a confirmation window with a message:
Everything seems OK!

Answer from Server:

Success

o Evenything seems OK!

oK
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The Data Source string and Config.xml are also available here:

@; Service
F User
m Settings
Misc
@ Incoming Dictations
@ E-mail Server
J“ Converter
9 Emor Handling
[H SpeechExec
= E-mail Templates
(g Notfication Received
(=] Netfication Delivered
(&) Account Inactive
|:| Decryption Emor
|:| Conversion Emor
|:| Digpatch Emor
Statistics
@ License

m Status Page

SPEECH
PROCESSING
SOLUTIONS

@

License File:

|C:\F'rog|am Files (<B&)\MobileServer'license.dat

D55 Server License:  Yes

[ Send license use waming

Your Mobil ver License
T
License Type: Full License
User Licenses: 0/5939

DSSLi

License Server Address: 152.168.1.15

Data Source=MB101-W2K124MOBILESERVER; Initial Catalog=MobileServer;Persist Security Info=False;User ID=N

C:\Program Files (x86)\MobileServer\Config.xml

Mobile Server ver. 2.7.x
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7. Setup options

7.1. Service

The menu item Service is used to start and stop the MobileServer. Simply click on the Start or Stop button.
Service is up and running — click Stop if you want to stop the service

] Philips SpeechExec Mobile Server (Config) = | = -
EJ Philips SpeechExec Mobile Server (v
fﬁ Sarvice Service Status: Philips MobileServer
;':;irngs @ Service is up and running o
Misc o Stop
@ Incoming Dictations
Service is stopped — click Start to run this again.
*H Philips SpeechExec Mobile Server (Config) =[O -
EJ Philips SpeechiExec Mobile Server (*)
3_,;{ Service Service Status: Philips MobileServer
;'::ngs 'Q Service is stopped 0 St
Misc g
@ Incoming Dictations

Additionally, you can install and uninstall the MobileServer service.
The Service MobileServer.Service.exe is default installed. Click on Uninstall
Service and uninstall this. You can also run the install_service.bat or
o el e s uninstall_service.bat located in the installation folder (C:\Program Files
(x86)\MobileServer) for activate or deactivate the services.

@ Uninstall Service

7.2. User

Use the option User to import or export users accounts, add a new user, modify existing user, delete user.

7.2.1. Add User Metadata

Fill in the standard information about the users:

e Personal — you can decide if the profile should be active or not. You can add a customer number, the
first and last name as well as the address of the customer/user.

o Device Data — the Device Data is very important. Add the Phone Number and the Identifier. By using
the Identifier the system can assign the corresponding author to the device. Enter the E-mail address
of the mobile device to receive status messages sending from the mobile server to the device.

e Dictation Handling — here you can configure how the dictations should be processed. Use
SpeechExec Author to fill in the author shortcut that should be shown in SpeechExec Enterprise.
Format defines the file format for the dictation conversion, normally this should be the DSS format, but
you can select WAV or MP3 format.
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e Dispatch Type — you can sent the dictations to a specific destination or select None to deactivate this.
Available transmissions ways: Folder, Mail, FTP. Depending on the selected options select the
destination folder, fill in the Destination E-mail address or configure the FTP Server Account.

e Encryption Password — enter the password for the encryption.

¢ Send Notification — user receives a confirmation that the MobileServer has performed specified action.
You can activate E-Mail messages with notification for received dictation, delivered dictation,
decryption error, dispatch error, conversion error.

Add / Edit User

Add | Edit User

& Masterdata | Keyword Routing

Personal Device Data

Active: Phone Number

® Yes () No | |
Customer No E-mail Backup Lifetime

|peter.-. @gmail com | [l

First Name: Last Mame: Identifier
[Peter | [sein [359544059346274 |

Company: |OI&:I Identifier |

|Speech Processing Solutions GmbH
Address 1: Dictation Handling
| Gutheil-SchoderGasse 812 Speschbxec Author

Address 2: |F'e1er |
| Format

ZIF: City: | MP3 hd |
|11DD | |‘u"|enna Dispatch Type

= dar |

| Austria Destination Folder

Prefemed Language: [c\Dictation_PeterStein |

| English Destination E-mail

G Encryption Password

i | | [] Show

[ Motffication Mail "Received" [+] Motification Mail "Delivered”
[w] Motification Mail "Decr. Emor” [w] Motification Mail "Conv. Emor”
[w Motffication Mail "Disp. Emor”

| 0 Save ‘ ‘ 9 Cancel
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7.2.1.1. Important settings

Preferred language
Depend on the selected language the system send a predefined template with a language version

User Form -

Add / Edit User

Add [ Edit User
& Masterdata | Keyword Routing

Personal Device Data

Active: Phaone Number

® Yes O Ne | |

Customer No.: E-mail Backup Lifetime
[peterzii@gmail com @B B
First Name: Last Name: Identfier

[Peter | [stein | |359544059346274

Company:

|Speech Processing Solutions GmbH |

Address 1: Dictation Handling

| Gutheil-SchoderGasse 812 | SpeschBxee Author

Address 2: |F'eier |

| | Format

ZP: Chy: [mP3 vl

[1100 | |Vienna | Dispatch Type

Courtry: [ Folder vl FTP.

i Destination Folder
Prefemed Language: |c:\Dictation_PeterStein | . || unc
ﬂ Destination E-mail
oy

Encryption Password
‘-\ | | 1 Show

Motification Mail "Received" Motification Mail "Delivered”
Motffication Mail "Decr. Emor” Motffication Mail "Conv. Emor”
v Motification Mail "Disp. Emor"

9 Save @ Cancel

= Inbox ~= s

= peter gEs@gmail.... = O‘ L
MobileServer Admin 18P . e .
Dictée traitée avec succés . German received notification

M
(untitled.01-10-15.04_11.wav) — Chere/Cher Peter.. 3-{

MobileServer Admin 1:06 PM
Confirmation de réception

N German delivered notification
(untitled.01-10-15.04_11.wav) — Chére/Cher Peter. T S

-

MobileServer Admin 1258PM  Fingangsbestatigung & - .
Diktat erfolgreich verarbeitet . (untitled.01-10-15.12_56.wav) ( [ ] e [ H
(untitled.01-10-15.12_56.wav) — Sehr geehrte/r.. if - e
el Al 12:58 PM Diktat erfolgreich verarbeitet

3 . R R < o
Eingangsbestitigung (untitled.01-10-15.12_56.wav) M MobileServer Ad.. {7y o (untitled.01-10-15.12_56.wav)
— Sehr geehrte/r Peter Stein, Ihr Diktat ist auf... 3 stein.44213@gmail.com Inbox

Today, 12:58 PM

MobileServer Admin 12:43 PM Torme MobileServer Ad.. ¥7 4

Dictation processed successfully e stein.44213@gmail.com
(untitled.01-10-15.03_48.wav) — Dear Peter Stein,.. -{  Sehr geehrte/r Peter Stein, Today, 12:58 PM

To:me
MobileServer Admin 12:43FPM  lhr Diktat ist auf unserem Server eingetroffen.
Receipt confirmation (untitled.01-10-15.03_48.wav) - s tei
— Dear Peter Stein, Your dictation has been.. - Nachfolgend einige Informationen zu lhrem Diktat: ehr geehrte/r Peter Stein,
i . ; N Ihr Diktat wurde erfolgreich verarbeitet und
MobileServer Admin 12:36 PM Dateiname: untitled.01-10-15.12_66.wav versendet.

Dictation processed successfully GrofBe: 36.52 KB

i . <> .
(untitled.01-10-15.03_40.wav) — Dear Peter Stein,.. 1< Erstellungsdatum: 10/1/2015 Nachfolgend einige Informationen zu threm Diktat:

MobileServer Admin 12:36 PM :;°"t‘.’],‘.r'f°;‘;ggz:§g§3 o Dateiname: untitled.01-10-15.12_56.wav
Receipt confirmation (untitled.01-10-15.03_40.wav) ent!ller i Grisfe: 36.52 KB
§ h < -Mail: peter... .. i@g . U
E-Mail: peter -0gmar.com Erstellungsdatum: 10/1/2015

Kontainformationen
Identifier: 359544059346274
E-Mail: peter.....o@amail.com

Mit freundlichen Griiken
Ihr Philips SpeechExec Mobile Server-Team

Mit freundlichen Griien
Ihr Philips SpeechExec Mobile Server-Team
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7.2.2. Add User Keyword Routing

Click on Keyword Routing tab to distribute dictations according to the previously defined worktype. If, for
example, a user has defined the worktypes Standard, Smith, House and Meeting this could be defined as
follow:

Standard — dictation is send to the author’s folder

Smith — dictation is sent to the folder Smith

Meeting — dictation is send to the E-Mail address.

Meeting — dictation is send via FTP to external FTP Server.

User Form \Ll

Add / Edit User

Add | Edit User

& Keyword Routing

Keyword & E-mail Folder FTP Host FTP Port FTF Directory

Keyword
| Meeting |

Destination Folder

[\\SPS-SERVICE homes'Peter ., meetin|

Destination E-mail
|peter W @speech com| |
FTP Server
IP or Host: Port:
| e

Proogy: Port:

| [0 i

Usemame:

Password:

Directary:

| 0 Save ‘ ‘ 9 Cancel ‘
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7.3. Settings
7.3.1. Misc
75 Servics In the section Settings / Misc you can configure the system folders and e-mail
.,'5 User addresses of the administrator. We describe all the setup options
Settings

7.3.1.1. Dictation Root Folder

The Dictation Root Folder is a "working folder” for the Mobile Server application.
Dictation Root Folder
C:Mincoming_dictation_from_WWW _server | '-Lj LINC

The Device directory contain following folders:

J Action Action
| Backup Backup (received files are saved here again)
Inbox Inbox (Inbox folder of the user)
L log.bxt If a dictation file should not have reached their destination folder, you can always be
reconstructed from the backup folder out. This ensures that it can never come to a dictation
loss.

The latest one file is the log.txt file with detailed logging for every step.

B0.0%. 2013 10:24:26.021 Reading fi1le-xml =» C:\pictationRoot™355829055802800N Inbox untitled.
30.09.2013 10:24:26.021 File found: C:3Dictationroot™355829055892890%Inboxuntitled, 30-09-13
30.09,2013 10:24:26.021 Processing file...

30.00,2013 10:24:26.021 Copying file to Conversion Temp =»> C:ih\pictationroot™ComversionTemp
30,09,2013 10:24:26.037 Trying to convert file to pss

30,09, 2013 10:24:26.037 ConvertFilel)

30.09.2013 10:24:26.037  C:wProgram Files (x86)%MobileserverPsP. speechExec. DictationPropCont

7.3.1.2. Conversion Temp Folder

Within this directory, the format conversions are performed. The files will be temporary stored, converted, and
then distributed according to the users

Conversion Temp Folder :
Dispatch-Type.

CUsershPublicMobile Servers Temp | 1) UNC

7.3.1.3. Administrator E-Mail

The administrator e-mail address identifies the address to send the error messages from the server.
Administrator E-mail

peter Sint @speech.com
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7.3.1.4. Service E-Mail

The MobileServer will use the Service E-mail address to send messages to the administrator and user; hence
. . the sender’s address the recipient will see this. In case
Service E-mail Mame - . : .

: - you would like to receive replies to this address, make
|M':'|:"|ESEWEF Admin | sure that you use, for example, the address of the help
Service E-mail desk or other, for the MobileServer responsible user

||:ueter @speech.com |

7.3.1.5. Max Attachment Size

Here you can define the maximum size of an E-mail attachment to be sent. If the attachment is rather large
the dictations will be divided and sent in parts to receiver. Adjustable

Maximum E-mail Attachment Size maximum size is 100MB.

0 =| MB

7.3.1.6. Rewind Split Dictation

If dictations have to be divided to be sent in parts, it might be useful to keep some overlapping parts. This is
Rewind Split Dictation for avoid that single words within a dictations are split. Here you can enter how many

10 1 seconds seconds the overlapping parts should contain. You can set between 1-100 seconds.

7.3.1.7. Max Lodgfile Size

Here you can define the maximum size of the log file for the ActionLog.txt, and the log files for each user.
Madmum Logfile Size Madmum Logfile Size (Customer-Log) Please enter a sensible value (e.g. 100 MB).
100 = MB 10 = MB

kd

7.3.1.8. Pull Intervall

Specifies the time intervals which the Mobile Server receive the dictates from the

Pull Interval Webroot or from a FTP server. You can choose between 1-1000 seconds.

600

.
=| seconds

7.3.1.9. Health Scanner

Hesalth Scanner SpeechExec Enterprise will send a http-POST to a
45957 2 specific IP-address & Port.
Enable Port: flv Defautt If the MobileServer Service is still alive, it should

respond with the HTTP code 200 and following string
in the result body: "MobileServer alive".
Make sure that the firewall is opened for the port.
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With the Incoming Dictations tab specifies where dictations to be picked up. You can select Folder or a FTP
account for a Webserver from Webhosted sources.

Incoming Dictations
~+  Web Root

el ‘ C:\Users\Administrator\Documents"\WEB_Root

¢J.. || UNC

FTP Server
IP or Host:
1192.168.1.98

Proocy:

Port:
22
Port:

Usemame:
| Peteriiinis |
Password:
— |

Directory:

A

SFTP

‘J’webﬁ'mobilesewer_upload,f'paer
Download Directory:

‘ Browse

[C:"-didations_fmrn _WWW _server

7.3.2.1. Incoming Dictations Web Root

| [igT]|| uNc

If the folder is for the incoming dictate within the network, then they can set the path here.

Inizoming Dictations

4 Wwieb Root

o
it

L

S ||

Click on the | ...
Click OK, now, the folder is now connected.

Browse For Folder E3

UNC

Icon and browse for the preconfigured upload folder.

= . mobieserver_upload
=L speechexec Incoming Dictations
J dictations .
S wWeb Root
i .-:_,._
= IEFNII:E"awel:u'\.mu:ul:uiIeser\-'er_upIu:uau:l'\speeche:-:ec"-.diu:tatiu:uné Ll LMC
=T
Make Mew Folder | Cancel
4
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If you use a web server outside the LAN or your web server is from hosting company, then you can use only
limited connection to the upload folder, usually only FTP. Mobile Server can be configured so, that the
dictations file will receive via integrated FTP Client. You can also create connection via SFTP, here please
change the Port to 22 or any others, if this differs from the standard.

FTF Server
IF or Host: Part:
{192.168.1.9 [21 = " sFIp
Prowy: Part:

| |o =

I gernamne:

I Peter.

Fazsword:

|xxxxxxxxxxxx

Dhirectar:

|f'wel:u"mu:ubilesewer_uplu:uadf'peter Browse

Download Directony:

IE:\MDbiIeS erver_Work flowh nooming_dictation_from_wwees_serve r_L‘_] UMC

First, fill in the connections data like host
name or IP address, port number (is usually
port 21), username and password into red
marked area and finally

Click on Browse in the green marked area.

Click Connect and then Refresh. Browse for the preconfigured upload folder, in our example:

/mobileserver_upload/dictations/

The /web/ folder is the web server root folder.

FtpBrowser !E E
I.fwel:n.r'mDI:ui|esewer_upload.fdictations

-l dict_dieter ;I
-l dict_johin

i dict_reshuan

[_]l'] di Z

-~z PSP11000000570
o PSP11000001545

Fefragh [elete File
Connection D etailz
IP or Host: Fart:
[192.165.7.95 |21 = I sF1P
Prosy: Part:
| o =
[Jzermname:
|F'eter
Paszword:
Ixxxxxxxxxxxx I:Dnnect
Ok Cancel
7
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Select the right folder and click on OK.
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The web server directory is connected; you can prepare

Web Root

e |C “\Users\Administrator.Documents " WEB_Root

FTP Server

| [

a local folder inside the PC or LAN.

UNC

IF or Host: Port:

[192.168.1.38 | [21

Promy: Port:

Usemame:
| Peter |

Password:
|

Directory:

<[>

Directory — this is the webserver directory
Download Directory — this is the local direcory

|)"web;"mobiIeserver_uploadfdictaﬁons

| Browss

Download Directory:

Click on Button and select local folder

|C:"-dncoming_dic:tation_frnm_‘.‘\u".'\"‘.‘\"_server"-.

Browse For Folder

=18 Computer
(=3 Floppy Disk Drive (A:)
= &L Lacal Disk (C:)

4 ircomming_dickation_Fr

&

. PerfLogs

&

. Program Files

&

. Program Files {x86)

3]

. Users

#

L Windows
|

e

IMake Mew Folder | Ok I

Cancel

A

If you receive any error messages like this one — see screenshot — then check the Firewall settings. For more

The remote server returned an error: (425) Can't open data connection.

= information please check Appendix 8.16 — Firewall
settings

Mobile Server ver. 2.7.x
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At this point, you can configure an SMTP server to the Mobile Server can send mails. For sending e-mails, it
is important that the security settings for the SMTP server allow that e-mails may be sent to the registered e-
mail service Address, i.e. that the SMTP server may act as a remailer!

Click Test settings to send a predefined E-mail message to the server and you receive a small confirmation
window and the Administrator — created in Misc/Administrator E-mail — receive also a E-Mail message.

423

|:__J Philips SpeechExec Mobile Server Show Logfile

@,‘, Service
y [Jser
Settings

e Emor Handling
SpeechBxec
=l @ E-mail Templates

|:_| Accourt Inactive
[:J Decryption Emor
|ﬁ| Conversion Emor
|;_| Dispatch Emor
B Statistics
@ License

Status Fage

|§] Muotification Received
|E_| Muotification Delivered

E-mail Settings

‘E] SMTP Server Port:

[ |51Trtp.gmail.com | 587 . [w] enable TLS
Uzemame:
|stein.44213@gmail.com | [w] use authentication

Password:

| [=7] Test settings I

Confirmation from the mobile server Confirmation E-mail in the E-Mail Client

E-mail sent successful to peter,
Inbox!

Mobile Server ver. 2.7.x

@speech.com. Please check your

Received from the Mobile Server.

Fri0210.2015 08:41

stein.44213@gmail.com

MobileServer Test E-mail
An Peter

This is a test E-mail to check your mail server settings!
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7.3.4. Converter

Here you can configure the audio converter.

5 Servics Converter Settings
f'_; |dger J\ BlackB ey Audio Converter
1| Setti

8 s na AMR > MP3 Parameter: |-bea Gdk
Wisc
@ Incoming Dictations AMA - WaY Parameter: I
m=i E-mail Server
N Converter iPhone Audio Convener
m Ermor Handling M44 - MP3 Parameter: I-b:a Edl,
IE] SpeechExec b - Wi Parameter: I

= .;.J__ E-mail Templates M3 - Wil P t
> :
=) Motification Received Srametet I

m Motification Delivered

& Account Inactive DSS Conversion

=/ Decryption Ermor D55 Conversion Parameter:
m=l Corwersion Ermor IQU."—‘«LITYF'LAY
gl Dispatch Errar [ use Dlympus Header
@ Statistics
(#) License
[H status Page

For example, you will convert dictation file receiving from iPhone to a MP3 file with 64kbit/s
-b:a 64k or —h:a 256k if you want 256 kbit/s audio.

With the DSS Conversion you can select one of this value:
LPC BB
STANDARDPLAY
QUALITYPLAY
LONGPLAYmMobile
GSM610_8kHzMono
GSM610_11025HzMono
IMAADPCM4Bit8kHzMono
CELP16kHzMono
CELP8kHzMono
CCITTALaw8Bit8kHzMono
CCITTuLaw8Bit8kHzMono
PCM16Bit16kHzMono
PCM16Bit11025HzMono
PCM16Bit8kHzMono
PCM16Bit22050HzMono

Note:

For the DSS conversion a DSS server license with an applicable SpeechExec Enterprise license needs to be
present
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7.3.5. Error Handling

Error messages for the administrator can be defined in advance

SPEECH
PROCESSING
SOLUTIONS

e

"',; Service
E; User
Settings
Misc
@ Incoming Dictations
[l E-mail Server
o' Converter
@ Emor Handling
SpeechBxec
= Lﬂ\‘ E-mail Templates
[m! Notification Received
| Motification Defivered
@] Accourt Inactive
) Decryption Emor
|g) Conversion Emor
|| Dispatch Emor
B Statistics
@ License
Status Page

Philips SpeechExec Mobile Server (Config)

@ Philips SpeechExec Mobile Server

Error Handling

o

Transmission Error

Mapimum Transmission Waiting Time
240 2 Minutes
Move To:

|C:'\I'v'lobileServerError\Tmnsrnission

UNC

Send E-mail to Administrator

Decryption Error

Move To:

|C:\MobileSewerElTor\Decr:,'ption

UNC

Send E-mail to Administrator

Conversion Error

Move To:

|C:\MobileSewerElTor\Conversinn

UNC

Send E-mail to Administrator

Unknown Device

Maove To:

|C:\MobileSewerElTor\UnknnwnDevice

UNC

Send E-mail to Administrator

Maximum Transmission Waiting Time — if a user has canceled the dictation dispatch and fragments remain in

the web root folder, an error message

Transmission Error

Maximum Transmission Waiting Time
240 2 Minutes

W

Move To:

can be sent to the administrator and the
dictation fragments can be automatically
moved to a predefined folder when the
Maximum Transmission Waiting Time
was reached.

|C:‘xI".'1nbiIeSewerElTorKTmnsmissinn | il - UNC
Send E-mail to Administrator Decryption Error — this error occurs if the
Decryption Error password of the mobile device does not
match with the password of the server
Maove To: configuration or is missing. In this case
|C:\MnbileSer‘uerElmr\Decr'_.fptinn | .. || UNC the administrator should be informed

Send E-mail to Administrator

and the dictation will be saved in the
defined folder.

Conversion Error — an error occurred during

the conversion. In this case the administrator should be informed

; and the dictation will be saved in a

Conversion Error
Maove To:

previously defined folder.

|C “Mabile ServerEmorCanversion

LUNC

|-

Send E-mail to Administrator

Mobile Server ver. 2.7.x
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Unknown Device — an unknown mobile device tries to send dictations. If necessary, a new user has to be
added or the device UDID or PIN of existing user needs to be changed. In this case the administrator should
be informed and the dictation will be

Unknown Devies saved in a previously defined folder.

Move Ta:
|C:"-.I"-'1|:|I:|ileSewerEch:r"-.Llnl-:nnwnDevice
Send E-mail to Administrator

|| .. || uNe

7.3.6. SpeechExec

The SpeechExec Tab enables you to configure the SpeechExec workflow with the MobileServer.

£ Servics SpeechExec Settings
!; User J\ XML Generation
IE] ettings ¥ Generate SpeechE wec <ML File
|MiSC iy Dictati SpeechErec PSP.SpeechE xec. DictationPropConfiguration. xml:
g neoming Lictations IE:'\F'ngram Files [#8E])\MobileServerhPSP. S peechE wec. DictationPropConfiguration. n
2] E-mail Server
Fﬂ Converter SpeechExec =ML Kep Azsignment:
&3 Enor Handling ‘Workbupe: Filenumber:
SpeechErec I\"“'fo'kt-""IJE =l ITiNB |
=l (] E-mail Templates Category: Camments:
= Motification Received IE"JStD'T'-| | IComments =]
g Motification Deliversd
ml Account Inactive Automatic User Import

g Decryption Error

=1 i E IV Activate user import from SpeechE wec Enterprize
| Conversion Error

E-U Dizpatch Ermraor Refresh Uzer evern IED 3: minutes
% Statistics SEE Root Directory:
(#) License W4192.168,1.62hseerootheonfig
IE] Status Page

Dictation Naming

¥ Rename Dictations [ zelected kewwords + date + time |

[y category - Up — Separator Timetype:
bl author " Space 24k
] worktype Do
vl ListColumn1Content " Hyphen 12k
[ filernmber & Und
[ LiztColumnZContent MOETSEONe
[ LiztColumn3Content i Dot
[ ListColurndContent r
[ LiztColumn&Content LI Nane
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XML Generation — here you can determine if a SpeechExec XML-file with meta data should be created for
each dictation. If you are using dictation systems from other vendors you would need to disable this option.

¥MHL Generation

¥ Generate SpeechEsec =ML File
SpeechE=ec PSP.5peechE sec.DictationPropConfiguration. :mi:

IE:"»F'ngram Files [#86]\MobileServersPSP. 5 peechE @ec. DictationPropConfiguration. smi

SpeechEsec =ML Key dezignment:

Warkbype: Fileniumber:

Worktype j Title j
Category: Commernts:

Cuztorn j Cornrnents j

Please state the path (by default: C:\Program Files (x86)\MobileServer\PSP.SpeechExec.
DictationPropConfiguration.xml) to your SpeechExec Dictation Property XML-File. Future dictation-XML files
will be generated based on the basics on this setting. Furthermore, you will be able to assign in what fields of
SpeechExec Software you want the Meta data that arrives from the Mobile Device client will be saved.

For the Worktype, Filenumber, Category or Comments you can select and define on of the following item

values:

Noltem
SpeciallnstructionLength
DictationLength
CreationDateTime
LastModified

Status

LastUserName
Encrypted
SendNotification
NotificationAskForAttachments
NotificationReplyToAddresses
Author

RevisionAuthor

Title

Keyword

Comments

Priority

EOL
DPMKeywordContentl
DPMKeywordContent2
DPMKeywordContent3
DPMKeywordContent4
DPMKeywordContent5
DPMLabell

DPMLabel2
DPMBarcode

Mobile Server ver. 2.7.x

Department

Workstation

Customl

Custom?2

Custom3

Custom4

Custom5
DictationHistory
MainDocumentFileName
IsSrDictation
IsQueuedForRecognition
QueuedForRecognitionBy
RecognitionPosition
CorrectionPosition
SRInformation
RecordedWith
WordAnalyzingDone
ReadOnlySimpleEditStrings
Dictationld
Transcriptionist
Worktype
TranscriptionPosition
DictationPosition
Delivery
DPMDownloadDate
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ListColumnlContent
ListColumnlUsage
ListColumn2Content
ListColumn2Usage
ListColumn3Conte
ListColumn3Usage
ListColumn4Conte
ListColumn4Usage
ListColumn5Conte
ListColumn5Usage
ListColumn6Conte
ListColumn6Usage
ListColumn7Conte
ListColumn7Usage
ListColumn8Conte
ListColumn8Usage
ListColumn9Conte
ListColumn9Usage
ListColumn10Conte
ListColumnl0OUsage

Page 49



SPEECH
PROCESSING
SOLUTIONS

7.3.6.2. Automatic User Integration

Should you prefer to manage the Mobile Device users automatically with SpeechExec Enterprise you can set
up applicable parameters here:

Automatic User Import
Activate user import from SpeechBxec Enterprise

Refresh User every |1 o minutes

SEE Root Directory:
[\1192.168.1.62\seeroot

Refresh User every: state here how often to search for user changes. If necessary, you can also use the
button “SpeechExec Refresh” within the User manager to update users manually.

SEE Root Directory — please state here the path to the to the SEE central root configuration folder

SEE Root Directory:
"4192.168 1. 62seeroot Click on ... to browse for a folder with the User-XML Rules of

SpeechExec Enterprise.
Now open the User Tab and select Import / Export, click on SpeechExec User Refresh to receive user data
from the SpeechExec Enterprise

£ Service User
G; User @ Quick Search: | ‘ [] Hide Inactive Show Normal User Show SpeechBxec User
Seﬂin.gs h User # First Mame Last Name Company Device-1D Active Speechbxec
::;mmg ctaone SPEECHEXEC SpeechExec | Template T SPEECH
=5 Emal Server 1234-5678-8765-... | Richard Anderson System 1234-5678-8765-...
J* Converter 201701091338 | Peter Rittau 002299 O
@ Emror Handling
SpeechExec
= E\. E-mail Templates
g Motification Received
g Notification Delivered
i) Account Inactive
=) Decryption Emor
g Conversion Emor
) Dispatch Emor
I Statistics o Log
@) License | 2 SpeechExec User Refresh ) )
m Status Page - Step 1: Read user information
@ Export User and Routing
[2] Import User Done. ..
@ Import Routing ] .
Step 2: Delete Non-Existent Users
;. Import / Bxport @ Addu
Done. ..
Step 3: Creating/Updating Users

Current user: authorS
Current device ID: 1234-5678-8765-4321
Customer added

Done. ..
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All the green fields are imported full automatically from the SpeechExec Enterprise settings.

Add / Edit User

Add / Edit User

& Masterdata

Device Data

Phone Number

@) |

E-mail Backup Lifetime

|de'13rd.ﬁ'1derson@sp5testne{.at | [

Identifisr

1234-5678-87654321

Dictation Handling

SpeechBxec Author

|E||.rthor5 |

[wav v|[Windows v
Dispatch Type

[ Folder v] LG FTP..
| United States Destination Folder
Prefiemed Language: [\\MS2012R2PRN\SEE_5.0_Dictations \author]

[Englsh
| |

C ts / Notes Encryption Password

Systemn User for Import from SpeechExec | | [ Show

] Metification Mail "Received” [ Motification Mail "Delivered"
[W] Notification Mail "Decr. Emor" [#] Motffization Mail "Conv. Emor”
[] Notification Mail " Disp. Emor”

‘ 0 Save ‘ ‘ 9 Cancel
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Depend on the Keyword the software can rename the dictation name with the follow sample:

<dictate>.<date>.<time>

Dictation M amng

¥ Rename Dictations [ zelected keywardsz + date + kime |

[w] categon

[w] author

[w] workbype

[w] LigtColurmnContent
[w] filerurmber

[ LiztColumnzContent
[ ListColumn3Content
[ ListColumnd Content
[ ListColumn5Content

Available Keywords:
author

worktype
ListColumn3Content
ListColumn6Content
ListColumn9Content

Mobile Server ver. 2.7.x

" Space
Drawn |

Hyphen

~
& Underzcore
" Dot

~

j Mone

- Up | — Separator ——

Timetype:
v 2dh
" 1Zh

category
ListColumnl1Content
ListColumn4Content
ListColumn7Content
ListColumn10Content

Technical Documentation and Advanced Configuration

filenumber

ListColumn2Content
ListColumn5Content
ListColumn8Content
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7.3.6.4. SpeechExec Enterprise Configuration

Open the SpeechExec Enterprise Manager Software and select one of the Authors, who will use the Mobile
Server with a mobile device.

To assign authors to mobile devices, click Assign authors to mobile devices on the Mobile device assignments
page.

‘Edevice assignments

Here you can assign authors to mobile devices.

The mobile device assignment also sets the user's Finished folder. For more
information click here.

Assign authors to mobile devices... I

Refresh mobile device information

Select an author in the Assign authors to mobile devices window that you want to edit. Click Edit mobile
device assignments or double-click the name of an author.

Here you can assign mobile device |Ds to authors
Select an author first. and assign/unassign mobile device IDs to him/her.
Authars
Login name Displayed name Mobile device IDs
author1 John Do <Unassigned>
authar2 Jennifer Jackson  <Unassigneds
oo e .

authers Richard Anderson ~ 1234-5678-8765-4321

herbert herbert <lngssigneds

neshuan Neshuan <lngssigneds

Edit mobile device assig K— S..
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The details of authors are taken from the Active Directory, and the only detail you can change is the email
address.

s Edit mobile device assignments | To add or modify a mobile device ID, click a row below
Mobile device IDs and enter the identifier of the device.
Display name: [Richard Andersen |
Login name: [authors |
First name: [Richard |
Last name: [Anderson |
Email: [Richard Anderson @spstestnet at |

You can delete device assignments by selecting a
mobile device ID and clicking Delete.

Mobile device 1Ds:

Mabile device ID

b 1234-5678-8765-4321 A )

* Save your changes when you are done. This will update
the UserToMobileDeviceAssignment.xml file
that Mobile Server reads.

(Path — SEEROOT\SystemConfiguration\UserToMobileDeviceAssignment\)
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If a dictation is sent via E-mail, a corresponding text will be generated. A draft for this text can be edited here.
For details about the function of Notification Received and Notification Delivered please see chapter 7.2.1 —

Notification Mail settings.

Furthermore you can define a warning message for inactive Users.
For English, French, German and Spanish you can use prepared Templates.
For the E-mail templates you can use predefined placeholders:

#Customer.CustomerNo#
#Customer.Firstname#
#Customer.Lastname#
#Customer.Company#
#Customer.Streetl#
#Customer.Street2#
#Customer.Zip#
#Customer.City#
#Customer.Country#
#Customer-DevicePhoneNumber#
#CustomerDeviceld#
#Customer.DeviceEmail#
#Customer.Author#
#Customer.DestFormat#
#Customer.DestDispatch#
#Customer.DestFolder#
#Customer.DestEmail#
#Customer.DestFTP#
#Customer.Active#
#File.DateFound#
#File.Filename#
#File.MD5#
#File.SizeBytes#
#File.SizeReadable#
#File.Format#
#File.CreationDate#
#File.Category#
#File.Comment#
#File.Number#
#File.Priority#
#File.DestEmail#
#File.DestFolder#
#File.ConversionLength#

7.3.7.1. Notification Received

Customer No.

Customer First Name
Customer Last Name
Customer Company
Customer Street 1

Customer Street 2

Customer ZIP

Customer City

Customer Country

Customer Phone Number
Customer Device-ID
Customer E-mail Address
Customer Author

Customer Destination Format
Customer Dispatch-Type
Customer Destination Folder
Customer Destination E-mail
Customer Destination FTP URL
Customer Active Flag

File Date Time on Server
Filename

File MD5 Hash

Filesize in Bytes

Human readable Filesize (KB, MB)
File Format (WAV, AMR, WAV...)
File Date of creation

File Category

File Comment

Filenumber

File Priority

File Destination E-mail

File Destination Folder

File Length for Conversion

Standard template for receiver notification, this is available in English, French, German and Spanish

language.

Dear #Customer.Firstname# #Customer.Lastname#,
Your dictation has been received on our server
Below is some information about your dictation:

File name: #File.Filename#

Mobile Server ver. 2.7.x
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Size: #File.SizeReadable#
Creation-Date: #File.CreationDate#
Conv-Length: #File.ConversionLength#
Account information:

Identifier: #Customer.Deviceld#

E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.2. Notification Delivered

Standard template for delivery notification, this is available in English, French, German and Spanish language.

Dear #Customer.Firstname# #Customer.Lastname#,
Your dictation was successfully processed and sent.
Below is some information about your dictation:

File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.3. Account Inactive
Template for Account inactive.
Dear #Customer.Firstname# #Customer.Lastname#,

Your audio file could not be processed since your account has been blocked. Your audio files are still
available in the Philips dictation recorder app in the "Sent files" folder.

Please contact your administrator to reactivate your account.
Below is some information about your dictation:

File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Your account information:

Device ID: #Customer.Deviceld#

Email: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team
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7.3.7.4. Decryption Error

Template for Decryption.

Dear #Customer.Firstname# #Customer.Lastname#,

Unfortunately the Philips SpeechExec mobile server could not decrypt the dictation file you sent.

Please contact your administrator and share your password with him so it can be stored in the mobile server
for decryption.

Below is some information about your dictation:
File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.5. Conversion Error

Template for Conversion Error.
Dear #Customer.Firstname# #Customer.Lastname#,

Unfortunately the Philips SpeechExec mobile server could not convert the dictation file you sent.

1. Make sure that a stable data connection is available.
2. Repeat the transmission.
3. If the error occurs again, switch your smartphone off and then on again. Repeat the transmission.

Below is some information about your dictation:
File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.6. Dispatch Error

Template for Dispatch Error
Dear #Customer.Firstname# #Customer.Lastname#,

Unfortunately the Philips SpeechExec mobile server could not deliver the dictation file you sent.
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The stored path or FTP server is currently not accessible.
Please contact your administrator.

Below is some information about your dictation:
File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team
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7.3.8. Create own Template

If you will create new template you need select the preferred language [1] and you can write a message text
for the subject and message body. You can also integrate the predefined placeholders click on [3], select one
of the placeholders and click on [4]

'Inactive’ E-mail Template

B

=] Language:
| [Engisn -1 1

=g

Body:

Dear 2 -

; omer Fir: e

#Customer. Lastnamedt - Customer Last Name

#Customer. Comparnyd - Customer Company

#Customer. Street] # - Customer Street 1

#Customer. Street2#f - Customer Street 2

#Customer Zipt - Customer ZIP

#Customer. Citylt - Customer City

#Customer. Countrdt - Customer Country

#Customer. DevicePhoneMumberd - Customer Phone Number

HCustomer. DeviceldH - Customer Device-1D

HCustomer. DeviceE mail#t - Customer E-mail Address

HCustomer. Authorlt - Custamer Author

HCuztomer. DestFormat! - Customer Destination Format

#Customer, DestDispatchl - Customer Dispatch-Type

#Cuztomer. DestFolderdt - Customer Destination Folder

HCustomer. DestEmaillt - Customer Destination E -mail

#Customer. DestFTPH - Customer Destination FTP URL

HCustomer Activelt - Customer Active Flag

H#File.D ateF ound - Filz DateTime on Server

H#File.Filenamett - Filename

HFile MDEH - File MDE Hash

#File. SizeBytesdt - Filesize in Byutes

#File.SizeR eadabledt - Human Readable Filesize (KB, MB)]

#File. Formatit - File Format (SRR, Wi, ]

#File. CreationD atelf - File Date of creation

#File. Categondt - File Category

#File. Comment# - File Comment

HFile. Mumber# - Filenumber 3 4

H#File. Pricrity# - File Priotity
e e bt

m

3 .

[ﬂCustomer.Firstnameﬂ - Customer First Mame vII lﬁl
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Mobile Server bring simply but powerful statistic module. Select a time period and click on Show Statistics for
the predefined time period.

j :@:: Shawe Statiztics

@ Export Filedata

Statiztics
- Walid Frarm: Yalid To:
|
! [ziameszz =] |03
Summary:

Mumber of Dictations: 78

Aggregate Size:

Top Customer by ¥olume

27.56 ME

@Delete Statistics

Customer # First Hame Last Hame Company Size =l
John 14 B3 MB
1 Johkin SPS 201 MB
4 4520 kB -
] 4N 41 KB
Ron 24513 KB -
@ E wport
T op Customer by Dictation Count
Cuzstomer # First Hame Last Name Company Count =l
Jiohin 10
Ron G
B 3 -
2 Johkin SPS 2
4 2 .
@ E wport
Complete data set export contains the following fields:
customeld customeNo firstName lastName
company streetl street2 zip
city country berryPhoneNumber berryDeviceld
berryEmail author destFormat destDispatch
destFolder destEmail active activeFrom
activeTo backupLifetime prefLanguage receiveEmail
transcribeEmail ftpHost ftpPort ftpProxyHost
ftpProxyPort ftpUsername ftpPassword ftpDirectory
use Transcription customertype nextpayment expireWarningSent
billingSent providerCountry providerName deviceName
blackBerryOsVersion blackBerryLanguage  apn besmode
storageMode speechVersion isSpeechExecUser speechExecUserFile
contractType activationCode currency amount
tax amountWithTax lastPaymentDate lastPaymentAmount
nextPaymentDate nextPaymentAmount  provisionCompany provisonName
creditFrom creditAmount creditReason paylnvCompany
paylnvName paylnvAddress paylnvMail paylnvCountry
paylnvSalesTax payCCCompany payCCOwner License

Mobile Server ver. 2.7.x
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On the status page you will find a summary of all running processes

@Philips speechExec Mobile Server (Config)

L] Philips SpeechExec Mobile Server
:‘% Service SpeechEzec MobileSenver Status Page
T User ﬂ Usag FilesIn Folder
Seftings
@ Incaming Dictations 1h 1] 0008 1} Conversion Emrar 1} @l @ )
,§| E-mail Server 24h 1] 0008 1} Unknown Devices 2 @l @ @y
o Converter 7 Days 1] 0,00E 1} Encryption Ermor i} il @ &
@ Errar Handling ey i LD n o - n @
SpeschEre eeks i ransmission Erar @l @
= @‘ E-mail Templates 12 Months 126 E1.67 73 ‘whebroot B @l @
(g Motification Received L FTP [ @l
3] Motification Delivered :
(] Motficatian E_“"E'E AutoRefrash & on of FTF Download 52 @l | @
(gl Account Inactive ) _
23 Decrypion Emor Refresh this page every |15 3 minutes Userlnk by Pin
(gl Canversion Errar (& Manual Refresh j @l ] 1|
(g Dispatch Ermor
m Statistics ! D
(#) License Date Error? PIN Author Lastname Company -
0% 3003.201310:24 - 355823055832890 Ron
30.09.201310:04 r 24dcadc? John =
30.09.2013 0957 r 24dcadc? John
3003.2013 0350 - 2ddeadc? John
3009.21309.38 r 24dcadc? Johin =
1121 Show Custorner @l || |

Usage - this is the summary of the use of the mobile server. It shows how many dictations have been sent

Usage

Time Frame

0008

1h 0 0
24h |0 0,008 0
7Days o 0008 0
4\Weeks G 118,44 2
12 Months | 15054 13768 29

within a period and the corresponding data volume

Files in Folders - here are shown how many single data files are in the corresponding folders. By using the

FilesInFolder

Corwersion Emor 2 ,‘,_:",] &
Unknown Devices 6 a8
Enciyplion Erros 1] il @
Trarcemission Eror 5 il . @
Webrool & i1 . @ |
FTP 1} gl

FTF Downlosd Z il . @ |

eeee

Mobile Server ver. 2.7.x
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Refresh — You can define how often status page should be updated automatically. Click on Manual Refresh

Refresh
Auto-Refrezh

UserInformation by Pin

& On

Refresh thiz page every |‘| 3: minutes

O

|28m351 C

) Manual Refresh

(=S S|

to trigger the update immediately at any time.

User Information by Pin — Here you can open the user
directory in the DictationRoot | © directory, you can

open | and see the user specific log file or delete  *
the user’s log file.

Incoming Dictation — the incoming dictations directory shows which dictations have been processed last.

Incoming Dictatons

[ulnBu e Maluk Kt | - [a]

Show Customer — opens the user configuration form.

2 Show Customer

Mobile Server ver. 2.7.x

Date Error? PIN
09.07.2013 15:53 I 872226b3af802e9ad..
09072013 1552 r 872226b3af80229ad. .
09.07. 20131551 r 87 2226b3af802e9ad. .
—

o o e B WY i i o PO PN

@l ||kl
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8.  Appendix

8.1. Update Procedure from 2.2.0 to 2.3.0
To update your system from version 2.2.0 to version 2.3.0 proceeds as follows:

e Stop the mobile server service and close the configuration tool

e Execute the MobileServer application and follow the assistant.

e Replace the update.aspx or update.php files respectively on your web server and install the latest
version. Once again you have to correctly enter the URL, user name and password into the script.

e If you use an external database you might have to manually apply the update.sql of the program
folder from the Mobile Server installation path.

It is recommended to update the client APPs at the same time.

Mobile Server ver. 2.7.x Page 63
Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

8.2. Update Procedure from 2.1.17 to 2.2.0
To update your system from version 2.1.17 to version 2.2.0 proceeds as follows:

e Stop the mobile server service and close the configuration tool

e Execute the MobileServer application and follow the assistant.

o Replace the update.aspx or update.php files respectively on your web server and install the latest
version. Once again you have to correctly enter the URL, user name and password into the script.

e If you use an external database you might have to manually apply the update.sql of the program
folder from the Mobile Server installation path.

It is recommended to update the client APPs at the same time.

8.3. Update Procedure from 2.1.09 to 2.1.17
To update your system from version 2.1.09 to version 2.1.17 proceeds as follows:

e Stop the mobile server service and close the configuration tool

o Execute the MobileServer application and follow the assistant.

¢ Replace the update.aspx or update.php files respectively on your web server and install the latest
version. Once again you have to correctly enter the URL, user name and password into the script.

o If you use an external database you might have to manually apply the update.sql of the program
folder from the Mobile Server installation path.

It is recommended to update the client APPs at the same time.

8.4. Log-File

If you encounter any malfunctions, please see the log file for error messages.
The ActionLog.txt is available from any window in SpeechExec Mobile Server — click on Show Logfile and you
see this.

@ Philips SpeechExec Mobile Server

The other Log file is saved user folder with log.txt name.

You see a typical log file with short comments.

*** Comments — receive new incoming file from device 24dca4c7 with a *.xml and +.wav file. ***
30.09.2013 09:38:57.055 Reading file-xml => C:\DictationRoot\24dca4c7\Inbox\John.30-09-13.09_38.xml
30.09.2013 09:38:57.055 File found: C:\DictationRoot\24dca4c7\Inbox\John.30-09-13.09_38.wav
*** Comments — MobileServer process begins ***

30.09.2013 09:38:57.055 Processing file...

30.09.2013 09:38:57.087 Copying file to Conversion Temp => C:\DictationRoot\ConversionTemp
30.09.2013 09:38:57.087 Trying to convert file to MP3

30.09.2013 09:38:57.102 ConvertFile()

30.09.2013 09:38:57.149 C:\Program Files
(x86)\MobileServer\PSP.SpeechExec.DictationPropConfiguration.xml

30.09.2013 09:38:57.149 C:\Program Files
(x86)\MobileServer\PSP.SpeechExec.DictationPropConfiguration.xml

*** Comments - convert from *wav tom *.mp3 file with CBR 64k ***

30.09.2013 09:40:22.274 C:\Program Files (x86)\MobileServer\Converter\ffmpeg.exe -i
"C:\DictationRoot\ConversionTemp\John.30-09-13.09_38.wav" -y -b:a 64k
"C:\DictationRoot\ConversionTemp\John.30-09-13.09_38.mp3"

30.09.2013 09:40:22.446
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*** Comments — create coherent xml file ***
30.09.2013 09:40:22.478 XML-Generation: C:\DictationRoot\ConversionTemp\John.30-09-
13.09_38.mp3.xml

*** Comments — check dispatching ***

30.09.2013 09:40:22.478 DestDispatch = Mail

*** Comments — check keyword routing ***

30.09.2013 09:40:22.493 Checking for special Keyword Routing

*** Comments — select predefined Template for Email message ***

30.09.2013 09:40:22.603 Template Subject: subject

30.09.2013 09:40:22.603 From: "My MobileServer" <dictation@gmx.at>

30.09.2013 09:40:22.603 To: peter.speechmike@speech.com

30.09.2013 09:40:22.603 Subject: Conversion Notice (John.30-09-13.09_38.wav)

30.09.2013 09:40:22.603 Body: Conversion Notice (John.30-09-13.09_38.wav)

30.09.2013 09:40:22.603 File: C:\DictationRoot\ConversionTemp\John.30-09-13.09_38.mp3
30.09.2013 09:40:22.603 FileXML: C:\DictationRoot\ConversionTemp\John.30-09-13.09_38.mp3
*** Comments — Email is sent, message can be deleted ***

30.09.2013 09:40:23.321 Deleting Inbox file C:\DictationRoot\24dca4c7\Inbox\John.30-09-13.09_38.wav
*** Comments — process is completed ***

30.09.2013 09:40:23.321 File successfully processed
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8.5. Upload Script aspx

<%@Page Language="C#" %>

<%

/I Since Version 2.0 we need to allow the .att extension

/I Since Version 2.1 we need to allow the .aac extension (iPhone)

/I Since Version 2.1 we need to allow the .mp3 extension (iPhone)

/I Since Version 2.1.10 we need to allow the .jpg .gif .png .bmp .webp extensions (Pictures)
/I Since Version 2.1.15 we need to allow the .wav extension

const string USERNAME = "test";
const string PASSWORD = "test";

const string DESTINATION = "D:\\temp";
const string ALLOWED_FILETYPES = "xml,mp3,amr,dss,ds2,att,aac,jpg,gif,png,bmp,webp,wav";

string frmUsername = Request.Form['username'];
string frmPassword = Request.Form["password"];

if (Request.Form.Count == 0)

{
Response.Write("No data provided, showing form: <br />");
Response.Write("<form method=\"post\" action=\"upload.aspx\" enctype=\"multipart/form-data\">");
Response.Write("Username: <input type=\"text\" name=\"username\" value=\"test\" /><br />");
Response.Write("Password: <input type=\"text\" name=\"password\" value=\"test\" /><br />");
Response.Write("File:<input type=\"file\" name=\"bytes\" /><br />");
Response.Write("<input type=\"submit\" value=\"upload\" /></form>");
Response.End();
return;

}

try
{

/I check password
bool passwordlsCorrect = (
frmUsername.ToLower() == USERNAME.ToLower() &&
frmPassword.ToLower() == PASSWORD.ToLower());
if(lpasswordlsCorrect)
{
Response.Write("Codel: Invalid username or password");
Response.End();
return;

}
HttpPostedFile file = Request.Files[0];

/I check extension - no regular expressions..
bool isAllowed = false;
string[] extensionParts = file.FileName.Split(new char(] {'.'});

/I is there an extension?
if(extensionParts.Length > 1)
{
/I extract last extension-part
string extension = extensionParts[extensionParts.Length-1].ToLower();
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string[] items = ALLOWED_FILETYPES.Split(new char[] {',});
bool found = false;
foreach(string item in items)
{
//IResponse.Write(item+ "<br />");
if(item == extension)
found = true;

}

bool isPART = false;

/I no xml, no amr? check for part files

if (ffound && extension.Length >= 4)

{
int partld = Convert.Tolnt32(extension.Substring(4, extension.Length-4));
iISPART = (extension == "part" + partld);

}

/Il set allowed flag
isAllowed = (found || iSPART);

}

if(lisAllowed)
{
Response.Write("Code2: Filetype not allowed: " + file.FileName);
Response.End();
return;
}
string destFile = System.lO.Path.Combine(DESTINATION,
System.|O.Path.GetFileName(file.FileName));
file.SaveAs(destFile);

System.Security.Cryptography.SHA1CryptoServiceProvider SHAL =
new System.Security.Cryptography.SHA1CryptoServiceProvider();

byte[] hash;

string result = string.Empty;

string tmp = string.Empty;

System.lO.FileStream fs = new System.|O.FileStream(destFile,
System.lO.FileMode.Open, System.lO.FileAccess.Read,
System.lO.FileShare.Read);

SHA1L.ComputeHash(fs);

fs.Close();

hash = SHA1.Hash;
for (inti = 0; i < hash.Length; i++)
{
tmp = Convert.ToString(hash[i], 16);
if (tmp.Length == 1)
tmp ="0" + tmp;
result +=tmp;

}

Response.Write("CodeO0: " + result);
Response.End();
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return;
}
catch (System.Threading.ThreadAbortException e)
{
}
catch (Exception e)
{
Response.Write("Code3: Unknown Error: " + e.Message);
Response.End();
return;

}

%>
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8.6. Upload Script php
<?php

/I The following resp-codes exists

I -----

/I CodeO: No Error

/I Codel: Invalid username or password

/I Code2: Filetype not allowed

/I Code3: Unexpected error, check given message

/I Since Version 2.0 we need to allow the .att extension

/I Since Version 2.1 we need to allow the .aac extension (iPhone)

/I Since Version 2.1 we need to allow the .mp3 extension (iPhone)

/I Since Version 2.1.10 we need to allow the .jpg .gif .png .bmp .webp extensions (Pictures)
/I Since Version 2.1.15 we need to allow the .wav extension

/I login-data
define(USERNAME!, 'test);
define(PASSWORD', 'test');

/I allowed filetypes
define(ALLOWED_FILETYPES', 'xml,mp3,amr,dss,ds2,att,aac,jpg,gif,png,bmp,webp,wav’);

/I destination, where the files get copied to
define('DESTINATION', dirname(__ FILE_ ) .'/");

/I time-limit for the script in seconds - default 600 (10 minutes)
define(UPLOAD_TIME_LIMIT', 600);

/I show php-errors? just for debugging

define('SHOW_SCRIPT_ERRORS', false);

/I form template - needed inputs are "username", "password" and "bytes" (type=file) and

/I the method needs to be POST with enctype="multipart/form-data”

$htmlForm =

<<<HTML

<?xml version="1.0"?>

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

"http://lwww.w3.0rg/TR/xhtmI1/DTD/xhtml1-transitional.dtd">

<html xmlIns="http://www.w3.0rg/1999/xhtml">

<head>

<style type="text/css">

[*<!|[CDATA[*/

form br { clear: left; }

label {float: left; width: 100px; }

*]>*

</style>

<title>Upload</title>

</head>

<body>

<form enctype="multipart/form-data" action="{$_SERVER['PHP_SELF']}" method="post">

<label>Username:</label><input type="text" name="username" /><br />
<label>Password:</label><input type="text" name="password" /><br />
<label>File:</label><input name="bytes" type="file" /><br />

Mobile Server ver. 2.7.x Page 69
Technical Documentation and Advanced Configuration



<input type="submit" value="Upload!" />
</fform>
</body>
</html>

HTML,
I #####NO NEED TO CHANGE ANYTHING FROM HERE ###HHHHHH

/I suppress errors?
error_reporting(SHOW_SCRIPT_ERRORS ? E_ALL : 0);

/I set time-limit
set_time_limit(UPLOAD_TIME_LIMIT);

/I file submitted?
if(count($_FILES) == 0)
{
/I no, output the form
echo $htmlForm;
} else {

/I destination filename
$filename = $_FILES['bytes']['name?;

/I check password

$passwordisCorrect = strtolower($_POST['username']) == strtolower(USERNAME) &&

strtolower($_POST['password']) == strtolower(PASSWORD);
if(!$passwordisCorrect)
{

echo "Codel: Invalid username or password";

exit;

}

/I Check if file is allowed

if(lisAllowed($filename))

{
echo "Code2: Filetype not allowed: " . $filename;
exit;

}

/I check the given destination

$destination = DESTINATION;

if(substr($destination, -1) !="/" && substr($destination, -1) !="\\")
$destination .= '/";

/I combine filename and destination

$uploadfile = $destination . $filename;

/I Move the uploaded file
if (move_uploaded_file($_FILES['bytes]['tmp_name’], $uploadfile)) {
echo "Code0: " . shal_file($uploadfile);
exit;
}else {
$error = error_get_last();
echo "Code3: Unknown Error: " . strip_tags($error['message);
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exit;
}
}

/**

* Checks the given file for allowed extensions
*
* @param string $filename The name of the file
* @return bool True if allowed
*/
function isAllowed($filename)
{
/I check extension - no regular expressions..
$isAllowed = false;
$extensionParts = explode('.', $filename);

/l'is there an extension?
if(count($extensionParts) > 1)
{
/I extract last extension-part
$extension = strtolower($extensionParts[count($extensionParts) - 1]);

$tmp = explode(',', ALLOWED_FILETYPES);

$isAllowedFileType = (array_search($extension, $tmp) !== false);

$isPART = false;

/I no xml, no amr? check for part files

if(!$isAllowedFileType)

{
$partld = intval(substr($extension, 4, strlen($extension) - 4));
$isPART = ($extension == "part" . $partld);

}

/Il set allowed flag
SisAllowed = ($isAllowedFileType || $isPART);
}

return $isAllowed;

}

>
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8.7. Installation .NET Environment

8.7.1. Windows Server 2016 Installation .NET

You can install the .NET 3.5 Framework feature from the PowerShell or with the Server Manager GUI. We

describes booth installation.

8.7.1.1. Installing .NET 3.5 Framework with PowerShell

Open PowerShell as Admin and type Get-WindowsFeature

opyr'1ght (9] 2013 Microsoft Corporation. All rights reserved.

PS5 C:'\Users‘\Administrator> Get-WindowsFeature

[ 1 Active Directory Certificate Services
] Certification Authority
Certificate Enrollment Policy web Service
Certificate Enrollment Web Service
Certification Authority Web Enrolliment
Network Device Enrollment Service
1 Online Responder
Active Directory Domain Services
Active Directory Federation Serwvices
Actiwve Directory Lightweight Directory Services
Active D1r‘ectury Rights Management Serwvices
[ ] Active Directory Rights Management Server
[ 1 Identity Federation Support
Application Server
[ 1 .MET Framework 4.5
[ 1 COM+ Wetwork Access
[ ] Distributed Transactions
[ 1 ws-Atomic Transactions
L 1 Incoming Metwork Transactions
[ 1 Outgoing Network Transactions
TCP Port Sharing
wWeb Server (IIS) Support
Windows Process Activation Service Support
[ 1 HTTP Activation
[ 1 Message Queuwing Activation
[ 1 Named Pipes Activation
[ ] TCP Activation
[ 1 DHCP Server

Check the .NET Framework 3.5 Features

Transport Server
Windows Server Ezzentials Experience
Windows Server Update Serwvices
[ 1 WID Database
[ ] WsUS Services
L

Name
AD-Certificate
ADCS-Cert-Authority
ADCS-Enroll-Web-Pol
ADCS-Enroll-Web-Sve
ADCS-Web-Enrollment
ADCS-Device-Enrollment
ADC5-Online-Cert
AD-Domain-5ervices
ADFS-Federation
ADLDS

ADRMS

ADRMS-5Server
ADRM5-Identity
Application-Server
AS-NET-Framework
AS-Ent-Services
AS-Dist-Transaction
AS-WS-Atomic
AS-Incoming-Trans
AS-Qutgoing-Trans
AS-TCP-Port-Sharing
AS-Web-Support
AS-WAS-Support
AS-HTTP-Activation
AS-MSMQ-Activation
AS-Named-Pipes
AS-TCP-Activation
DHCP

WD5-Transport

ServerEssentialsRole

UpdateServices

Updateservices-widDB

UpdateServices-Services
— : i

L

Install State

Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available

Available
Available
Available
Available

_NET Framework 3.5 Features
[ 1 .NET Framework 3.5 (includes .NET 2.0 and 3.0)

MET-Framework-Features
NET-Framework-Core

Available
Removed

e e e
] Non-HTTP Activation
.NET Framework 4.5 Features
.MET Framework 4.5
] ASP.NET 4.5
X] WCF Services
[ 1 HTTP Activation
[ 1 Message Queuing (M5MQ) Activation
[ 1 Named Pipe Activation
[ ] TCP Activation
[X] TCP Port Sharing
Background Intelligent Transfer Serwvice (BITS)
[ 1 II5 Server Extension
[ 1 Compact Server
EitLocker Driwve Encryption
BitLocker Metwork Unlock
BranchCache
Client for NF3
Data Center Bridging
Direct Play
Enhanced Storage
Failover Clustering
Group Policy Management
II5 Hostable Web Core
Ink and Handwriting Services
Internet Printing Client
IP Addrez=z Management (IPAM) Serwver
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NET-Non-HTTP- Act1v
NET-Framework-45-Fea...
NET-Framework-45-Core
NET-Framework-45-ASPNET
NET-WCF-5ervices4s
NET-WCF-HTTP-Activat...
NET-WCF-MSMQ-Activat...
NET-WCF-Pipe-Activat...
NET-WCF-TCP-Activati...
NET-WCF-TCP-PortsShar. ..
BITS

EITS-IIS-Ext
EITS-Compact-Server
BitLocker
BitLocker-NetworkUnlock
BranchCache

NF3-Client
Data-Center-EBridging
Direct-Play
Enhancedstorage
Failover-Clustering
GPMC

Web-WwHC
InkAndHandwritingSer...
Internet-Print-Client
IPAM

Available
Installed
Installed
Available
Installed
Available
Available
Available
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
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Type Add-WindowsFeature NET-Framework-Features

Win

[ 1 windows

ows PowerShe 2.0 Engine

[X] Windows PowerShell ISE
[ 1 windows PowerShell Web Access

Windows Process Activation Service

[ ] Process Model
[ 1 .MET Environment 3.5
[ ] Configuration APIs

Windows
Windows
Windows
W1indows
Windows

Search Service
Server Backup
server Migration Tools

standards-Based Storage Management

TIFF IFilter

WinRM IIS Extension
WINS Server

wWireless LAN Service
WoWe4 Support

XP5 Viewer

Powershell Desired State Configurati...

PowerShel 1-V2
DsC-5Service
PowerShell1-ISE
wWindowsPowershellweb. ..
WAS

WAS-Process-Model
WAS-NET-Environment
WAS-Config-APIs
search-5ervice
Windows-Server-Backup
Migration
wWindowsStorageManage. . .
wWindows-TIFF-IFilter
WinRM-IIS-Ext

WINS
wWireless-Networking
WoWe4-Support
XP5-Viewer

P5 C:'\Users‘Administrator> Add-windowsFeature NET-Framework-Features

Remowe
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available
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Installation

Windows
Windows
Windows
W1indows
Windows

[ o L L (TR T T T T
[T T T TR T

is running

1guration APIs
search Service
Server Backup
Server Migration Tools

Standardz-Based Storage Management

TIFF IFilter

WinRM IIS Extension
WINS Serwver

wWireless LAN Service
WoWe4 Support

XPS Viewer

DSC-Service

WAS-ConT1g-APIs
search-5Service
Windows-Server-Backup
Migration
WindowsStorageManage. . .
Windows-TIFF-IFilter
WinRM-IIS-Ext

WINS
wWireless-Networking
WoWbs4-Support
XPS-Viewer

PS5 C:'\Users‘Administrator> Add-WwindowsFeature NET-Framework-Features

Available

Avallable
Available
Available
Available
Available
Available
Available
Available
Available
Installad
Available

Installation is done, System restart is not needed
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8.7.1.2. Installing .NET 3.5 Framework with Server Manager GUI

Open Server Manager and navigate to Manage and click on rule and features.

= Server Manager

@) | anage
Add Roles and Features

Remove Roles and Features

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard Add Servers
§ Local Server f - 1 Create Server Group
& All Servers - . .
= ) Configure this local server St heposRiopee
W§ File and Storage Services b
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW .
| 4 a server group
5 Connect this server to cloud services
LEARN MORE

Click on NEXT Select Role-based or feature-based installation and click on Next

P Acld Roles and Features Wizard - 8] X . Add Roles and Features Wizard - o X
DESTINATION SERVER . . DESTINATION SERVER:
Before you begin SAV2KI6 MS27 sttt Select installation type SRV2KIG WS st
This wizard helps you install roles, role services, or features. You determine which roles, role services, or . Selact the installation type. You can install roles and features on a running physical computer or virtual
K Before You Begin TPe. &= B
features ta install based an the computing needs of your arganization, such as sharing decuments, ar machine, ar on an offline virtual hard disk (VHD],
Installation Type hasting a website.

(® Rele-based or feature-based installation
Canfigure a single server by adding roles, role services, and features.

Server Selection Server Selection

To remove roles, rale services, or features:
Start the Remave Roles and Features Wizard

e « R S G —  Remote Desktop Services installation
fore you continue, verify that the following tasks have been complete
& Z J e Install required rale services for Virtual Desktop Infrastructure (VDI) to create 3 virual machine-based

* The Administrator aceount has a strong password or session-based desktop deployment.

* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wirard,
complete the staps, and then run the wizard again.

T continue, click Next.

[] skip this page by default

MNext > Install < Previous Install
Select the server from the server pool and click again on Next.
Just click next to Features section and select the .NET Framework 3.5 then click Next.
i Add Roles and Features Wizard - o X% = Add Roles and Features Wizard - o %
Select destination server s e Select features OETHATON o
Before You Begin Select a server or a virlual hard disk on which to install roles and features e Select ane or mare features to install on the selected server
Installatian Type | ® Select a server from the server poal Installation Type Description
1 Selecta wirtual hard disk: Server Selection ~ MET Framework 3.5 combines the
rver Server Pool includes .NET 2.0 and 3.0) power of the NET Framework 2.0
Features T APIs with new for
e Eilter: ‘ [ Non-HTTP Activation building aplications that offer
© [m] NET Framework 4.6 Features (2 of 7 installed) appealing user mLenacesl‘ Z'U(EC‘
Name 1P Address Gpersting System | EaLquLuunDd.\nhsE\\iqsmleu;Fm Service (BITS) Lﬂf:fr:;::"w”i’;]m:z;ﬂ;:’:&:
K16 M52 75kt 192.1681.11 E Windows Server 2016 Standard Evaluation | BitLocker Network Unlack “:;"abllg”:u"‘ﬂ;’:“:‘r;"g‘: Z;‘W'd“
EranciCache business processes.

] Client for NES
Containers

Data Center Bridging
Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management
1/0 Quality of Service

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server, 7 115 Hostable Web Core

Server Manager. Offline servers and Intarnet Printing Client v
are nat shown. .

< Previous

and that have been added by using the Add Servers command
newly-added servers from whith data collection is sill incompls

Install

< Previous
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On the Confirmation page click on Install to start the process. Finally, when the .NET Framework has been
installed successfully on Windows server 2016, click Close to finalizing the installation.

s Add Roles and Features wizard - o

Confirm installation selections

Before You Begin To install the following roles, role services, or features on selected server, click Install

stallation Type [ Restart the destination server automatically if required

erver Selection Optional features (such as administration taols) might be displayed an this page because they have

I
5

Sevver Rokes !
e Lheir check boxes.
f

=
NET Framework 3.5 Features
NET Framewark 3.5 (includes NET 2.0 and 2.0}

configuration settings
an alternate source path

=< Previous Next >

DESTINATION SERVER
SRV2KIG-MS2T testretat

been selected automatically. If you do not want Lo install these optional features, click Previous to clear

X

Mobile Server ver. 2.7.x
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. Add Roles and Features Wizard

Installation progress

- [

DESTINATION SERVER.
SRV2K1 5 MSHTestnetat

View installation progress

Q reawre installation

Installation succeeded on SRV2K16-MS27 testnetat

o

NET Framework 3.5 Features
NET Framework 3.5 (includes NET 2.0 and 3.0)

You can close this wizard without internupting munning tasks, View task progress or open this
B8 page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cance!
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8.7.2. Windows Server 2008 R2 Installation .NET
The .NET Framework 3.5 SP1 (also referred to as .NET Framework 3.5.1) is a prerequisite for SQL Server
2008 installation. SQL Server 2008 is a part of the Mobile Server and save all the data from User, devices and

dispatch targets.

Click the Start button in the lower left corner of the display. Highlight Administrative Tools and select Server
Manager. In the Server Manager interface select Add features to displays a list of possible features.

E‘,‘ Initial Configuration Tasks

=2 perform the folowing tasks to configure this { _‘_'Windows Server 2008 o
! Server Standard
s Download and install  Checked for Hever -

“l ypdates Updates:
Installed Updates: Mewver

= 3 Customizing wour

I3 1
C_) FErver

gﬁ}l Add roles Roles: Mone
= |
:i'::, Add features Features: Mane
':L Enable Remote Remote Desktop:  Enabled
. Desktop
Configure Windows  Firewall: Diamair: On
Firewall
Frirt, e-mail, or zave thiz information =

™ Do nat show this window at logan

Cloze |

In the Select Features interface expand the .NET Framework 3.5.1 Features. Once you expand .NET
Framework 3.5.1 Features, you will see two check boxes. One for .NET Framework 3.5.1 and other for WCF
Activation. Check the box next to .NET Framework 3.5.1 and click Next.

Add Features Wizard [x]

=
= Select Features
01
Features Select one or mare Features to instal on this server.
Caonfirmation Features: Description:
Progress | Microsoft .NET Framework 3.5.1
combines the power of the .NET
Results ] Framework 2.0 APIs with new

technologies for building applications
that offer appealing user interfaces,

|| Background Inteligent Transfer Service (BITS)
protect your customers' personal

’: BitLocker Drive Encryption
[] BranchCache
’: Connection Manager Administration Kit
[] Desktop Expetience
’: DirectAccess Management Console
’: Group Policy Management
[ 1rk and Handwriting Services
’: Internet Printing Client
’: Inkernet Storage Mame Server
’: LPR. Part Manitar
[] Message Queuing
] multipath 1/
] metwork Load Balancing
[] Peer Mame Resolution Protocal
] Guality Windows Audio Yideo Experience
[ Remate Assistance

More about Features

identity information, enable seamless
and secure communication, and
providethe ability to model arange of
business processes.

| of”

& Previous l et > “ Inistall Cancel
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Click on Install to complete the installation

= _ . .
- Confirm Installation Selections
el

Features ) .
To install the following roles, role services, or features, click Install,

Canfirrnation

1 informational message below
Progress

Results This server might need to be restarted after the installation campletes.

~! .NET Framework 3.5.1 Features
MET Framework 3.5.1

Print, e-mail, or save this information

< Previous | ezt = | Cancel |

Click Close.

c
_—E:‘a Installation Results
9 |

Features ) ) .
The following roles, role services, or features were installed successfully:
Canfitrnation
1 1 warning message belaw

Progress

v, Windows automatic updating is not enabled. To ensure that your newly-installed role or Feature is
© automatically updated, turn on Windows Update in Control Panel,

#! .NET Framework 3.5.1 Features 'Q’- Installation succeeded

The Following Features were installed:
NET Framework 3.5.1

Print, e-mail, or save the installation report

< Previous | ezt = | Cancel |
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Open again Server Manager and go to Customize This Server — you see new installed features .NET
Framework 3.5.1

E‘i’ Initial Configuration Tasks

Perform the fellowing tasks to configure this { Hwindm Server e
Server Standard
& Download and install  Checked for MHever =
“ ypdates Updates:

Installed Updates: Mewver

% Custarnizing waur
d FEMVEN

Add roles Roles: Hone

ﬁ# Add features Features: MET Framework 3.5.1 Features

':;L Enable Remate Remote Desktop: Enabled
. Desktop

Configure ‘Windows — Firewall: Dromain: On
Firgwall

Prirt, &-mail, or zave thiz information i

" Do not show this window at logon Cloge |
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8.8. Installation of Desktop Experience Feature on Windows Server

The Desktop Experience feature enables you to install a variety of Windows 7 features on your server running
Windows Server 2008 or Server 2012. If you use Windows Server 2008 or Windows Server 2012 as your
primary operating system, you might want to have some of these Windows 7 features available for your daily
use.

8.8.1. Microsoft Windows Server 2012

NOTE:

The Server might need to be restarted after the installation completes.

The Desktop Experience feature allows you to install a variety of components and features that are provided
in the Windows 7 operating system onto a computer that is running the Windows Server 2012 operating
system.

You can install the Desktop Experience feature from the PowerShell or with the Server Manager GUI. We
describes booth installation.

8.8.1.1. Installing Desktop Experience using PowerShell

Open PowerShell as Admin and type Get-WindowsFeature

ey Administrator: Windows PowerShell \;‘i-
wWindows PowersShell ~
Copyright (C) 2013 Microsoft Corporation. A1l rights reserved.
Ps C:h\UsershAdministrator> Get-WindowsFeature
Display Name Name Install State
] Active Directory Certificate Services AD-Certificate Available
[ ] Certification Authority ADCS-Cert-Authority Available
[ ] Certificate Enrollment Policy web Service ADCS-Enroll-web-Pol Available
[ ] Certificate Enrollment wWeb Serwice ADCS-Enrol1-wWeb-5Svc Available
[ 1 Certification Authority web Enrollment ADCS-Web-Enrollment Available
1 MNetwork Device Enrollment Serwvice ADCS-Device-Enrollment Available
C 1 Online Responder ADCS-OnTline-Cert Available
] Active Directory Domain Serwvices AD-Domain-5Services Available
] Active Directory Federation Services ADFS-Federation Available
] Active Directory Lightweight Directory Services ADLDS Available
] Active Directory Rights Management Services ADRMS Available
[ 1 Active Directory Rights Management Server ADRMS-Server Available
[ 1 Identity Federation Support ADRMS-Identity Available
] Application Server Application-Server Available
[ ] .MNET Framework 4.5 AS-NET-Framework Available
L ] COM+ Network Access AS-Ent-Services Available
[ ] Distributed Transactions AS-Dist-Transzaction Available
[ ] ws-Atomic Transactions AS-WS-Atomic Available
[ 1 Incoming Metwork Transactions AS-Incoming-Trans Available
_ 1 Outgoing Metwork Transactions A5-Outgoing-Trans Available
[ 1 TCP Port Sharing AS-TCP-Port-5Sharing Available
[ ] wWeb Server (IIS) Support AS-Web-Support Available
L ] Windows Process Activation Serwice Support AS-WAS-Support Available
[ ] HTTP Actiwvation AS-HTTP-Activation Available
L ] Message Queuing Activation AS-M3MQ-Activation Available
[ ] Mamed Pipes Activation AS-Named-Pipes Available
[ 1 TCP Activation AS-TCP-Activation Available
] DHCP Server DHCP Available N
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Scroll down to User Interfaces and Infrastructure and check, if the Desktop Experience is activated

SMTP Serwver

SNMP Service

[ ] SNMP wWMI Prowvider
Telnet Client
Te]ne‘t1$erver

o

SMTP-5erver
SNMP-Service
SNMP-WMI-Provider
Telnet-Client

Tel net:Server'

T

Available
Available
Available
Available
PR St

User Interfaces and Infrastructure
[X] Graphical Management Tools and Infrastructure

| | Desl-d:oe Eerr'ience
1

User-Interfaces-Infra
Server-Gui-Mgmt-Infra
Desktop-Experience
Server-Gui-shell

Installed
Installed
Available
Installed

o -
Windows Feedback Forwarder
Windows Identity Foundation 3.5
Windows Internal Database
Windows PowerShell
[X] Windows Powershell 4.0
[X] Windows PowersShell 2.0 Engine

[ ] windows Powershell Desired State Configurati...

(%] Windows PowerShell ISE

[ ] Windows PowerShell Web Access
Windows Process Activation Service
[ ] Process Model

[ 1 .NET Environment 3.5

[ 1 Configuration APIs

Windows Search Service

Windows Server Backup

Windows Server Migration Tools
Windows Standards-Based Storage Management
Windows TIFF IFilter

WinRM IIS Extension

WINS Server

Wireless LAN Service

Wowe4 Support

XPS Viewer

ey
WFF

Windows-Identity-Fou...
Windows-Internal-Dat...

PowershellRoot
Powershell
Powershell-vz
DsC-Service
PowerShel1-I5E

WindowsPowerShellweb. ..

WAS

WAS-Process-Model
WAS-NET-Environment
WAS-Config-APIs
Search-Service
Windows-5Server-Backup
Migration

Windows5StorageManage. . .

Windows-TIFF-IFiTter
WinRM-IIS-Ext

WINS
wWireless-Networking
WoWe4-Support
XPS-Viewer

Type Add-WindowsFeature Desktop-Experience

Biometric Framewor
Windows Feedback Forwarder
Windows Identity Foundation 3.5
Windows Internal Database
Windows PowerShell
[X] Windows Powershell 4.0
[X] Windows PowersShell 2.0 Engine

[ ] windows Powershell Desired State Configurati...

[X] Windows PowerShell ISE

[ ] Windows PowerShell Web Access
Windows Process Activation Service
[ ] Process Model

[ 1 .NET Environment 3.5

[ 1 Configuration APIs

Windows Search Service

Windows Server Backup

Windows Server Migration Tools
Windows Standardsz-Based Storage Management
Windows TIFF IFilter

WinRM IIS Extension

WINS Server

Wireless LAN Service

WoWs4 Support

XPS Viewer

B1ometric-Framewor
WFF

Windows-Identity-Fou...
Windows-Internal-Dat...

PowershellRoot
Powershell
Powershell-vz
DsC-Service
PowerShel1-ISE

WindowsPowerShellweb. ..

WAS

WAS-Process-Model
WAS-NET-Environment
wWAS-Config-APIs
Search-Service
Windows-5Server-Backup
Migration

WindowsStorageManage. . .

Windows-TIFF-IFiTter
WinRM-IIS-Ext

WINS
wWireless-Networking
WowWe4-Support
XPS-Viewer

Ps C:h\UsershAdministrator= Add-windowsFeature Desktop-Experience_

s

Installation is running

ows Biometric Framewor
[ 1 Windows Feedback Forwarder

rt Installation...

Windows PowerShe Desired State Configurati...

[X] Windows PowerShell ISE

[ 1 Windows PowerShell Web Access
[ ] wWindows Process Activation Service

[ ] Process Model

[ ] .NET Environment 3.5

[ ] Configuration APIs

Tl " rarch Service

B1ometric-Framewor
WFF

D5C-Service
Powershel1-ISE

WindowsPowerShellweb. . .

WAS
WAS-Process-Model
WAS-MWET-Environment
WAS-Config-APIs
Search-Servics

Available
Available
Availabhle
Installed
Installed
Installed
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available

able
Available
Available
Availabhle
Installed
Installed
Installed
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available

Available
Available

Availlable
Installed
Available
Available
Available
Available
Available
Availahle
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You must restart the server to finish the installation process, type Restart-Computer on the PowerShell

console.

_ 1 Windows Identity Foundation 3.5
_ 1 Windows Internal Database
(X] Windows PowerShell

[X] wWindows PowerShell 4.0

[X] windows Powershell 2.0 Engine

[ 1 windows Powershell Desired State Configurati...
(%] wWindows Powershell ISE

L 1 Windows PowerShell Web Access

Windows Process Activation Service

[ ] Procesz=s Model

L ] .MET Environment 3.5

[ ] Configuration APIs

Windows Search service

Windows Server Backup

Windows Server Migration Tools

Windows Standards-Based Storage Management

Windows TIFF IFilter

WinRM IIS Extension

WINS Server

Wireless LAN Service

Wowe4 Support

XPS Viewer

(]

[T I T T R T T

Feature Result

success Restart Needed Exit Code

PS5 C:\Users‘\Administrator> Restart-Computer_

(> Administrator: Windows PowerShell

wWindows-Identity-Fou...
Windows-Internal-Dat...

PowerShellRoot
Powershell
Powershell-v2
D3C-5ervice
Powershell-IsE

WindowsPowerShelTweb. ..

WAS

WAS-Process-Model
WAS-NET-Environment
WAS-Config-APIs
search-service
Windows-Server-Backup
Migration

Windows5torageManage. ..

Windows-TIFF-IFiTter
WinRM-IIS-Ext

WINS
wWireless-Networking
WoWe4-Support
XPS-Viewer

PS C:\Users\Administrators> Add-WindowsFeature Desktop-Experience

(= = I

Available ~
Available
Installed
Installed
Installed
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available

8.8.1.2. Installing Desktop Experience using Server Manager GUI

Select the 2" option — Add roles and features

6=

Server Manager > Dashboard

WELCOME TO SERVER MANAGER

Dashboard

Server Manager

@ F

Manage Tools View

i Local Server
ii All Servers
L]

File and Storage Services P

0 Configure this local server

QUICK START
2 oles and features
3 Add other servers to manage
WHAT'S NEW ro
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Server groups: 1 | Servers total: 1
= File and Storage -
Services
Manageability Manageability Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
24.10.2013 11:58 1:58
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Click on Next

DESTINATION SERVER

Before you begin 10 tesnetar

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hasting a website.

Server selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

Te continue, click Mext.

[] Skip this page by default

< Previous

Select the first option [1] — Role-based or feature-based installation and click Next [2]

DESTINATION SERVER

Select installation type 101 sesnetas

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : ; ] :
machine, or on an offline virtual hard disk (VHD).

server Selection (®) Role-based or feature-based installation 1

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Install | [ Cancel
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Click Next

Select destination server

Before You Begin

Installation Type

Server Roles

Features

SPEECH
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DESTINATION SERVER
nb101.testnst.at

Select a server or a virtual hard disk on which to install roles and features,

(® Select a server from the server pool
) Select a virtual hard disk

Server Pool

Filter: |

Name IP Address

nb101.testnetat

Operating System

Microsoft Wind

Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

| install || Cancel |

On the Features Menu [1] select the — User Interfaces and Infrastructure (installed)[2] and activate Desktop
Experience [3] and click finally click on Next [4]

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Confirmation

Mobile Server ver. 2.7.x

Select one or more features to install on the selected server.

Features

[] Telnet Client
[ Telnet Server
[ | TETP Client

| subsystem tor UNIA-based Applications |Lieprecal »

[®] User Interfaces and Infrastructure (Installed) I

] Windows Biometric Framework
[ Windows Feedback Forwarder
[] Windows Identity Foundation 3.5
[ Windows Internal Database

[®] Windows PowerShell (Installed)

71 Windows Search Service

Server Graphical Shell (Installed)

[] Windows Process Activation Service

Technical Documentation and Advanced Configuration

DESTINATION SERVER
nb101.testnstat

Description

Desktop Experience includes
features of Windows &, such as
Windows Media Player, desktop
themes, and photo management.
Desktop Experience does not enable
any of the Windows 8 features; you
must manually enable them.

4 Install | [ Cancel
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Required components will be installed — click Add Features

Add features that are required for Desktop
Experience?

You cannot install Desktop Experience unless the following role
services or features are also installed,

Ink and Handwriting Services
Media Foundation

Include management tools (if applicable)

‘AddFeah.lrﬁ‘ ‘ Cancel

Finally click on Install

DESTINATION SERVER

Confirm installation selections R

Before You Begin Teo install the following roles, role services, or features on selected server, click Install.

Installation Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their chedk

Features

Ink and Handwriting Services
Media Foundation

User Interfaces and Infrastructure

Desktop Experience

Export configuration settings
Specify an alternate source path
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Installation is ready, click Close and restart your server.

[

Add Roles and Features Wizard = |[= -

Installation progress 10 tesnetar

DESTINATION SERVER

View installation progress

1 Feature installation

I —
A restart is pending on nb101 testnet.at. You must restart the destination server to finish the
installation

Ink and Handwriting Services
Media Foundation

User Interfaces and Infrastructure
Desktop Experience

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext =

After Restart please check the Installation — go to Server Manager, open Local Server, scroll down to Roles

and Features and you see the installed Desktop Experience Feature.

Dashboard

ocal Server

Server Manager

Manage Tools

-
Server Name Counter Status  CPU Alert Count  Memory Alert Count  First Occurrence  Last Occurren

li Al Servers NB101 Off - - - -
ii File and Storage Services P
< ] »
ROLES AND FEATURES
All roles and features | 19 total TASKS =
Filter jel \@ju - (v
Server Name  Mame Type Path
NE101 NET Framewaork 3.5 Features Feature MNET Framework 3.5 Feal
NE101 Desktop Expenence Feature User Interfaces and Infra
NE101 File And Storage Services Role File And Storage Ser\riceE V
NE101 Starage Services Role Service  File And Storage Service
NE101 Server Graphical Shell Feature User Interfaces and Infra
NE101 Graphical Management Tocls and Infrastructure  Feature User Interfaces and Infra -
< | i | »
W
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8.8.2. Microsoft Windows Server 2008

NOTE:
The Server might need to be restarted after the installation completes.

The Desktop Experience feature allows you to install a variety of components and features that are provided
in the Windows 7 operating system onto a computer that is running the Windows Server 2008 R2 operating
system

Open Server Manager: click Start, point to Administrative Tools, and click Server Manager.

In the Features Summary section, click Add Features.

E,= Server Manager

File Action WView Help
&= |2

i\ Raoles
5 a
i Diagnostics : View the status of features installed on this server and add or remove features.
=ik Configuration L=
g Storage

| Features Summary Features Summary Help

~) Features: 5of 41installed gﬂ: Add Features

Select the Desktop Experience check box, and then click Next.

Add Features Wizard 5'
ﬁ#‘ Select Features
Features Select one or more features to install on this server,
Confirmation Features: Description:
) )
Progress ] .NET Framewark 3.5. 1 Features +| Desktop Experience includes features
- i — of Windows 7, such as Windows
Results O B.adcground_lntelllgentTransf'er Service (BITS) Media Player, desktop themes, and
[] BitLocker Drive Encryption photo management. Desktop
[] BranchCache Experience does not enable any of the
["] Connection Manager Administration Kit Windows 7 features; you must
Desktop Experience manually enable them.
|:| DirectAccess Management Console
|:| Group Policy Management
|E 1nk and Handwriting Services
["] Internet Printing Client s
|:| Internet Storage Mame Server
["] LPR Port Monitor
[] Message Queuing
[] multipath Ijo
["] Network Load Balancing
["] Peer Name Resolution Protocal
[ quality Windows Audio Video Experience
|:| Remote Assistance
["] Remote Differential Compression
F‘ IE] Remote Server Administration Tools {Installed) | _ILI
4 »
More about features
= Previous Install Cancel
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Click on Add Required Features
x|

r‘*:ﬂ Add features required for Desktop Expernience?

You cannot install Desktop Bxperence unless the required features are also installed.

Features: Description:
=l Ink and Handwriting Services Ink and Handwriting Services includes Ink
Ink: Support Support and Handwriting Recognition.

Add Required Features Cancel |

@ Why are these features required? Yy

Required components will be installed.

The following roles, role services, or features are being installed:

Desktop Experience

Ink and Handwriting Services

3_

Installing. ..

Click Close
Add Features Wizard x|
J\% Installation Results
L
Features
One or more of the following reles, role services, or features require you to restart:
Confirmation
1 2warning messages below
Progress o
Results ~| Desktop Experience /1, Restart Pending
/¥ You must restart this server to finish the installation process.
~) Ink and Handwriting Services /1, Restart Pending
/0 You must restart this server to finish the installation process.
Print, e-mail, or save the installation report
= Preyvious Mext = | Cancel |
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Finally click on Yes

Add Features Wizard

Do you want to restart now?

This server must be restarted to finish the installation
process, You cannot add or remowve other roles, role services,

or features until the server is restarted.

Yes

Mo |

SPEECH
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After Restart please check the Installation

Select one or more features to install on this server.

Features:

|:| MET Framework 3.5.1Features

[ ] BitLocker Drive Encryption
[ ] BranchCache
|:| Connection Manager Administration Kit
Desktop Experience (Installed)
|:| DirectAccess Management Console
|:| Group Policy Management
IE| 1nk and Handwriting Services (Installed)
[ ] Internet Printing Client
|:| Internet Storage Mame Server
[ ] LPR Port Monitor
|:| Message Queuing
[ Multipath 1jo
[ ] Metwork Load Balancing
[ ] Peer Mame Resolution Protocal
[ ] Quality Windows Audio Video Experience
|:| Remote Assistance
[ ] remote Differential Compression

[ ] Background Inteligent Transfer Service (BITS)

ITI |5 remote Server Administration Tools (Installed?
4

sl

More about features

Now you can install SpeechExec Mobile Server.

Mobile Server ver. 2.7.x
Technical Documentation and Advanced Configuration

Description:

Desktop Experience includes features
of Windows 7, such as Windows
Media Player, desktop themes, and
photo management. Desktop
BExperience does not enable any of the
Windows 7 features; you must
manually enable them.
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8.9. Installation Web Server

8.9.1. Windows Server 2012 1IS Web Server Installation

Click the Start button in the lower left corner of the display. Highlight Administrative Tools and select Server
Manager. In the Server Manager interface select Add roles and features to displays a list of possible roles.

= Server Manager = | =] -

Server Manager * Dashboard © Manage  Tools  View

% Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers - .
- _ Configure this local server
R File and Storage Services P -
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
Hide
LEARMN MORE

Click on Next

= Add Roles and Features Wizard = |[= -

DESTINATION SERVER

B e fO re y O U b e g | ﬂ MabileServer220onServer2012 testnet.at

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or
Installation Typs haosting a website.

Before You Begin

Server Selection )
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

< Previous Next > Install Cancel

Mobile Server ver. 2.7.x Page 89
Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

Click on - Role-based or feature-based installation and click on Next

DESTINATION SERVER

Se | ect insta | I ation type MobileServerz20onsarer20T2 testnet at

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) R '
machineg, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or sessicn-based desktop deployment.

Select a server from the pool and click on Next

DESTINATION SERVER

Select destination server e

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool

TR

Server Rolas Server Pool

Features

Filter: |

MName IP Address Operating System

MobileServer220onServ...  192.168.1.199 Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
callection is still incomplete are not shown.

| install || Cancel
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Click on Server Roles Web Server IIS and click on Next

DESTINATION SERVER

Select server roles e e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection - _ . Active Directory Certificate Services
[] Active Directory Rights Management Services (AD C5) is used to create

[J Application Server certification authorities and related
PP

[] DHCP Server role services that allow you to issue

and manage certificates used in a

L] DNS Server variety of applications.

[ Fax Server
p [®] File And Storage Services (Installed)
[] Hyper-v
[ Metwork Peclicy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
Volume Activation Services
[] Web Server (lIS)
L] Windows Deployment Services

[] Windews Server Update Services

Add the required features for the installation

Add features that are required for Web Server (115)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

A Web Server ([15)
4  Management Tools

[Tools] 1S Management Conscle

Include management tools (if applicable)

Add Features
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Scroll down to Application Development and select ASP.NET 4.5, click on Next

DESTINATION SERVER

Select role services e e

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services Description

Server Selection ASP.NET provides a server side
object oriented programming

[ -NET Extensibility 3.5 environment for building Web sites
Fealures [] .MET Extensibility 4.5 and Web applications using
managed code. ASP.NET 4.5 is not
simply a new version of ASP. Having
[] asp been entirely re-architected to

4[] Application Development
Server Roles

Web Server Role (115) [] Application Initialization

ASP.NET 3.5 provide a highly productive

O SP.P-JET 45 programming experience based on
the .MET Framework, ASP.NET

provides a robust infrastructure for
[] ISAPI Extensions building web applicaticns.

[] ISAPI Filters

[J server Side Includes

[] WebSacket Protocal
4 [] FTP Server

] FTP Service v

Confirmation

e e

<

| install || Cancel

Add the required features for the ASP.NET 4.5 installation and click Add Features

Add features that are required for ASP.NET 4.57

You cannot install ASP.NET 4.5 unless the following role services or
features are also installed.

4 MET Framework 4.5 Features
ASPNET 4.5
4 Web Server ([I5)
4 Web Server
4 Application Development
ISAPI Extensions
ISAPI Filters
MET Extensibility 4.5

Include management tools (if applicable)
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Click Next

DESTINATION SERVER

Select role services e e

Before You Begin Select the role services to install for Web Server (lIS)

Installation Type Role services Description

Server Selection i i
A Application Development A P'NH Prmndes a server §|de
object oriented programming

Server Roles -
[ -NET Extensibility 3.5 environment for building Web sites

Features NET Extensibility 4.5 and Web applications using

managed code. ASP.NET 4.5 is not

simply a new version of ASP. Having
een entirely re-archi to

[] asp b irely hitected

Web Server Role (115) [] Application Initialization

Confirmation [] ASP.NET 2.5 provide a highly productive

SP.NET 45 programming experience based on
the .MET Framework, ASP.NET
L cal provides a robust infrastructure for

ISAPI Extensions building web applicaticns.
ISAPI Filters
[J server Side Includes
[] WebSacket Protocal
4 [] FTP Server
] FTP Service

e e

<

All the components are prepared for installation. Click on Install

DESTINATION SERVER

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [} Restart the destination server autematically if required

Server selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

Letault L'ocument
Web Server Role (1I1S) Directory Browsing
Role Services HTTP Errors

Static Content
Health and Diagnostics
HTTP Logging

Performance

Static Content Compression

Security
Request Filtering

Export configuration settings
Specify an alternate source path
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Server Manager » Dashboard

I® Dashboard

Server Manager

WELCOME TO SERVER MANAGER

Manage  Tools

@1 P

Roles:2 | Servergroups:1 | Servers total: 1

I Local Server
i All Servers . .
. o Configure this local server
WE File and Storage Services b =
e 1s QUICK START
12 Add roles and features
3 Add other servers to manage
WHAT'S NEW. o
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS

i ;2:’;‘1 storage 1] Bo us B Al servers
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Performance Services n Services n Services
BPA results Performance Performance Performance
BPA results BPA results BPA results
5/12/2014 4:23 AM 5/12/2014 4:23 AM

Open the Web browser, type the local IP address and check the installation.

@ http://192.168.1.199

e
—_... o
| =y
] e =
= e [l

£7 Windows Server

Internet Information Services 8.0

microsoft.com/web
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8.9.2. Windows Server 2008 R2 IIS Web Server Installation
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Click the Start button in the lower left corner of the display. Highlight Administrative Tools and select Server
Manager. In the Server Manager interface select Add roles to displays a list of possible roles.

[Ef Initial Configuration Tasks

= )
!\@{ Perform the following tasks to configure this server

F :
£ T Windows Server 200
Standard

oo
5 Activate Windaws Product ID:
- Set time zone Time Zone:
E- Configure neworking Local Area Connection:
A Provide computer name and domain Full Computer Name:
Domain:
82, Enable aulomatic updating and feedhack Updates:
N Feedback:
£} Download and install updates Checked for Updates:

Installed Updates:

gﬁ}‘ Add oles Roles:

520 Addfeatures Features:

I

“A Enable Flemate Deskiop Remote Desktop:
[l contigure windows Firewal Firewall:

Print. g-mail. o1 save this information

led] speciting computet infomation
Net activated
[UTC+0:00) Amsterdam. Berlin. Bern, Rome, Stockholm, Vienna
|Pvd address assigned by DHCP, IPvE enabled

HY-2KBMEPRItestnet. at
testnst.at

Jdl Updsting your windoms server

Never check for updstes
Windows Error Repoting off
Nol partiipating in Custamer Experience Improvement Frogiam

Today at 0318
Today at12:32

Eﬂ Customizing vour server

Desktop Experience. Ink and Handwwiting Services, Remote Server ddministration Tools, NET

Framework 3.5.1 Features

Enabled

Damair: O

I™ Do not show this window at logan

The Add Roles Wizard will start with a Before You Begin page. The wizard asks for verification of the

following:

The administrator account has a strong password.
The network settings, such a IP addresses, are configured.

The latest security updates from Windows Update are installed — click on NEXT

Add Roles Wizard

g
! Before You Begin

Server Roles

This wizard helps you install roles on this server, You determine which roles ko install based on the tasks you
want this server to perform, such as sharing documents or hosting a Web site.

Confirmation EBefore you continue, verify that:

Fragress + The Administrator account has a strong password

Results

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the

wizard again,

To continue, click Mext.,

r Skip this page by default

» Metwork settings, such as static IP addresses, are configured
» The latest security updates from Windows Update are installed

< Previous Inistall | Caniel |
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Select Web Server 1IS and click Next

Add Roles Wizard

Before You Begin

web Server (115}

Role Services
Canfirrnation
Progress

Results

Select Server Roles

Select one or more roles to install on this server,

Roles: Description:
E Active Directary Certificate Services ish Server (II5) provides a reliable,

manageable, and scalable Web

l: #ckive Directory Domain Services application infrastructure.

l: Active Directary Federation Services

l: Active Directary Lightweight Direckory Services
|: Active Direckory Rights Management Services
[] application Server

|: DHCP Server

|: DNS Server

|: Fax Server

[] File Services

|: Hyper-y

[] metwork Policy and Access Services

,: Print and Document Services

[ windows Server Update Services

More abouk server roles

< Previous Inistall | Cancel |

An introductory page will open with links for further information,

Click Next

Add Roles

zard

Web Server (11IS)

Before You Begin

Server Roles

Role Services

Canfirrnation
Progress

Results

Introduction to Web Server {IIS}

‘\Web servers are computers that have specific software that allows them to accept requests From client
computers and return responses to those requests, Wb servers et you share information over the Internet, or
through intranets and extranets, The Web Server role indudes Internet Information Services (I15) 7.0, a unified
‘Web platform that integrates 115 7.0, ASP.NET, and Windows Communication Foundation, [I5 7.0 also Features
enhanced security, simplified diagnostics, and delegated administration.

Things to Note

Using Windaws System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, especially when there are multiple roles on this computer,

The default installation for the Web Server (115) role includes the installation of role services that enable

wou ko serve skatic content, make minar customizations (such as defaulk documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server {115

Owerview of Available Role Services in 115 7.0
115 Checklists

Comnon Administrative Tasks in 115
Owerview of WSRM

< Previous Inistal | Cancel |
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Click Add Required Role Service

Add Roles Wizard

Add role services required for ASP.NET?

You cannot install ASPHET unless the required rale services are also installed.

Role Services: D escription:
=1 web Server [II5) *w'eb Server [I1S] provides a reliable,
manageable, and scalable “Web application

=] Web Server
= Application Development
ISAFI Filters
IS5API Estensions
MET Extenzibility

infrastructure.

I Add Required Role Services I Cancel |

) wihy are these role services required? Y
“2

Add the ASP.NET Module and .NET Extensibility and click Next.

Add Roles Wizard [ x|

=
! Select Role Services

Before You Begin Select the role services to install far \Web Server (IIS):
Server Roles Role services: Description:
weh Server (115) 5 @ Web Server o | ASELHET provides a server side object
otiented programming environment
=[] Common HTTP Features for building Web sites and Web
P [¥] static Content applications using managed code.,
onfirmation ’Z Defaulk Document ASP.MET is not simply & new version

of ASP, Having been entirely re-

Progress ’Z Directory Erowsing

4] HTTR Errors architected to provide a highly
Results ) productive programming experience

L] HTTP Redirection based on the \NET Framework,

ishi ASPLKET provides a robust

Application Development infrastructure For building web

il - ET applications.

[¥] MET Exctensibilicy

T aar

[ car

[¥] 154P1 Extensions
[¥] ISAFI Filkers
[] Server Side Includes
= |E Health and Diagrostics
’Z HTTP Lagging
[] Logging Tools
’Z Request Monitor
[T Tracina ﬂ

Mare abouk role services

< Previous Install | Cancel |
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Click Install
Add Roles Wizard
B . . .
! Confirm Installation Selections

Before You Begin
Server Roles
web Server (115}

Role Services

Progress

Results

To install the following roles, role services, or features, click Install,

2 informational messages below

This server might need to be restarted after the installation completes,
-~ Web Server {II5)

Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
CPU usage

Web Server
Common HTTP Features
Static Content
Defaulk Document
Directory Browsing
HTTP Errors

Application Development
ASP.MNET

MET Extensibilicy
ISAPI Extensions
ISAPL Filters
Health and Diagnostics
HTTF Logging
Request Manitor
SR IFF

Print, e-mail, or save this information

< Previous | ezt = | Cancel |

| v

IIS is now installed with a default configuration for hosting ASP.NET on Windows Server.

Click Close to complete the process.

Add Roles

zard

! Installation Results

Before You Begin

Server Roles

Web Server (115)
Role Services

Canfitrnation

Progress

The following roles, role services, or features were installed successfully:

| v

#~! Web Server (IIS) O Installation succeeded
The Following role services were installed:
Web Server
Common HTTP Features
Static Content
Defaulk Document
Directory Browsing
HTTP Errors
Application Development
ASP.MET
\MET Extensibilicy
ISAPIL Extensions
ISAPL Filters
Health and Diagnostics
HTTP Lagging

Request Maonitar

Frint, e-mall, or save the installation report

< Previous | ezt = | Cancel |
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Now open you web browser and check the installation. Start the Internet Explorer Enter the localhost IP
address (127.0.0.1) or type only http://localhost. You should see the default IIS Welcome page.

#1157 - Windows Internet Explorer H=] E3 I

G—y’@ - |@-" bitp:/flocalhost) O x| |§| |§| 2 a7 x (U L 553

= NV

internet information services

=Lodst ||

Mobile Server ver. 2.7.x Page 99
Technical Documentation and Advanced Configuration


http://localhost/

SPEECH
PROCESSING
SOLUTIONS

8.10. Connection with external MSSQL 2008 Server

The connection to an external database is explicit not a recommended installation method for the SpeechExec
Mobile Server. However, the use of an external data base is technically possible but complicates the
maintenance process.

¢ Install the Microsoft SQL server with the default settings.
e Install the Microsoft SQL Server management Studio.

Open the Management Studio and connect to the engine you would like to use it.
5!3 Connect to Server @

Microsoft*

2 SQLServer2008Rr2

Server type: [Database Engire v]
Server name: hd
Authentication: [Windows Authentication hd ]
Uszer name: nb1 07 peter
Pazsword:
FRemember paszwond
[ Connect J [ Cancel ] ’ Help ] [ Options »» ]

Click with the right mouse button on the database engine you are connected to and click on Properties.
EWTY NE1014PRDM : FETRR
[ Databases
[ Security Disconnect
[ Server Objects Register...
[ Replication
[ Managerment

aaran | 4

Connect..,

Mew Query
Activity Maonitor

Start
Stop
Pause
Resurne

Restart

Palicies 3

Facets
Start PowversShell
Reports »

Refresh

Properties
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Select Security and switch server authentication to SQL Server and Windows Authentication mode.
o Server Properties - ME1014PROM32320 [ |- = | 3]
Select apage I . 3
Y Script - Hel
2 General ‘;S Fr Lj =P
12 Memary
2 Processors S herticai
_’%]' Security erver authentication
2 Connections 71 Windows Authentication mode
& Database Settings -
A A dvanced @ SOL Server and Windows Authenbication mode
& Permissions
Click OK and confirm following message with OK
Microsoft S0L Server Management Studio @
Some of wour configuration changes will nat take effect unkil 3L Server is restarked,
=

Click with the right mouse button on the Databases and select New Database...
=] Lﬂ MBLOWPROMIZIZ0 (Z0L Zerver 10050.2500 - nb101hpeter)
L

[ Security [ Mew Database..,
[ Server 0

[ Replicati
[d Manage Restare Datahase..

Attach...

In the menu. Click on General and create a new Database named MobileServer, click OK and the window will be close.

3 Mew Database EI@

Select apage . . ]
‘Y Script * Hel
2 General ‘;S . u v
1 Optiohs
157 Filegroups Databaze name: MobileS erved

Owner: default: g

Open the new created MobileServer database

=] L:d ME10INPROMZZ2320 (S0L Server 10.50.2500 - nb101\peter)
= [ Databases

[ System Databases

| ] PRDMIZ3Z0

| prdm-32320

= l_,.l rdahi er
[ Database Diagrams
1 Tahles
L Wiews
[ Synonyms
[ Prograrmmability
[ Service Broker
[ Storage
[ Security

Click File, select New and click on Query with Current Connection (shortcut CTRL+N)
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“ Microsoft SOL Server Managerment Studio
File | Edit  ‘View Debug Tools  Window  Community  Help
H¢ Connect Object Explarer.. =R
&s  Disconnect Object Explorer [ - 0 x
| Mewy P”:J_ Query with Current Connection  Chrl+M
Open * | [y Database Engine Query
D{:I 0L Server Compact Query
[l Sawve Solutionl Crl+5 :J_ Policy
Browse to the MobileServer directory, select install.sql file and click Open
Open File ?
Look in: MobileServer El @ -~ X 4 E ~Tools~
Narne Date modified Type Size File version
Desktop A
My Projects
> L (=" install.sql o
My Computer »

< i

File name:

Files of type: All Files (** E Cancel

IEv

Before you execute [2] the install.sql query, make sure that you are connected [1] with proper database

A5 Microsoft SQL Server Managerment Studio EI@

File  Edit  Wiew Query Debug Tools Window  Comrmunity  Help
A NewQuery | [y (3 5 b L

1‘_{‘ MuobileSerser « W7 Execute b 2/ i |§|J Fa C;Ejéj = 2 |EEE | M -
Ohbject EXATOTET - I install.sql - NB101\..\peter (32]) - X
Connect g [ CREATE TAELE [dbo].[Customer] | —

[custcomerId] [unigqueidentifier] MNOT NULL,

[eustomerMNo] [wvarchar] (1500 MOT MULL, |
[firstN=wne] [warchar] (100) NOT MULL,

[ lastName] [ivarchar] (100) MoT MULL,

=] Ijj MNEB10IWPROMAZ2320 (SOL Server 10,50
= [ Databases
[ Systern Databazes

|.n

= [ MobileServer [company] [varchar] (100) NOT NULL,
[ Database Diagrams [streetl] [warchar] (100} NOT HULL,
[ Tables [street2] [wvarchar] (100) NOT HULL,
[ Wiews [zip] [warchar] (10) MNOT NULL,
G T S s e s F~e5t+ 11l Meravr~hay1 (10000 LT RITTL T

And now, you can see the new database structure with all the crated tables like Customer, CustomerAction...
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“5 Microsoft SQL Server Management Studio EIIEI
File Edit View Debug Table Designer  Tools  Window  Comrmunity  Help
S New Query | [0y | [ | 15 B
<@ HAEHE:
Object Explarer > 1 X MB101\PRDM3232... - dbo.Customer * X
Connect - 34 Calurmin Marme Data Type Allovs Mulls -
© [ NBLD1PROM32320 (SQL Server 10,50 | PF{ customertd  ; uniqueidentifier O E|
= £ Databases customerho warchar{150) 0
[0 Systern Databases firsthame warchar{100) =
= | MobileServer lastMarne warchar(100) =
[_d Database Diagrams COMmpany warchar(100) (]
=l [ Tables streetl varchar(100) O
L3 Systern Tables street? warchar(100) =
= dbo.Customer )
. zZip varchar{10) =
= dbo.Customerfction N ar( 100
= dbo.CustormerFile e warchar(100] O
= dbo.CustomerFileLog caunkry warchar(100) ] 2
& dbo.CustomerRule ol P -
=] dbo.Template olumn Properties
o Miasass [E=1a
Browse in Object Explorer to Security, click on this and select New and click on Login...
~2 Microsoft SQL Server Managerent Studio
File  Edit ‘“iew Debug Tools  Window Comrmunity
2 New Query | By | By | 65 el 9 | B &
Cbject Explorer
Connect= Sy 2 2] Q
= [h MNEBLOIWPROMZ2320 (301 Server 10.50.2500 - nb101hpeter)
= 4 Databases
[ System Databases
|| MaobileServer
| PROMIZ3Z0
| prdm-32320
= rity
Ca SENer| e > | Logitr..
[ Replic Reports » Credential...
[ Manag
Refresh
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Specify a Login name [1], activate SQL Server authentication and crate password [2]. Select default database [3] and click
OK.

|f] Login - Mew EI@

Select apage l . 3
. Script Hel
A General ‘;S P Lj P
15 Server Roles
f Llser Mapping Lagin narme: mabilesered 1earch...
1 Securables
_,@i Chatus [ WWindows authenbication
@ S0L Server authentication
Paszzword: sesssnseeee 2
Confirm password: RN ERES

[] Enforce password policy

() Mapped to cerificate

() Mapped to asymmetric key

. [] Map to Credential
Connection

Server t apped Credentials Credential Proveicler

NET0TSFROMIZ320

Connection:
nbl 07 peter

&7 View connection properties

Progress

Rieady Default database: [MnhiIeSewer i 3

Default language: | <default> =

Ok, l l Cancel ]
Click on Server Roles and activate dbcreator
 Login - New el -E- sl
Select apage c . "
) Scrpt « Help
A General ;S Lj
i [
A g Mapping Server role is used to grant server-wide securty privileges to a user.
& Securables
5 Status
Server roles:
[ bulk.adrmin
dbereator
[ diskadmin
[7] processadmin
public

[7] securityadmin
[ serveradrmin
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Click on User Mapping [1] activate your Database[2] and select right Database role membership for selected

Database [3] and finally click OK.

5 Login - New E=5ECR
Select apage i ,
Script Hel
1 General ; P m v
1 Users mapped to this login:
=7 securables Map Databaze User Default Schema
5 Status = master
i MobileServer mobilezerver 2 E]
model
[l medb
[l FROMIZ320
[l prdm-32320
[l tempdb
Guest account enabled for: MobileServer
. D atabaze role membership for: MobileS erver
Connechion
[] db_aceesszadmin
Server [] db_backupoperator
ME1014PROM3IZ2320 [] db_datareader
Camnection: [ db_datawriter
nb107 \pe[e[ l:l db_ddladmin
) ) ) [] db_denydatareader
Qj Wiew connection properties e ek el
oo |
Progress S
public
Feady
[ ak. J [ Cancel
Open the two files from the Mobile Server installation folder:
MobileServer.Service.exe.config and MobileServer.Tool.exe.config.
@*U" . C\Program Files (x86)\MobiIeSeNe|1
Organize ¥ @ Open New folder
v Name . Date modified Type Size File wersion
B =3 MobileServer.Service.exe.config 17.09.2013 08:08 XML Configuratio... 2 KB
) .
4G =3 MobileServer.Tool.exe.config 17.09,2013 08:08 XML Configuratio.., 2 KB
. »
il
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Open the file with an editor and customize the connection string to your installation.
MobileServer.Service.exe.config

<connectionStrings>

<add name="MobileServer.SharedLib.Properties.Settings.DatabaseConnectionString"
connectionString="Data Source=SERVERNAME\ENGINENAME; Initial
Catalog=MobileServer;Persist Security Info=False;User ID=USER;Password=PASSWORD"
providerName="System.Data.SglClient"™ />

</connectionStrings>

MobileServer.Tool.exe.config

<connectionStrings>

<add name="MobileServer.SharedLib.Properties.Settings.DatabaseConnectionString"
connectionString="Data Source=SERVERNAME\ENGINENAME; Initial

Catalog=MobileServer;Persist Security Info=False;User ID=USER;Password=PASSWORD"
providerName="System.Data.SglClient"™ />

</connectionStrings>
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8.11. Create Database Backup with MSSQL Tools

The most important part of a SQL Server maintenance plan is backing up your databases regularly. To
backup a database, you cannot simply copy the respective MDF and LDF files of the database as SQL Server
has a lock on these. Instead, you need to create a true backup file through SQL Server.

While this can be done by developing a Maintenance Plan inside of SQL Management Studio, the free,
delivery with MobileServer, Express editions of SQL Server do not offer this interface. To work around this,
you can easily backup your databases by running the command below while logged in as a Windows
Administrator.

We create a new Folder for the backup’s e.g MOBILESERVERBACKUP.
I EN MOBILESERVERBACKUP

“ Home Share Wiew

© = % |} CAMOBILESERVERBACKUP] "

Start the command line interpreter with WIN+R and type cmd, klick OK type Enter.

=) Run -

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

=)

Open: |cmd v

'f':g' This task will be created with administrative privileges.

| QK % | Cancel | | Browse... |

Type the command:
sqlcmd -U MobileServer -P mobserv99 -S MS2012R2PRI\MOBILESERVER -Q “BACKUP DATABASE
[MobileServer] TO DISK=’C:\MOBILESERVERBACKUP\MSBACKUP.bak”’”

= Administrator: C:\Windows\system32\cmd.exe Hi-

Microsoft Windows [Uersion 6.3.9680] -
{c) 2813 Hicrosoft Corporation. All rights reserved.

C:sUserssAdministrator>sglemd —U MobileServer —F mobserv?? -5 MS2812R2PRINMOBILESERVER —Q "BACKUF DATABASE [MobileServer
1 TO DISK=’C:“~MOBILESERVERBACKUP~MSBACKUP .hak*"

Processed 224 pages for database 'MobileServer’,. file 'MobileServer’ on file 1.

Processed 1 pages for database ‘MobileServer’. file ‘'MobileServer_log’ on file 1.

BACKUP DATABASE fully pr d 225 pages in @.284 seconds <{6.18% MBrsec>.

C:slUserssAdministratord_

Description for the command

-U MobileServer — is the user login for the Database

-P mobserv99 — is a user-specified password. Passwords are case sensitive. If the —U option is used and the
—P option is not used, sglcmd prompts the user for a password.

-S MS2012R2PRI\MOBILESERVER - specifies the server\instance of SQL Server to which to connect, in our
example this is MS2012R2PRI for Server and MOBILESERVER for instance.

-Q “cmdline query” execute a query when sqglcmd starts and then immediately exits sglcmd.

Here is our Backup:

I EN < MOBILESERVERBACKUP
“ Home Share View
:(-:' - 7T ” | CAMOBILESERVERBACKUP|
Ll - ifi A fd
‘¢ Favorites Mame Date modified Type Size
B Desktop | MSBACKUP.bak 16.10.2015 10:57 BAK File 1879KB
5_Nramlnads a,
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To restore a database from a backup file, please use the command:
sqlcmd -U MobileServer -P mobserv99 -S MS2012R2PRI\MOBILESERVER -Q “RESTORE DATABASE
[MobileServer] FROM DISK=’C:\MOBILESERVERBACKUP\MSBACKUP.bak’”

The above command will restore a backup of MobileServer from the data stored in the backup file
C:\MOBILESERVERBACKUP\MSBACKUP.bak. Any changes made to MobileServer Database since the
backup file was created will be lost.

8.11.1. Create Scheduled Backup

Open Notepad and paste the two lines:

@echo off
sqlcmd -U MobileServer -P mobserv99 -S MS2012R2PRI\MOBILESERVER -Q “BACKUP DATABASE
[MobileServer] TO DISK=’C:\MOBILESERVERBACKUP\MSBACKUP_%DATE%.bak’”

E backup.bat - Notepad
File Edit Format View Help

‘@echo off
sqlemd -U MobileServer -P mobservgg -5 M52012RzPRI\MOBILESERVER -Q "BACKUP DATABASE [MobileServer] TO DISK="C:\MOBILESERVERBACKUP\MSBACKUP_%DATEY.bak™

Click on File, select Save As...
File | Edit Format View Help

New Ctrl+N
Open... Ctrl+O
Save Ctrl+5
Save As..

Page Setup...wg

Print... Ctrl+P
Exit

Type backup.bat as File name and - very important! — Save as type All files (*.*) and click on Save.

E Save As -
[mpeskon » | v & ] [ Search Desktop P
Organize v New folder g - (7]
~ ~
¢ Favorites
B Deskiop I% Administrator
& Downloads i _
£ Recent places | _ A ThisPC -
=| |y
88 This PC e —
 Desktop | Librarics
| Documents =
4 Downloads £
Network
i Music L o
5 Pictures
& Videos v ) = [ v
File name || backup.bat 7
Save as typel | Al Files (%) v‘
= Hide Folders Encoding: |UTF-2 v [ sae [ Concel |

Open Task Scheduler (Shortcut: WIN+R — taskschd.msc)

Run

7z Tvpe the nameof a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: |tasks<hd msc o

) This tack will be created with administrative privileges.

[To ][ cancel || Browse. |
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Click on Create Basic Task

File  Actic View Help

@
105 Task Scheduler (Local)| Task Scheduler Summary (Last refreshed: 16.10.2015 11:0
b [ Task Scheduler Library
|Oweniewof TaskScheduler -] o Computer...
@ You can use Task Scheduler to create and manage common tasks that your computer will cary out automatically at the times you specify. To begin, click B Create Basic Tas. I
a command in the Action menu. j‘f"J

Type a name and, if needed, additional description and click on Next

@ Create a Basic Task

||| Create & Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings.
Trigger such as multiple tzsk actions or triggers, use the Create Task command in the Actions pane.

Action Name: MobileServer BackUp|

(i Description:

<ok [ nets [y [ cancel |

Select the time period and click on Next

@ Task Trigger

Create a Basic Task When de you want the task to start?
| ® Daity
Action
S O Weskly
© Monthly
© Onetime

(© When the computer starts
© When Ilog on

© When a specific event is logged

[ <Back | [ meay |[ cancel

Select Start Date and Time and klick on Next.

@ Daily
E str T ——
| ..o
Reererey 1 s
Finish
<Back | [ Nets [ Concel |
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As the right action select Start a program and click again on Next

@ Action

Create o Basic Tesk
Trigger

Daily
| ® Start a pragram

Finish © Send an e-mail (deprecated)

What action do you want the task to perform?

O Display a message (deprecated)

<Back | [ Natx ][ Cancel
Click on Browse
@ Start a Program
Create a Basic Task
Trigger Program/seript
Daily [ ][ Browse.
Action
| Add arguments (optional):
Finish. Start in (optional): L 1
<Back || nei- | [ Cancal
Click on Next
@ Start a Program
Create a Basic Task
Trigger Program/script:
Daily Ci\Users\Administrator\Desktop\backup.bat ] [ erowse.. |
Action
Finish Start in (optional): L 1
<Back Next > Cancel
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and select the backup.bat from Desktop

1 [ Destop »

v G‘ [ Search Desktop £

Organize = New folder
i Favorites =
B Desktop
g Downloads

% Recent places

7% This PC =
|j& Desktop.
1| Dacuments.
|J¢ Downloads
Wb Music
[ B Pictures =
B Videos
& Local Disk(C) |
8 DVD Drive DA RV

and close the process with click on Finish

@ Summary

Create a Basic Task
Trigger

Daily
Action

Start a Program

| CE—

File name: |ba(kup bat

= -

Administrator

R

=
H Libraries

@ Ntk
backup.bat
Windows Batch File
| 165 bytes

WAnhil=Canar

v‘ [ Al files ) v]

i

Name: MobileServer Backup daily
Description:

Triggen  |Daily; At 12:12 every day

Action: [Start s program; Ci\Us, = = =

[¥] Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule.

Finish, | Cancel ‘
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Task is running at 12:12:12 (red) and Backup file is also created with additional time stamp.

Task Scheduler
v Help
?
_ocal) ||| - Lo . o . R . "
er Library

® MobileServe...

Ready At 12:12 every day
T L =

17.10.2015 121212 16102015 121212 (0x0) M52012RZPRMNAdministrator  16.10.2015 12:03:24

niEpn-|
Home Share View
@ - 1 |j, v ThisPC » Local Disk (C:) » MOBILESERVERBACKUP v c.| | Search MOBILESERV
< Favorites - Mame - Date modified Type Size
B Desktop H |u MSBACKUP_16.10.2015.bak 16.10.2015 12:12 BAK File 1879 KB
Nownlnad

And after three days our MOBILESERVERBACKUP folder contains three files, with corresponding file name,
and the task scheduler informs us about next execution.

Column Last Run Result contains system error codes —

0x0 correspond to the operation completed successfully.

Task Scheduler
t Help
a[=
ocal) o T P . P . oo
Sy (® MobileServe... Ready At 12:12 every day 19.10.2015 121212 1802015121212 (D)) MS2012R2PRIVAdministrator  16.10.2015 12:03:24
LV i) T M T ) R AT

Home Share View

© - b | |0 » ThisPC » Local Disk (C:) » MOBILESERVERBACKUP v ¢ | | Search MOBILESH
4% Favorites ~ Mame - Date modified Type Size
B Desktop || MSBACKUP_16.10.2015.bak 16.10.2015 12:12 BAK File 1879 KB
& Downloads || MSBACKUP_17.10.2015.bak 17.10.2015 12:12 BAK File 1879 KB
| Recent places = || MSBACKUP_18.10.2015.bak 18.10.2015 12:12 BAK File 1879 KB
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8.12. Create Database Backup with external Tools

MobileServer use a Microsoft SQL Server 2008 Express version.

For Backup and management you can use one of free available database tools for system administrators. In
our example we use HeidiSQL. HeidiSQL is a database query tool that supports Microsoft SQL Server
databases. It allows you to browse and edit data, create and edit tables, views, procedures, triggers and
scheduled events. Features include managing multiple servers from one window, exporting from one
database server into another, bulk editing, an advanced SQL syntax editor, and database optimization and
repair functions.

Download the HeidiSQL from http://www.heidisgl.com/download.php

Here we describe the Backup process.

8.12.1. Connect with Database

Open the License Menu and click on Database Settings and check currents settings, we will need it later, so
please write the information or make screenshot for later.

Connection String (generated):
Data Source=M52012R2PRIN\MOBILESERVER: Initial Catalog=Mobile Server; Persist Securi’r|

Check Connection

oK | | Cancel |

- Philips SpeechExec Mobile Server (Config) =1 X
| a A
LJ Philips SpeechExec Mobile Server (]
& Service Licensing
E; User @ License File:
Settings |C:\ngmm Files (<86)"MobileServer'license dat | ,5]
Misc Export Fingerprint
@ Incoming Dictations
[g) E-mail Server Your MobileServer License Inft
o Converter Database Check Tool [
@ Ermor Handling Database Settings
SpeechBxec Database Check
= .@\‘ E-mail Templates Authentication Mode:
[m] Motification Received SGL Server Authentication he
() Notfication Delivered ServerName: [ MS2012R2PRI |
(@] Account Inactive
') Decyption Eror Instance: [MOBILESERVER |
[m] Conversion Emor Database: |MobiIeSer\rer |
) Dispateh Emor Attach Database:| | l:l
@ License Usemame: |MobiIeSer\rer |
———— Password: [ | mobserv99
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Open HeidiSQL Software, click on File and select Session manager.
On the left side, you see Session name, that can be rename later.

Session name & ‘ 5} e
A Mobil
‘El Rename F2 | Metwi
| [save '@ries Mot
[ saveas..Fi2

In the tab Settings, select as Network type: Microsoft SQL Server (named pipe)

As Hostname / IP type the Server Name and Instance (from the MobileServer settings) e.g.
MS2012R2PRI\MOBILESERVER. Type MobileServer as User, and mobserv99 as Password.
Click Open, and you are connected with the Database from MobileServer.

Session name & éb Settings |J§" Advanced | il Statistics |
| " MobileServer

Metwork type: | Microsoft SOL Server (named pipe)

Hostnarne / IP: |MSZO1EH2PRI\MOEILESERVER

[ Prompt for credentials
[ Use Windows authentication

Uzer: |Mobi|eSerl.rer

Pazzword: |nnnn.

Port: 1433

[ Compressed client/server protocol

Databases: | Separated by semicolon

Comment:

Click with right mouse button on MobileServer and select Export database as SQL

" File Edit Search Tools Help P Donate to the HeidiSQL project
d-P hR28| 2-2REONN0OYXP-L-BEM MU AR ;O
(J Databasefilter | Table filter | '+ [[= Host: MS2012RZPRIMOBILES...| [ Datsbase: MobileServer | b Query | =3
alfy _MobiIeSer\rer 0B ~ /| Name o Rows Size Created Updated Engin
b @ master 08 [=] dbo.Customer 2 2015-09-30 02:02:53  2015-09-30 02:02:53
| 4 ) MobileServer 3 [Edi AlteEntey  Dction 0 2015-09-3002:02:53  2015-09-30 02:02:53
|§| dbo.Customer | 25 |prop File P} 2015-09-3002:02:53  2015-09-30 02:02:53
|§| "b°-c”5t°me“°‘_d'°' g N Grpy  [ileleg 0 2015-09-30 02:02:53  2015-09-30 02:02:53
[E] dbo.Customerfile | ./ |EMPty t2blels) T Rk 0 2015-09-30 02:02:53  2015-09-30 02:02:53
[ =] dbo.CustomerFilelo) . Run roufine(s) .. 30 2015-09-30 02:02:53  2015-09-30 D2:02:53
|=| dbo.CustomerRule Create new 4
|7 dbo.Template Clear data tab filter i | | 5 |
b (4l model !I__E Export database as SOL |
996 SELECT @@VERSION; |- by g ~
397 SELECT SERVERPROPER] & |""'|i"“‘e"i"‘ce
Mobile Server ver. 2.7.x Page 113

Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

Next, you can select all of available Tables inside the Database, or, if you preferred to transfer only on
specially table with Customer Data (Table dbo.Customer), then click on this.

Select as Output Single .sql file and create a related name, for regular tasks, you can configure a specific
variable like %host and %date.

Click Export

a [m] @ MobileServer
[+ D [;jj master
a [ [ MobileServer
|=| dbo.Customer
~ dbo.Custemerfction
~ dbo.CustornerFile
~ dbo.CustomerFileLog
 dbo.CustomerRule
~ dbo.Template

| model

| msdb

O
PO
[] [ tempdb

| & Maintenance | B8 Find teu‘l| |5 SOL export | [5] Bulk table editor |

Database(s):
Table(s):
Data:

Output:

Filename:

Max INSERT size: |1 024

[JDrop [v] Create
[JDrop [v] Create

| INSERT

'%{ KB (0 = Single INSERTS)

|Single sql file

|%host_%date|

Selected objects size: 0B

Export is running, you can check and can see exactly the details, how many rows inside the tables are
exported and the time duration for it.

a [m] @ MobileServer
B[] [ master
a [ [+ MobileServer
|=| dbo.Customer
~ dbo.Custemerfction
~ dbo.CustornerFile
~ dbo.CustomerFileLog
~ dbo.CustomerRule
~ dbo.Template
| rnodel
| msdb

| tempdb

| & Maintenance | B8 Find teu‘l| |5 SOL export | I5] Bulk table editor |

Database(s):
Table(s):
Data:

Max INSERT size: |1 024

Output:

Filename:

Database

MobileServer
MuobileServer
MobileServer
MobileServer
MobileServer
MobileServer

[]Drop [v] Create
O Drop [+ Create

| INSERT

'%{ KB (0 = Single INSERTS)

[Single sq file

Fehost_%edate

Table

Customer
Customerfction
CustomerFile
CustomerFileLog
CustomerRule
Template

Rows
2/100%
0/100%

23/7100%
0/100%
0/100%

30/ 100%

Duration
00:00:00
00:00:00
00:00:02
00:00:00
00:00:00
00:00:05

Selected objects size: 0 B

Now the sql file is created and you can import this in to another Database or save as backup.

|| MS2012R2PRI_MOBILESERVER_2015-10-02 12_05_43

02.10.2015 12:06

File

| || MS2012R2PRI_MOBILESERVER_2015-10-02 12_50 12

02,10.2015 13:50

File

i '

S 40 Soac 4

- o
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8.13. Web.config file

How to working with configuration files on [IS7 — learn more from Microsoft knowledgebase.

Example configuration file for 10 min. request time and 30MB file size.

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<system.web>
<!-- httpRuntime executionTimeout is in seconds. maxRequestLength and
requestLengthDiskThreshold is in Kilobytes-->
<httpRuntime executionTimeout="600" maxRequestLength="30720"
requestLengthDiskThreshold="30720"/>
</system.web>
<system.webServer>
<security>
<requestFiltering>
<!-- maxAllowedContentLength is in Bytes not Kilobytes -->
<requestLimits maxAllowedContentLength="30720000" />
</requestFiltering>
</security>
</system.webServer>
</configuration>
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8.14. Firewall settings for FTP connections

Create Firewall rules for MobileServer software, click Start, Administrative Tools, Server Manager, click Tools
and select Windows Firewall with Advanced Security.
Select Inbound Rules, and klick on New Rule

File Action View Help

«= z2@ = 8@

P Windows Firewall with Advancy

Inbound Rules Actions

incoundiules) Name Grou = Profile  Ensbled  Acti ~
Outbound Rul P
4 Outbound Rules @ BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... All No Allol
4. Connection Security Rules = (& NewRug..
» B Mot @ EranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach.. All No Allo = {?
%, Monitorin
9 BranchCache Peer Discovery (WSD-ln)  BranchCache - Peer Discove... Al No Al Sl L
ry
@ COM- Network Access (DCOM-In) COM- Netwark Access Al No Allo || 7 Filter by State »
@ COM- Remote Administration (DCOM-In) COM-+ Remote Administrati... Al No. Ao || 7 Fitter by Group »
@ core - Destination Unreacha.. Core All Yes Alle
-4 View »

Activate Program and click on Next

Rule Type
Select the type of firewall rule to create.

What type of rule would you like to create?

® Program
Rule that controls connections for a program.

O Port
Rule that controls connections for a TCP or UDP port.

) Predefined:

|anchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Activate the radio button - This program path and click on Browse

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this rule apply to all programs or a specific program?
@ Program
@ Action ) All programs
@ Profile Rule applies to all connections on the computer that match other rule properties.
@ Name
(® This program path:
[
Example: c:\path“program exe
“ProgramFiles % \browser browser exe
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Select the installation path (Standard is C:\Program Files (x86)\MobileServer), select MobileServer.Service
and click on Open

@ = M ) C\Program Files (x86)\MobileServer v | | Search MobileServer

Organize *  New folder

_E Documents 1 Mame [rate modified

j Downloads §
L. Backup 9/30/2015 2:02 AM  File folder

L. Converter 9/30/2015 2:02 AM  File folder
0/30/2015 2:03 AM File folder
&k MaobileServer.Service 9/7/2015 5:28 AM Application
- Molbileserver. T ool '
Philips SpeechExec Mobile Server 9/30/2015 2:03 AM  Internet Shortcut
@ uninst 9/30/2015 2:03 AM  Application

Music
Pictures
Videos
. Local Disk (C:)
5 DVD Drive (D:) RIGI<] [ [>

File name: | MobileServer.Service v | Programs (*.exe) v
=]

Click Next

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
Rule Type Does this rule apply to all programs or a specific program?
Program
Action ) All programs
Profils Fule applies to all connections on the computer that match other rule properties.
Name
® This program path:
[#:ProgramFiles* (86)\Mobile Server\Mabile Server.Service exe || Browss..

Example: c:\path'program exe
%:ProgramFiles % \browser'\browser.exe
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Activate Allow the connection and click on Next

Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with |Psec as well as those are not

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection

Depend on the Network settings and policy activate the right settings for Domain or for Private and click on
Next

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apphy?

Program
Action [+ Domain
Profile Applies when a computer is connected to its corporate domain.

Name [] Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[] Public
Applies when a computer is connected to a public network location.
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Create a name for the rule and click on Finish.

Name

Specify the name and description of this rule.

Name:

Mobile Server

Description {optional):
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Inbound rule for MobileServer background service is activated, now we can create a second rule for the

MobileServer Management Console

File Action View Help

= x1E =2 1E

W Windows Firewall with Advanc T L0
3 Inbound Rules
&% Outbound Rules
!"H Connection Security Rules

MobileServer_Service

] L~ b~ oosoos Dol (UTTD 1) D [ NP R S . p Y

Profile

Demai...

P

Enzbled

B Monit
b & ontenng .BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach...

. BranchCache Peer Discovery (W5D-In) BranchCache - Peer Discove...

All
All
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Click again on Inbound Rules — New Rule

File Action View Help
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I EY
WP Windows Firewall with Advancd i e L]
B3 Inbound Rules
Y Outbound Rules
% Connection Security Rules
b %L Monitoring

Profile
MobileServer_Service
.Bran:hCa:he Content Retrieval (HTTP-In)  BranchCache - Content Retr...
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach...

Enabled

Select radio button Program and click on Next

Rule Type
Select the type of firewall rule to create.

What type of rule would you like to create?

® Program
Rule that controls connections for a program.

O Port

Rule that controls connections for a TCP or UDP port.

O Predefined:

| BranchCache - Content Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

Activate This program path and click on Browse

Program
Specify the full program path and executable name of the program that this rule matches.

Does this rule apply to all programs or a specific program?

) All programs

Fule applies to all connections on the computer that match other rule properties.

@) This program path:

Example: c:\path\program exe

=

%:ProgramFiles %" browser'browser.exe
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T |L| <« Program Files (x86) » MobileServer

w G| | Search MobileServer

Organize *  New folder
LE Documents
.j. Downloads

MName

| Backup
L. Converter

h temp

S ¥ P I

Date modified

9/30/2015 2:02 AM
9/30/2015 2:02 AM
9/30/2015 2:03 AM

[ lali e AN

Type

File folder
File folder
File folder

P Y

|ig-, MobileServer.Tool

I

9/7/2015 3:28 AM

Application

P : h

=
@ uninst
LD Music
._EI Pictures
| B Videos

&, Local Disk (C:)

=
9/30/2015 2:03 AM

=
Application

5 DVD Drive (D) IR, [<]

| [>

File name: | MobileServer.Tool

v| Programs (*.exe) W

Click on Next

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
@ FRule Type
@ Program
@ Action ) All programs
@ Profile
L]

MName
(® This program path:

Open

Does this rule apply to all programs or a specific program?

Cancel

Fule applies to all connections on the computer that match other rule properties.

|1ngmm Files® {x86)\Mobile Server'Mobile Server Tool exe

Example: c:\path“program exe

%:ProgramFiles % \browser'\browser.exe
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Activate Allow the connection and click on Next

Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with |Psec as well as those are not

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection

Depend on the Network settings and policy activate the right settings for Domain or for Private and click on
Next

Profile
Specify the profiles for which this rule applies.

Steps:
Rule Type When does this rule apphy?

Program
Action [+ Domain
Profile Applies when a computer is connected to its corporate domain.

Name [] Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[] Public
Applies when a computer is connected to a public network location.
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Create Name for the rule and click on Finish.

Name

Specify the name and description of this nle.

Name:

MobileServer_Tools

Description {optional):

Now we have created two inbound rules, in the same way you can create rules for outbound rules.

File Action View Help
e« #nE 2

# Windows Firewall with Advance [T et LT
&3 Inbound Rules
&Y Outbound Rules
ru Connection Security Rules
p B Monitoring

Profile Enabled
Domai. Y

Domai...
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8.15. Update.SQL File

With the update.sql you can add or delete, or modify columns or values in an existing tables created with the
installation.

Content of update.sql
USE [MobileServer]

ALTER TABLE customer ALTER COLUMN zip varchar(10) NOT NULL;
GO

ALTER TABLE Customer ADD ftpHost varchar(255) NOT NULL DEFAULT '';
ALTER TABLE Customer ADD ftpPort INT NOT NULL DEFAULT ©;

ALTER TABLE Customer ADD ftpProxyHost varchar(255) NOT NULL DEFAULT '';
ALTER TABLE Customer ADD ftpProxyPort INT NOT NULL DEFAULT ©;

ALTER TABLE Customer ADD ftpUsername varchar(255) NOT NULL DEFAULT '';
ALTER TABLE Customer ADD ftpPassword varchar(255) NOT NULL DEFAULT '';
ALTER TABLE Customer ADD ftpDirectory varchar(255) NOT NULL DEFAULT '‘;
GO

ALTER TABLE CustomerRule ADD ftpHost varchar(255) NOT NULL DEFAULT '';
ALTER TABLE CustomerRule ADD ftpPort INT NOT NULL DEFAULT O;

ALTER TABLE CustomerRule ADD ftpProxyHost varchar(255) NOT NULL DEFAULT '';
ALTER TABLE CustomerRule ADD ftpProxyPort INT NOT NULL DEFAULT O;

ALTER TABLE CustomerRule ADD ftpUsername varchar(255) NOT NULL DEFAULT '';
ALTER TABLE CustomerRule ADD ftpPassword varchar(255) NOT NULL DEFAULT '';
ALTER TABLE CustomerRule ADD ftpDirectory varchar(255) NOT NULL DEFAULT '';
ALTER TABLE CustomerFile ADD isError BIT NULL;

GO

-- 1.5.1.0

ALTER TABLE Customer ADD useTranscription BIT NULL;

UPDATE Customer SET useTranscription = @ WHERE useTranscription IS NULL;
GO

-- 1.5.1.6 (Manager Module)

ALTER TABLE Customer ADD customerType INT NULL DEFAULT ©;

UPDATE Customer SET customerType = 1 WHERE customerType IS NULL;
ALTER TABLE Customer ADD nextPayment DATETIME NULL;

GO

-- 1.5.1.9

ALTER TABLE Customer ADD expireWarningSent [bit] NULL;

UPDATE Customer SET expireWarningSent = © WHERE expireWarningSent IS NULL;
ALTER TABLE Customer ADD billingSent [bit] NULL;

UPDATE Customer SET billingSent = © WHERE billingSent IS NULL;

ALTER TABLE Customer ADD providerCountry [varchar](255) NULL;

UPDATE Customer SET providerCountry = '' WHERE providerCountry IS NULL;
ALTER TABLE Customer ADD providerName [varchar](255) NULL;

UPDATE Customer SET providerName = '' WHERE providerName IS NULL;

ALTER TABLE Customer ADD deviceName [varchar](255) NULL;

UPDATE Customer SET deviceName = '' WHERE deviceName IS NULL;

ALTER TABLE Customer ADD blackBerryOsVersion [varchar](255) NULL;
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UPDATE Customer SET blackBerryOsVersion = '' WHERE blackBerryOsVersion IS NULL;
ALTER TABLE Customer ADD blackBerryLanguage [varchar](255) NULL;

UPDATE Customer SET blackBerrylLanguage = '' WHERE blackBerrylLanguage IS NULL;
ALTER TABLE Customer ADD apn [varchar](255) NULL;

UPDATE Customer SET apn = '' WHERE apn IS NULL;

ALTER TABLE Customer ADD besmode [varchar](255) NULL;

UPDATE Customer SET besmode = '' WHERE besmode IS NULL;

ALTER TABLE Customer ADD storageMode [varchar](255) NULL;

UPDATE Customer SET storageMode = '' WHERE storageMode IS NULL;

ALTER TABLE Customer ADD speechVersion [varchar](255) NULL;

UPDATE Customer SET speechVersion = '' WHERE speechVersion IS NULL;

GO

-- 2.0

ALTER TABLE Customer ADD isSpeechExecUser bit DEFAULT ©

ALTER TABLE Customer ADD speechExecUserFile VARCHAR(255) DEFAULT ''

UPDATE Customer SET isSpeechExecUser = © WHERE isSpeechExecUser IS NULL
UPDATE Customer Set speechExecUserFile = '' WHERE speechExecUserFile IS NULL
GO

-- 2.X Manager
CREATE TABLE [CustomerAction]

(
[customerActionId] [uniqueidentifier] NOT NULL PRIMARY KEY,
[customerId] [uniqueidentifier] NOT NULL,
[action] [int] NOT NULL,
[dateAction] [datetime] NULL
)5
GO

ALTER TABLE Customer ADD contractType VARCHAR(255) DEFAULT '';

UPDATE Customer SET contractType = '' WHERE contractType IS NULL;
ALTER TABLE Customer ADD activationCode VARCHAR(255) DEFAULT '';
UPDATE Customer SET activationCode = '' WHERE activationCode IS NULL;

ALTER TABLE Customer ADD currency VARCHAR(255) DEFAULT 'EUR';

UPDATE Customer SET currency = 'EUR' WHERE currency IS NULL;

ALTER TABLE Customer ADD amount DECIMAL(9,3) DEFAULT ©;

UPDATE Customer SET amount = @ WHERE amount IS NULL;

ALTER TABLE Customer ADD tax BIT DEFAULT ©;

UPDATE Customer SET tax = © WHERE tax IS NULL;

ALTER TABLE Customer ADD amountWithTax DECIMAL(9,3) DEFAULT ©;

UPDATE Customer SET amountWithTax = @ WHERE amountWithTax IS NULL;

ALTER TABLE Customer ADD lastPaymentDate DATETIME DEFAULT '2000-12-24';
UPDATE Customer SET lastPaymentDate = 2000-12-24 WHERE lastPaymentDate IS NULL;
ALTER TABLE Customer ADD lastPaymentAmount DECIMAL(9,3) DEFAULT O;

UPDATE Customer SET lastPaymentAmount = @ WHERE lastPaymentAmount IS NULL;
ALTER TABLE Customer ADD nextPaymentDate DATETIME DEFAULT '2000-12-24';
UPDATE Customer SET nextPaymentDate = 2000-12-24 WHERE nextPaymentDate IS NULL;
ALTER TABLE Customer ADD nextPaymentAmount DECIMAL(9,3) DEFAULT ©;

UPDATE Customer SET nextPaymentAmount = @ WHERE nextPaymentAmount IS NULL;
ALTER TABLE Customer ADD provisionCompany VARCHAR(255) DEFAULT '';

UPDATE Customer SET provisionCompany = '' WHERE provisionCompany IS NULL;
ALTER TABLE Customer ADD provisionName VARCHAR(255) DEFAULT '';

UPDATE Customer SET provisionName = '' WHERE provisionName IS NULL;

ALTER TABLE Customer ADD provisionAmount DECIMAL(9,3) DEFAULT 0;
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UPDATE Customer SET provisionAmount = © WHERE provisionAmount IS NULL;
ALTER TABLE Customer ADD creditFrom DATETIME DEFAULT '';

UPDATE Customer SET creditFrom = 2000-12-24 WHERE creditFrom IS NULL;
ALTER TABLE Customer ADD creditAmount DECIMAL(9,3) DEFAULT ©;

UPDATE Customer SET creditAmount = @ WHERE creditAmount IS NULL;
ALTER TABLE Customer ADD creditReason VARCHAR(255) DEFAULT '';

UPDATE Customer SET creditReason = '' WHERE creditReason IS NULL;
ALTER TABLE Customer ADD payInvCompany VARCHAR(255) DEFAULT '';
UPDATE Customer SET payInvCompany = '' WHERE payInvCompany IS NULL;
ALTER TABLE Customer ADD payInvName VARCHAR(255) DEFAULT '';

UPDATE Customer SET payInvName = '' WHERE payInvName IS NULL;

ALTER TABLE Customer ADD payInvAddress VARCHAR(255) DEFAULT '';
UPDATE Customer SET payInvAddress = '' WHERE payInvAddress IS NULL;
ALTER TABLE Customer ADD payInvMail VARCHAR(255) DEFAULT '';

UPDATE Customer SET payInvMail = '' WHERE payInvMail IS NULL;

ALTER TABLE Customer ADD payInvCountry VARCHAR(255) DEFAULT '';
UPDATE Customer SET payInvCountry = '' WHERE payInvCountry IS NULL;
ALTER TABLE Customer ADD payInvSalesTax VARCHAR(255) DEFAULT '';
UPDATE Customer SET payInvSalesTax = '' WHERE payInvSalesTax IS NULL;
ALTER TABLE Customer ADD payCCCompany VARCHAR(255) DEFAULT '';

UPDATE Customer SET payCCCompany = '' WHERE payCCCompany IS NULL;
ALTER TABLE Customer ADD payCCOwner VARCHAR(255) DEFAULT '';

UPDATE Customer SET payCCOwner = '' WHERE payCCOwner IS NULL;

ALTER TABLE Customer ADD payCCSecCode VARCHAR(255) DEFAULT '';

UPDATE Customer SET payCCSecCode = '' WHERE payCCSecCode IS NULL;
ALTER TABLE Customer ADD payCCExpDateMonth INT DEFAULT ©;

UPDATE Customer SET payCCExpDateMonth = 12 WHERE payCCExpDateMonth IS NULL;
ALTER TABLE Customer ADD payCCExpDateYear INT DEFAULT ©;

UPDATE Customer SET payCCExpDateYear = 2000 WHERE payCCExpDateYear IS NULL;
ALTER TABLE Customer ADD payPalEmail VARCHAR(255) DEFAULT '';

UPDATE Customer SET payPalEmail = '' WHERE payPalEmail IS NULL;
ALTER TABLE Customer ADD comment TEXT DEFAULT '';

UPDATE Customer SET comment = '' WHERE comment IS NULL;

GO

-- 2.1 iphone version
ALTER TABLE customer ALTER COLUMN berryDeviceId varchar(150) NOT NULL;
GO

-- 2.1 iphone version - bugfix for 2.1.8
ALTER TABLE customer ALTER COLUMN customerNo varchar(150) NOT NULL;
GO

-- 2.1.09 possibility to switch off backup
ALTER TABLE Customer ADD keepBackup bit NOT NULL DEFAULT 1;
GO

-- 2.1.11 error email notification

ALTER TABLE Customer ADD decryptErrorEmail int NOT NULL DEFAULT 1;
ALTER TABLE Customer ADD convertErrorEmail int NOT NULL DEFAULT 1;
GO

-- 2.1.13 dispatch error email notification
ALTER TABLE Customer ADD dispatchErrorEmail int NOT NULL DEFAULT 1;
GO
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-- 2.1.15 destination platform (windows = 1 or mac = 2)
ALTER TABLE Customer ADD destPlatform int NOT NULL DEFAULT 1;

GO

-- 2.1.16 Apple's UDID denial
ALTER TABLE Customer ADD oldDeviceld varchar(150) NULL;

GO

-- 2.6 SFTP

ALTER TABLE Customer ADD ftpSftp bit NOT NULL DEFAULT ©;
ALTER TABLE Customer ADD emaillLock bit NOT NULL DEFAULT ©;
ALTER TABLE CustomerRule ADD ftpSftp bit NOT NULL DEFAULT ©;

GO
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