SPEECHEXEC MOBILE SERVER

VERSION 2.5.1

Technical Documentation
Advanced Configuration

For Certified MDC Partners and Support technicians

PHILIPS









Table of Contents

1.1.
1.2.
1.3.
1.3.1.
1.3.1.1.
1.3.1.2.
1.3.1.3.
1.3.2.
1.3.2.1.

5.1
5.2.
5.3.
5.4.
5.5.
5.6.

6.1.
6.2.

7.1.
7.2.
7.2.1.
7.2.1.1.
7.2.2.
7.3.
7.3.1.
7.3.1.1.
7.3.1.2.
7.3.1.3.
7.3.1.4.
7.3.1.5.
7.3.1.6.
7.3.1.7.
7.3.1.8.
7.3.1.9.
7.3.2.
7.3.2.1.
7.3.2.2.
7.3.3.
7.3.4.
7.3.5.
7.3.6.

Installation and CoNfIQUIAtION .........uuuiiiiee i e e s e e e e e s e 6
gL 0T [0 Tox i o] o P PP PP RRRP 6
COMPONENES OVEIVIEW .....etiiiitiiee ittt ettt ettt e ettt e st et e e st et e e s bbbt e e s asbb e e e s nbe e e e s nbe e e e s annneeas 6
Installation, Planning and REQUINEMENLS .........ccoiiiiiiiiiiiiieiiiiiee et 8
Clients fOr MODIIE DEVICE ........uueiiiiiieie ittt e e e e e e e e e st b e eaaaeeeanns 8
SpeechExec Dictation Recorder for ANdroid .............eevveeiiiiiiiiieece e 8
SpeechExec Dictation Recorder for BIACKBEITY .........ciiieiiiiiiiiieee i e s eee e e 8
SpeechExec Dictation-Recorder for iPhONE ............evvviiiiiiiicece e 9
MODIlESErVEr REQUIFEIMENTS. .. .ciiie i it iciieiie e e e e e st e e e e e e s st e e e e s e seba e e e e e e s e snnnbnrneeeaeeaeannns 10
LV =T 0 T= oY =] SRR 10
Before you install ChECKIIST.........uiiii e s 10
Mobile Server — INStallation PrOCESS.....uuuuiuiiiiiiiiiiiiieieieiereieieererere .. 12
Webserver - CoONfigUration..........coovviiiiiiiiii e 15
Installation of the Upload SCHPL .......ccoiiiiiiiiii e 15
(D o = 1A ToY g I o] I OLe T o} { o 10 1= L1 Ko o S 17
Y o | o] o @4 = o | PSRRI 17
BlackBerry OS10 Z10 CHENT ....ccoiuiiiiiiiiiie ettt e e e e e s ennneees 18
BlackBerry OS7 9860 ClENL .........uuuuuuiiieiiiuiuieiuieieieieieieierererererereeree—————————————————————. 19
IPRONE CHENT ...t e e s et e e e e e e s et e e e e e e e e s e nnbreeeeeeeas 20
Check the ConfigUIatioN........ccooiiie e 22
XML FlE STIUCTUIE ...ttt e e e e et b e e e e e e s e e snnbreeeeeeeas 23
Mobile Server CoNfIQUIALION .........iiiiiiiii e 26
Create LICENSE FEOUEST ......cii ittt ettt e e ettt e s s bt e e e e nbe e e e e e 26
Check the Database CONNECHON .........ooiuuiiiiieee e e e e e eenneereeeees 28
SEUUP OPLIONS Lo ————————— 29
=T Vo7 SR 29
L6 L] PP PP PUPPPTPPTR 29
PN (o U 7= gV 1= = o = - SRR 29
g oTod g =T a1 A=Y= 1 1] o 1= 31
Add User KeYWOrd ROULING ........cooviiiiiiiiicieee ettt ettt 32
SIS e e ——————————————— 33
Yo TP P PP OPOPPTPPRPPP 33
Dictation ROOE FOIAT ...ttt e e e e s e bbb e e e e e e e e aaes 33
ConVersion TEMP FOIAET ... 34
AAMINISTrAtOr E-Mall.........eveiiiiiiiiie e e e e s e e e e e e e 34
SEIVICE E-Malil ...t e e s e e e e e e e e e e a e arraaees 34
MaxX AHACHMENT SIZE ... e e s e e e e e s e annre e e eeeeeeeaanns 34
ReWINA SPIE DICIALION .....eeiiiiiiiee ittt et e s e e s nbe e e e s enneeeas 34
MBAX LOGFIE SIZE ....eeeiiiiiiiee ettt et e s s 34
0 ) (= 7 1 RSO EER 34
HEAITN SCANNET ...t e ettt e e e e e s bbb e ee e e e e e aans 35
INCOMING DICLALIONS ....cie ittt ettt e e e e e e st e e e e e e e e snnbebbeeaaaeeeanns 35
Incoming DictationS WED ROOT.............uuiiiiiiie et 35
INCOMING DICtatioNS FTP SEIVEL ...ttt e e 36
E-MAIT SEIVET ...ttt e e e e ettt e e e e e e st b be e e e e e e e e anns 39
(0] 1= = 40
ST g o] gl F=TaTo | 1o T R PRSP PPT 41

S oYl o= oSSR 42



7.3.6.1.
7.3.6.2.
7.3.6.3.
7.3.6.4.
7.3.7.
7.3.7.1.
7.3.7.2.
7.3.7.3.
7.3.7.4.
7.3.7.5.
7.3.7.6.
7.3.8.
7.4.
7.5.

8.1.
8.2.
8.3.
8.4.
8.5.
8.6.
8.7.
8.7.1.
8.7.1.1.
8.7.1.2.
8.7.2.
8.8.
8.8.1.
8.8.1.1.
8.8.1.2.
8.8.2.
8.9.
8.9.1.
8.9.2.
8.10.
8.11.
8.11.1.
8.12.
8.12.1.
8.13.
8.14.

DY | =T o =T = o) o PSR TPPR 43
AUtOMALtIC USEr INTEGIAtION.......cii it ce e e e e e s e s e e e e s s r e e e e e e e s annnraees 44
[Tt = 1o T A= 1 11T SRR 46
SpeechExec Enterprise CONfIQUIAtIoN ...........cuueieiiiiiieiiiie et 47
E-Malil TEMPIALES ...coiiiiiee et et e s e e s e s snnee s 49
NOIfICAtioN RECEIVEA ...t e e e e e e e e e e e enns 49
NOIfICAtioN DEIVEIEA ... e e e e e e e e e e e e e anns 50
Yot oo 10T o1 A [ g F= Tox 1Y P PPERPRPP 50
(D L=Tol Y o1 To] oI =11 (o] GO T PP TP TPPPPPPP 51
(00) 0\ V=T (= o] o I =1y o T S PSSR TPPP 51
1S o = (o] T = o] SR SSERR 51
Create OWN TEMPIALE ....cciee i e e e e e e e e e s e st r e e e e e e s e annrraneeeaes 53
] = L1 1o PSPPI 54
SHAIUS PaAg ..t 55
F Y o] o1 1 ) PO TP PP PP PPPPPPPPPPPPT 57
Update Procedure from 2.1.09 10 2.1.07 ....cocuuiiiiiiiiiee ittt 57
Update Procedure from 2.1.17 10 2.2.0....cciiuiiiiiiiiiiee ittt 57
Update Procedure from 2.2.0 10 2.3.0.....eiiiiiiiiieiiiiiee ettt 57
(oo T ][ S PP PO PP OPUPPTPP 58
0ol (o =T I STox o] o A= o) QPO PO PP PUPPPTPP 59
8ol (o T=To ISTox o] o1 o] o] o FO T PO PP PP TPUPPPTPP 61
Installation .NET ENVIFONMENT ..ottt e e e e e 64
Windows Server 2012 Installation .NET .........ouiiiiiiiiiii e 64
Installing .NET 3.5 Framework with POwerShell.............ccccuvviiiiiiiiiiiiiiiiieieieieieieeieennennnnn 64
Installing .NET 3.5 Framework with Server Manager GUI ............cccccvvvvvivivivinininiiinieininnnn, 66
Windows Server 2008 R2 INStallation .NET ........ccoiiiiiiiiiiieee e 67
Installation of Desktop Experience Feature on WIiNAOWS SErVer........cccccveeeveiiciiiieeeeeennennns 70
Microsoft WINAOWS SErver 2012 ..........uuiiiiiieiiiiiiiieie e e e e e ettt e e e e s st e e e e e s e snnenreeeaaeeenanes 70
Installing Desktop Experience using POWerShell ..., 70
Installing Desktop Experience using Server Manager GUI..........ccccceviiiiiiiniienenniieee e, 72
Microsoft WindOWS Server 2008 ............oeuieieeeiiiiiiiiiieee e e ieiieiieeee e e e s sssieteeeeeeesssnnrnreeeeeesseannns 77
INSTAAtION WED SEIVET ... ..ttt e e e e e e e e e st eeeeeeeenanns 80
Windows Server 2012 [IS Web Server Installation ... 80
Windows Server 2008 R2 1IS Web Server Installation ............cooocvieiieieiiiiiiiiieiceeeiii 86
Connection with external MSSQL 2008 SEIVEN .....cccooieieie et 91
Create Database Backup with MSSQL TOOIS ......cccooiiiiiiii i, 98
(1= 1rS IS Tod = To (] C=To I == od (U o 99
Create Database Backup with external TOOIS..........cccooieiiiiiiii i, 104
ConNECct With DAtabase ..o a s 104
WED.CONFIG FIE ... 107
Firewall settings for FTP CONNECHIONS ........ciiuiiiiiiiiie ettt 108



SPEECH
PROCESSING
SOLUTIONS

1. Installation and Configuration

1.1. Introduction

Congratulations for purchasing a Philips SpeechExec Mobile Solution. By using the following
components it is possible to integrate your Mobile Device with Philips Dictation Recorder, used as a
dictation machine, into your SpeechExec Workflow.

1.2. Components Overview

Dictations are recorded on the mobile device and
send to the webserver

SpeechExec for Mobile Devices

Webserver —

Receives dictations
A PHP or ASPX script receives the dictation send
by the Mobile Device, checks the successful
transmission and save the dictation in a directory.

SpeechExec Mobile Server

Receive — the MobileServer collects the dictations
by using a UNC path and/or FTP

Processing — it assembles dictation parts and

or DSS.

Delivery — finally, it delivers dictations to the
receiver by using UNC path, E-Mail or FTP

converts them into the preferred format WAV, MP3

SpeechExec Enterprise

Within the SpeechExec Workflow dictation will
be written by the transcribers.

Mobile Server ver. 2.5.1

Technical Documentation and Advanced Configuration

SpeechExec Client Software — this software turns
your mobile device into a professional dictation
machine. It is possible to record dictations, rewind,
insert or manage recorded dictations on the device.
Dictations are sent via TCP to a receiver, i.e. the
webserver.

A previously on the webserver installed PHP or
ASPX script receive dictations from the mobile
devices, checks if the transmission was successful
and save the dictations in a directory. All the
incoming dictations are temporarily buffered on the
webserver.

The SpeechExec Mobile Server takes care of the
management of the user data since every Mobile
devices corresponds to the serial number is
assigned to a specific user. It picks up the
dictations, which should be processed from the
temporary file of the web server. It accesses the file
by using an UNC path or FTP. Additionally, it
converts the temporarily used AMR format into a
common format like MP3, WAV, DSS and sends it
to the SpeechExec workflow via UNC path, FTP or
e-mail to the user.

SpeechExec Enterprise Software — Dictations are
written and deployed further respectively within the
SpeechExec workflow.

Page 6
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SpeechLive

Send to SpeechLive/Transcription service Direct connection to the system

SpeechLive Transcription senice

&

Send to Dictation Hub

Dictation Hub

SpeechExec Pra Software
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) Connection via FTR/E-Mail ! |
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Dictation recorder
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E-Mail
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1.3. Installation, Planning and Requirements

The installation of SpeechExec Mobile Server is easy to manage. However, certain components
have to be adjusted. Especially in companies using strict safety directives the installation should be
made by an experienced administrator who knows how to handle web server settings, setup firewall,
setup BlackBerry Enterprise Server (only if BlackBerry is in use), FTP Server, MSSQL Database and
manage Windows Server Systems.

1.3.1. Clients for Mobile Device
1.3.1.1. SpeechExec Dictation Recorder for Android

Philips Dictation Recorder
Speech Processing Solutions GmbH - 10 January 2013
Productivity

PHILIPS *HRT (222

Speech Processing Solutions have tested and released version 2.9.11 on the devices with
Android version 4.2.

1.3.1.2. SpeechExec Dictation Recorder for BlackBerry

Philips Dictation Recorder

By Speech Processing Solutions GmbH FREE
VWrite a review

Capture your thoughts on the move with Philips Dictation Recorder for BlackBerry®.

Supported and tested devices:

SpeechExec for BlackBerry 1.5.0.014

Blackberry 8310, Curve, operating system version: 4.5.0.55
Blackberry 8110, Pearl, operating system version: 4.5.0.55
Blackberry 8100, Pearl, operating system version: 4.5.0.55
Blackberry 8800, operating system version: 4.5.0.174

SpeechExec for BlackBerry 2.0.0.26

Blackberry 8220, Flip, operating system version: 4.6.0.165
Blackberry 8900, Curve, operating system version: 5.0.0.592
Blackberry 8520, Curve, operating system version: 5.0.0.1036
Blackberry 9000, Bold, operating system version: 5.0.0.822
Blackberry 9700, Bold 2, operating system version: 5.0.0.423

SpeechExec for BlackBerry 2.0.0.31

Blackberry 9700, Bold 2, operating system version: 6.0.0.448
Blackberry 9780, Bold, operating system version: 6.0.0.294
SpeechExec for BlackBerry 2.0.0.38

Mobile Server ver. 2.5.1 Page 8
Technical Documentation and Advanced Configuration


http://www.dictation.philips.com/index.php?id=66&type=0&jumpurl=fileadmin%2FSupport%2Fsoftware%2Fmobiledevices%2Fblackberry%2Fversion_1_5%2Ffinal%2Fblackberry_swf_1.5.0.014.zip
http://www.dictation.philips.com/index.php?id=66&type=0&jumpurl=fileadmin%2FSupport%2Fsoftware%2Fmobiledevices%2Fblackberry%2Fversion_2_0%2Ffinal%2Fblackberry_swf_2.0.0.26.zip
http://www.dictation.philips.com/index.php?id=66&type=0&jumpurl=fileadmin%2FSupport%2Fsoftware%2Fmobiledevices%2Fblackberry%2Fversion_2_0%2Ffinal%2Fblackberry_swf_2.0.0.31.zip
https://play.google.com/store/apps/details?id=com.speech
http://appworld.blackberry.com/webstore/content/17842036/
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Blackberry 9900, Bold, operating system version: 7.0.0.100
Blackberry 9900, Bold, operating system version: 7.1.0.1046
Blackberry 9720, Samoa, operating system version: 7.1.0.714
Blackberry 9360, Curve, operating system version: 7.0.0.244

SpeechExec for BlackBerry 2.0.14.31
Blackberry 9800, Torch, operating system version: 6.0.0.337

SpeechExec for BlackBerry 2.0.14.39
Blackberry 9810, Torch, operating system version: 7.0.0.261
Blackberry 9860, Torch, operating system version: 7.0.0.353

SpeechExec for BlackBerry 2.0.3.17
Blackberry 9500, Storm, operating system version: 5.0.0.484
Blackberry 9520, Storm 2, operating system version: 5.0.0.497

Dictation Recorder version 1.0.3.0
BlackBerry Z10 operating system 10.X

1.3.1.3. SpeechExec Dictation-Recorder for iPhone

Philips Dictation Recorder

By Speech Processing Solutions GmbH
Open iTunes to buy and download apps.

Description

Capture your thoughts on the move with Philips Dictation Recorder

Philips Di n Recorder for iPhone presents a new dimension to

Speech Processing Solutions GmbH Web Site » Philips Dictation Recorder
Supportt Application License Agreement b

PHILIPS
Speech Processing Solutions have tested and released version 3.9.08 on the following devices:

Supported Devices:
iPhone

iPad

iPod touch

Operating Systems
i0S 9.0

Mobile Server ver. 2.5.1 Page 9
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1.3.2. MobileServer Requirements

Processor: Pentium 1,7GHz or equivalent

RAM Memory: 1GB or higher

Server Operating System: Microsoft Server 2008 32/64Bit
Microsoft Server 2008R2 64Bit
Microsoft Server 2012

Microsoft .NET Framework 3.5

Microsoft Desktop Experience

Optional MSSQL Database — if not available, SQL Server 2014 Express installation will be provided
during MobileServer installation.

Microsoft SQL Server 2008 Express
Microsoft SQL Server 2008
Microsoft SQL Server 2008R2

Harddrive: 3GB for SQL Express Server

700MB for .NET Framework 3.5

5GB or more for Dictation Files
Microsoft Small Business Server versions are not supported due to their already heavily taxed
functionality

1.3.2.1. Webserver

Microsoft Internet Information Server version 6.0 or newly with ASPX Support
Apache Webserver version 2.0.64, 2.2.23, 2.4.3 or newly with PHP Support

2.  Before you install checklist
Check these conditions before beginning the installation procedure:

1. If necessary, install the .NET Environment
for Windows Server 2012 — see Chapter 8.10.1
for Windows Server 2008 — see Chapter 8.10.2

2. If necessary, install the Desktop Experiences Feature
for Windows Server 2012 — see Chapter 8.11.1
for Windows Server 2008 — see Chapter 8.11.2

3. If necessary, install the IIS Webserver
for Windows Server 2012 — see Chapter 8.12.1
for Windows Server 2008 — see Chapter 8.12.2

4. If you use external Web Server from Hosting Company, please check and prepare a FTP
Account for the Account

5. Download and save the Mobile Server Software from the www.dictation.philips.com

Note:

Creation and preparation of the target Server is the
responsibility of the customer’s IT department.

Mobile Server ver. 2.5.1 Page 10
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3.  Mobile Server — Installation process

The incoming dictations can be found in the dictation folder of the web server. The SpeechExec
Mobile server automatically receives the dictations, converts them into the target format and sends
them to the SpeechExec Workflow. Additionally, single users are managed and the system control is
configured.

Download the latest version of the MobileServer software and run this with Administrator rights.
Double-click on mobileserver_sww_2.5.1.exe

The .NET 4.0 is required for the full installation.
Click OK.

Philips SpeechExec Mobile Server Setup -

0 MET 4.0 framework found. Preceeding with MobileServer installation,

=

.NET4.0 Installation is running

Click Next
Philips SpeechExec Mobile Server Setup EE

Welcome to the Philips SpeechExec
Mobile Server Setup Wizard

This wizard will guide you through the installation of Philips
SpeechExec Mobile Server

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Mext to continue.

Next}\,\d§ | Cancel

Mobile Server ver. 2.5.1 Page 12
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Accept the terms of the License Agreement and click Next

License Agreement
Flease review the license terms before instaling Philips SpeechExec Mobile Server

Press Page Down to see the rest of the agreement.

SOFTWARE EMD-USER LICEMSE AGREEMENT [
PHILIPS SPEECH PROCESSING SOFTWARE

IMPORTAMT - READ CAREFULLY

Before installing this software please read the following terms and conditions carefully.
This Software End-User License Agreement ("License Agreement”) is a binding
agreement between you (either an individual or @ company or other legal entity), the
end-iser. and Philins Sneech Processinn MPhilins™ renardinn 1se of the snftware

o

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Philips SpeechExec Mobile Server Click Mext to continue.

(®) I accept the terms of the License Agreement
() 1 do not accept the terms of the License Agreement

Mullsoft Inskall Svwskem v, 46

| <Back | Mext

You can choose the installation path or keep the preselected destination path and click on Next.
Predefined path is C:\Program Files (x86)\MobileServer

Choose Install Location 5
Choose the folder in which to install Philips SpeechExec Mobile Server ‘J

Setup will install Philips SpeechExec Maobile Server in the following folder. To install in a
different folder, dick Browse and select another folder. Click Mext to continue.

Destination Folder

| C:\Program Files (x88) \MobileServer]|

Space reguired: 36, 7MB
Space available: 91, 1GB

Mullsoft Inskall Sywskem w2, 46

Mobile Server ver. 2.5.1 Page 13
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Activate — Yes, install Microsoft SQL Server 2008 R2 Express and click Install.

Philips SpeechExec Mabile Server Setup [= [o [

SQL installation

F
Required information to install SQL Express ¢

Do you want to install Microsoft SQL Server 2014 Express Edition? If not, you can setup the
connection data within the Application!

Yes, install Microsoft SQL Server 2014 Express

| < Back ” Install | | Cancel

Installation process is running in the background
Microsoft SOL Server 2014 Express with Tools SP2 -

Preparing: C:\Program Files (x86)\MobileServer\temp\SQLEXPRWT _x8...\JETTODB 2. XML

Cancel

Click Finish to proceed to the MobileServer Configuration Tool.

(e Philips SpeechExec Mobile Server Setup =88] X

Completing the Philips SpeechExec
Mobile Server Setup Wizard

Philips SpeechExec Mobile Server has been installed on
your computer,

Click Finish to dose this wizard.

Run Philips SpeechExec Mobile Server

Mobile Server ver. 2.5.1
Technical Documentation and Advanced Configuration
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4.  Webserver - configuration

Dictation receiving (webserver) and dictation processing (SpeechExec Mobile Server) are two
independent modules and can therefore be installed and tested independently.
For the first step — receive dictation from mobile devices — we need prepare our webserver.

4.1. Installation of the Upload Script

There are two script files (upload.php, upload.aspx) in the installation directory of the Mobile Server.
The PHP script can be used with every current web server on which you can install and run PHP5.
The ASPX file is specifically made for the Microsoft Internet Information Server (11S).

= | B [
@l\_/l'| ' C:\Program Files (x86)\MobileServe vJ +y | Search MobileServer 2 '
Organize = 7 Open Include in library = Share with = Burn Mew folder =~ [ .@.
. ks
. Microsoft.NET *  Name Date modified Type Size 0
- MobileServer || SpeechExecTools.Settings.dll 28.04.2010 16:20 Application extens... 201
- Backup £ testdictation.wav 16.05.2011 15:54 VLC media file (... 954 |
. Converter (& uninst.exe 05.02.2013 09:16 Application 3221
/ temp | uninstall_service.bat 23.05.2008 19:49 Windows Batch File 11
. mp3DirectCut = yndate sal 270820121035 Llicroeoft SOl Ser... 81
. M5Build | upload.aspx 11.04.2012 16:26 ASPX File 4 ||" |
. Metwork Notepad |#] upload.php 07.05.201215:13 PHP File 5=
. MVIDIA Corporation - A T | 3

For a new installation, you can create two folders in your web-root directory. In our example we
create a folder mobileserver_upload and dictations, but you can name the folder they you would
like it.

e /mobileserver_upload/ — copy the upload.php or upload.aspx script into the directory. If you
configure the web server, the data files in the directory should be visible to the user and allow
the PHP script or ASPX respectively to be run.

e /mobileserver_upload/dictations/ — this is the folder where the incoming dictations are
saved. Make sure that all services of the web server components have access to the directory
and have permission to save data within the directory. The access to the dictation file via web
browser should generally be restricted. Thus, there is a strict separation between the active
web components and the actual memory.

Edit the corresponding script file as follows:
Upload.php

S destination, where the files get copied to
define DESTIMATION', dirnamed_FILE_ ) . 'EEiSESERE

/*Fill in the user name and password that correspond to the data used for the
mobile device client:*/

define('USERNAME', 'test');

define('PASSWORD', 'test');

/* Enter the target path you would like to use to store the dictations: */
define('DESTINATION', '/dictations/');

/* If you expect script problems, you can allow the error to be displayed (true/false)*/
define('SHOW_SCRIPT_ERRORS', false);

Mobile Server ver. 2.5.1 Page 15
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Upload.aspx

<%-- Fill in the user name and password that correspond tot he data used for the
mobile device client:--%>

const string USERNAME = "test";

const string PASSWORD = "test";

<%-- Enter the target path you would like to use to store the dictations:

(please use two backslashes in your path instead of one; e.g.: C:\\DictationRoot\\Dictations):

--06>

const string DESTINATION ="C:\\dictations";

Check the script — open the URL of the script file by using the Internet Explorer or other Webbrowser
from another computer inside the network

For Apache/PHP

http://SERVER IP ADDRESS/speechexec/upload.php

For Microsoft IIS/ASPX

http://SERVER IP ADDRESS/speechexec/upload.aspx

It should appear a web form. If this is not the case, the script lacks appropriate permissions or PHP
or ASPX is not installed correctly.

Fill in user name (test) and password (test) which you have previously defined in upload.php or
upload.aspx and choose a supported audio file.

[ Upload x
€« = C [iserver-url /mobileserver_upload/upload.php
Username: // login-data
I:IE'F'IHEE'LISERM#ME', 'tESt'g;
Paszsword: definef( PASSWORD', ‘test :
File: Choose File | Mo file chosen| ereated in ll|3|ﬂﬂd+|3h|3
Upload! | or upload. aspx

The following information could occur:
Codel: 152d03c64d536a361edbeB3fa334359c282dckeT

Code0 = No Error

Codel = Invalid username or password

Code2 = Filetype not allowed. Allowed file type is define in upload.php or upload.aspx
Code3 = Unexpected error, check given message

You now have the upload script successfully installed and can now setup the mobile device
components.

Mobile Server ver. 2.5.1 Page 16
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Please install Philips Dictation Recorder on your Mobile Device and configure a connection with the

Mobile Server.

5.1. Android Client

Tap the Settings green square

and tap Forwarding

Philips dictation re

Tap Mobile Server Settings

Forwarding

Dictate Recordings E-Mail Ho
File settings SpeechLive
| &} Forwarding | l Moblle Server Settings
& Security Dictation Hub
ﬁ More Workflow
?  heb
'| About

tap on MobileServer 3 and
rename it. Tap on Username,
Password and URL and set
the connection parameter as
already previously set

Mobile Server

MobileServer 3

Username
—
Password
u }f_—b
URL webserver
-—

Choase File | No file chosen

Mobile Server ver. 2.5.1

Tap one of the red corner and
following Send DevicelD. Send
the DevicelD to your MDC
Dealer or system administrator

Mobile Server

Remove

MobileServer Bliro |ESp W PRV 5}

Username

peter

Password

URL
http://192.168.198/mabileserver_upload/upload. php

Technical Documentation and Advanced Configuration

Tap the red corner icon and
select Add

Name: MobileServer

Name: MobileServer za

To configure the MobileServer
send the DevicelD to
administrator

{  Compose >
peter. @gmail.com p
DevicelD

DevicelD:359544059346274

4

qweort
asdfgh |k

&+ y xcvhbnmae

n23 @ & . Done
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5.2. BlackBerry OS10 Z10 Client

Tap red corner Tap Settings

Untitled 00:00:00 00:00:00 Untitled

[2 edit
@ Send

f.‘ Priority
Q‘ Settings

A 2 C W

Dictate Priority Dictate

e
|l Delete

Setup Username, Password
and URL. Tap on Mobile
Server to select one from
available Mobile Servers.

Tap Send DevicelD

Tap Mobile Server

Delivery Mobile Server Settings

SpeechExec Dictation Hub Servar HEmE
Deactivated
Lsprnama

Mobile Server
Mob 3

UAL

Mobile Server ver. 2.5.1
Technical Documentation and Advanced Configuration
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Tap Delivery

Settings

File
Configuration

Delivery

Security
Enabled

To configure the MobileServer
send the DevicelD to
administrator

Cancel Compose Send

Testnet v

To MobileServer Administrator+

Cec +

DevicelD 0

DevicelD: 24dcadc7

» N

Format  Importance More

Page 18



5.3.

Click red corner and select
Settings

Philips SpeechExec for BlackBerry®
00:00/ 0000

Add Photo
Settings

h Application

PHILIPS

Enter Mobile Server URL and
click OK. You can use only
one Mobile Server

Mobile Server ver. 2.5.1

BlackBerry OS7 9860 Client

Select Connection Settings

View / Handling

Key Settings
Meta Data
Extended Options
About

Complete the data, click on
red corner and select Save

Technical Documentation and Advanced Configuration
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Enter the Server URL, User
name and Password

Connection Settings

Settinas s
Connection Settings

BES Mode
No
Use WLAN
User
Password

To configure the MobileServer
send the Device PIN to
administrator via E-Mail.

Select Setup/
Options/Device/Device and
select Status Information.
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tus Information

Connection Settings Connection Settings 3
BES Mode BES Maode Metwork Information
Signal: -40 dBm

URL Use WLAN
http:// ERVERURL/FOLDER/
il UPLOAD.PHP

PIN: 21000004

IMEI 123456.78.364813.8

Changes made! Wi-Fi Information

Save

Switch

Application Capy Full Menu

Device Information

QWERTYWU I O
Battery: 100 %

D! TR G IR B I Free Memory: 52432544 Bytes

X CVBNM,

5.4. iPhone Client

Tap red corner Tap Settings Tap Forwarding
Locked SIM = 12:34 12:58

| PHILIPS

Settings

john.paul. 00:32 | 00:32 Audio Settings

%%ﬂ% john.paul. 0:32
12.11.2013 12:34 697,1 KB Q

Forwarding

Security

More

08 Eee.

Help

About

C

0o

Settings

Recordings

Tap green corner to select
Mobile Server. Tap red corner
and Setup User Name, To configure the MobileServer
Password, Email and Server-  send the IDID to administrator
URL. Tap green corner to
Send DevicelD

Tap Server Information

Mobile Server ver. 2.5.1 Page 20
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hF= 1
Sattings Forwarding Forwariing Sarver Information Cancel Philips Dictation Recor...
Mabile Server Settings Select Server o: MobileServer Administrator
Sarvar Information Mabile Server 2
Philips Dictation Hub Settings Mabile Server Settings )
: Subject: Philips Dictation Recorder Mo...
Dictation Hub [On) Uszer Name Philip

Please add this device id to the
Password LI ITT] Philips Mobile Server: 73C20ED1-
971B-49CE-97EF-037340FAF419

SpeechDrive Settings

Email john,

Please note:
URL For correct routing of audio files
HTTP Server within your company network, Philips
Send UDID I Dictation Recorder app will send the
Warkilaw . : UDID of your device together with
s e men e o audio files to the SpeechExec
Workdflow it vrvawe dictalion. shili ; Mobileserver software. Neither Philips
nor any other third party will have
access to this information at any

time. In order to secure your personal
data during data transmission

HTTP Server Settings

Mobile Server ver. 2.5.1 Page 21
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5.5. Check the Configuration

Connect to WebServer via FTP and open the mobileserver_upload folder — you see only the
upload.aspx or upload.php scripts and folder dictations.

Server: | fweb/mobileserver_upload

(=0 R mobileserver_upload

P b ., dictations
- 2 mobileserverupload

- 8 New folder

Dateiname DateigréBe Dateityp Zuletrt gedndert Berechtigu...
. dictations Dateiordner 30.09.201513:3518 0777

@ upload.aspx I9KE ASPK-Datei 11.05.201515:40:28 0777

|# upload.php 47KE PHP-Datei 18.09.2015 16:15:15 0777

Open the dictations folder and you see the files upload via web form or send from the dictation app

Server: | fweb/mobileserver_upload/dictations
= |, mobileserver_upload
te. | dictations
Dateiname : DateigriBe Dateityp Zuletzt gedndert Berechtigu...
|| steind42135--21-09-2015-14-55-08. wav.partl 11 MB PART1-Datei  30.09.201515:39:42 0644
|| steindd2135--21-09-2015-14-55-08.wav.part2 11 MB PART2-Datei  30.09.201515:39:42 0644
|| steindd2135--21-09-2015-14-55-08.wav.part3 11 MB PART3-Datei  30.09.201515:39:42 (0644

Mobile Server ver. 2.5.1 Page 22
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5.6. XML File structure

XML file structure receive from BlackBerry mobile device
<?xml version="1.0" encoding="UTF-8"?>
<SpeechExecDictation version="1.0.3.0">
<apn></apn>
<audioformat>WAV</audioformat>
<author>John</author>
<besmode>no</besmode>
<blackberrylanguage>en_US</blackberrylanguage>
<blackberryosversion>10.2.0.1791</blackberryosversion>
<category></category>
<comment></comment>
<companyname></companyname>
<country></country>
<creationdate>2013-10-31T15:40:26</creationdate>
<deviceid>24dca4dc7</deviceid>
<devicename>RIM BlackBerry Device Z10 (STL100-2)</devicename>
<encrypted>true</encrypted>
<fileindex>0</fileindex>
<filenumber>untitled</filenumber>
<firstname></firstname>
<format>WAV</format>
<priority>false</priority>
<providercountry></providercountry>
<providername></providername>
<shalHash>0d17fd97f67bb57ff4a373a84d4f71658ch592f3</shalHash>
<storagemode></storagemode>
<surname></surname>
<uploadchunkcount>0</uploadchunkcount>
<uploadchunksize>0</uploadchunksize>
<uploadchunkssuccess>0</uploadchunkssuccess>
<worktype></worktype>
</SpeechExecDictation>

Mobile Server ver. 2.5.1
Technical Documentation and Advanced Configuration
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XML file structure receive from Android mobile device

<?xml version="1.0' encoding="UTF-8' standalone="'yes' ?>
<SpeechExecDictation version="v2.7.01">
<format>AMR</format>
<creationdate>2015-09-21T14:55:08</creationdate>
<comment></comment>
<category></category>
<worktype></worktype>
<author></author>
<customl></custom1>
<custom2></custom2>
<custom3></custom3>
<custom4></custom4>
<custom5></custom5>
<filenumber>stein442.135</filenumber>
<priority>false</priority>
<deviceid>359544059346274</deviceid>
<encrypted>false</encrypted>
<shalHash>8e6a700b447195242d2a8e213f7¢c790f04f23ccl</shalHash>
<fileindex>0</fileindex>
<uploadchunkcount>18</uploadchunkcount>
<uploadchunksize>1048576</uploadchunksize>
<uploadchunkssuccess>0</uploadchunkssuccess>
<audioformat>MP3</audioformat>
<country></country>
<companyname></companyname>
<firstname></firsthname>
<surname></surname>
<providercountry>at</providercountry>
<providername>Al</providername>
<devicename>GT-19505</devicename>
<blackberryosversion>4.4.4</blackberryosversion>
<blackberrylanguage>en</blackberrylanguage>
<apn></apn>
<besmode></besmode>
<storagemode></storagemode>
<attachmentfilename></attachmentfilename>
</SpeechExecDictation>

Mobile Server ver. 2.5.1
Technical Documentation and Advanced Configuration
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XML file structure receive from iPhone mobile device

<?xml version="1.0" encoding="utf-8"?>
<SpeechExecDictation version="3.0.24.0000">
<format>AAC</format>
<creationdate>2013-11-04T10:43:54</creationdate>
<comment></comment>
<worktype>Memo</worktype>
<category></category>

<author></author>
<filenumber>Untitled4</filenumber>
<priority>false</priority>

<deviceid>73C20ED1-971B-49CE-97EF-037340FAF419</deviceid>

<encrypted>false</encrypted>

<shalhash>ad15f134be771f7c8c6b7103b677fe7a</shalhash>

<fileindex>0</fileindex>
<uploadchunkcount>293</uploadchunkcount>
<uploadchunksize>16384</uploadchunksize>
<uploadchunkssuccess>0</uploadchunkssuccess>
<mailtypist></mailtypist>
<mailauthor>peter.rittau@speech.com</mailauthor>
<audioformat>M4A</audioformat>
<country></country>
<companyname></companyname>
<firstname></firsthname>

<surname></surname>
<authorabbreviation></authorabbreviation>
<providercountry></providercountry>
<providername></providername>
<devicename>iPhone5,2</devicename>
<blackberryosversion>7.0.2</blackberryosversion>
<blackberrylanguage>de_AT</blackberrylanguage>
<apn></apn>

<besmode>no</besmode>
<storagemode>internal</storagemode>
<attachmentfilename></attachmentfilename>
</SpeechExecDictation>

Mobile Server ver. 2.5.1
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6. Mobile Server Configuration

The SpeechExec MobileServer requires account licenses in order to function. Licenses are not
concurrent. A single license is used/consumed for each created and active account. When an
account is set inactive the license is freed-up for usage again.

To have a full MobileServer license you must export a fingerprint file which should be named for the
Server name or Company name. This fingerprint file, along with particulars about the customer, is to
be emailed to your Speech Processing Solutions sales representative.

6.1. Create License request

Before you begin with the configuration, you must import a valid license. Therefore you can create a
fingerprint for a full license or request a demo license from your dealer.
Click Export Fingerprint

Licensing

License File:

I Export Fingerprint I

save this file — e.g. fp_mobile_server - in a predefined folder.
Success -

%)
"\?/ | ] -

File exported to:
ChUsershadministrator, TESTNET\Documents\mobile_server_license_req
uest\fp_mohile_server

Send the exported fingerprint file to your Speech Processing sales representative. The office will
also require added information like:

Is this a demo or Trial License?

How many account licenses are required?

Will you need to create DSS files?

When the MobileServer license request has been processed, you will receive a Email message with
a zip file containing the license file named license.dat and a signature file named license.sig. Copy
these two files to the root installation folder of MobileServer.

) C:KPrDEram Files (xﬂﬁ)\MDbileSemerl

F

Mame Date modified
%) Interop, SMEXALIDIOLib.dII 7152010 10:43 PM
|| license.dat 117472013 2:40 AM
|| license.sig 117472013 2:40 AM
Mobile Server ver. 2.5.1 Page 26
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4!—_ Now, you can start again the MobileServer Config tool.
| |

et sl =Ry
License Tvoe: Full License If the License import was successful, you can see the license

L details as shown. The software can now be used without restriction

_ for the period specified in the license file. In our example, we have

User Licenses: 0 /333 a full license with 999 accounts and a DSS Server License for DSS
DSS Server License:  Yes conversion.

Send license use waming

Important

If you want to rename your domain hame or move your system to a different
hardware or a new network environment, please call in advance to a new demo
license. Otherwise it may happen that the server considers the new configuration as
invalid and deactivated the service!

For DSS file support please install Windows desktop experience — see Appendix.

Mobile Server ver. 2.5.1 Page 27
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6.2.

Check the Database connection
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If there are any trouble with the database connection or if you want to use an external MS SQL

Database Settings the current settings.

database server you can click on Database Settings to view and check

Now you can see the current Setup information.
You can select between SQL Server Authentication or Windows Authentication Mode. You see the

- —
Database Check Tool

i

D atabaze Check

Authentication Mode:
SGL Server Authertication -

Server Nama: NB101

Instance: MOBILESERVER

Database: MobileServer

Attach Database:

Usemame: MobileServer

Password:

Connection String (generated):
Data Source=NB101\MOBILESERVER: Initial Catalog=Mabile Server;Persist Security Info=F

oK | | Cancel |

E2

Server Name (NB101), Database
Instance Name (MOBILESERVER) and
Database Name (MobileServer). Click
on Check Connection, and if the setup
is OK then you see a confirmation
window with a message: Everything
seems OK!

Answer from Server:

o Everything seems OK!

Philip pee e obile Serve Show Log (]
@, Senvice Li
I User @ License File:
Settings ‘C'\nglﬂm Files (¢86)"Mobile Serverlicense dat |
-
@ Incoming Dictations
(7] Exmai Server Your MobileServer License Infc
o
@ Emor Handling
SpeechBExec
=] @ E-mail Templates
@ Natification Received
(7] Motfication Delivered
@ Account Inactive License Type: Full License
E Decryption Error User Licenses: 0/ 959
(] Conversion Emor D55 Server License:  Yes
Dispatch Ermor
StEﬂE = ' E Send license use waming
i istics
@ License
Status Page
DSS Li
License Server Address 152.168.1.15

Data Source=MNB101-W2K124\MOBILESERVER; Initial Catalog=MobileServer;Persist Security Infe=False;User ID=MobileServer;Password=mobserv3%;DataBase= MobileServer

C:\Program Files (x88)\MobileServer\Config.xml

Mobile Server ver. 2.5.1
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7.  Setup options

7.1. Service

The menu item Service is used to start and stop the MobileServer. Simply click on the Start or Stop
button.

Service is up and running — click Stop if you want to stop the service

t_] Philips SpeechExec Mobile Server Show Logfile

@4‘; Service Service Status: Philips MobileServer

9 User @ S . . .

— ervice is up and runnin Start

Settings p g @ §
Misc o e
@ Incoming Dictations

Service is stopped — click Start to run this again.

D Philips SpeechExec Mobile Server Show Logfile

@; Service Service Status: Philips MobileServer

g~ O Serices

- ervice is stopped Start

Settings PP @ s
Misc 6 o
@ Incoming Dictations

Additionally, you can install and uninstall the MobileServer service.
The Service MobileServer.Service.exe is default installed. Click on

- _ Uninstall Service and uninstall this. You can also run the
S Install Service install_service.bat or uninstall_service.bat located in the installation
folder (C:\Program Files (x86)\MobileServer) for activate or deactivate
9 Uninstall Service the services.
7.2. User

Use the option User to import or export users accounts, add a new user, modify existing user, delete
user.

7.2.1. Add User Metadata

Fill in the standard information about the users:
e Personal — you can decide if the profile should be active or not. You can add a customer
number, the first and last name as well as the address of the customer/user.
e Device Data — the Device Date is very important. Add the Phone Number and the Identifier.
By using the Identifier the system can assign the corresponding author to the device. Enter
the E-mail address of the mobile device to receive status messages sending from the mobile
server to the device.

Mobile Server ver. 2.5.1 Page 29
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Dictation Handling — here you can configure how the dictations should be processed. Use
SpeechExec Author to fill in the author shortcut that should be shown in SpeechExec
Enterprise. Format defines the file format for the dictation conversion, normally this should
be the DSS format, but you can select WAV or MP3 format.

Dispatch Type — you can sent the dictations to a specific destination or select None to
deactivate this. Available transmissions ways: Folder, Mail, FTP. Depending on the selected
options select the destination folder, fill in the Destination E-mail address or configure the
FTP Server Account.

Encryption Password — enter the password for the encryption.

Send Notification — user receives a confirmation that the MobileServer has performed
specified action. You can activate E-Mail messages with notification for received dictation,
delivered dictation, decryption error, dispatch error, conversion error.

&

Add / Edit User

User Form -

Add / Edit User

Personal Device Data
Active: Phone Number
® Yes (O No |
Customer No.- E-mail Backup Lifetime
[peterso. @gmail.com | & [0 2
First Name: Last Name: Identifier
|F‘eter | |Stein | |359544ﬂ59346274
Company: Old ldentifier
|Speech Processing Solutions GmbH |
Address 1: Dictation Handling
|Gutheit-Schoder-Gasse 812 | SpeechBree Author
Address 2: | Peter |
| | Format
zZIP: Cty: [MP3 v]
|‘I‘ID'D | |\ﬁenna | Digpatch Type
Country: | Folder W | FTP..
|A|.|5tria e | Destination Falder
Prefered Languags: |C:\Dictation_PeterStein | .. || UNC
| English W | Destination E-mail
Com ts / Notes Encryption Password
N | | 1 Show
Motification Mail "Received"” Motification Mail "Delivered”
Motffication Mail "Decr. Emor” [ Notification Mail "Canv. Emor”
N Notification Mail " Disp. Emor”

O Save @ Cancel

Mobile Server ver. 2.5.1
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7.2.1.1. Important settings

Preferred language
Depend on the selected language the system send a predefined template with a language version

Add f Edit User

Add / Edit User

User Form

Masterdata | Keyword Routing

2

P | Device Data
Active: |Phone Number |
® Yes () Mo
Customer No.: E-mail Backup Lifetime
[peteriai@omai.com @B
First Name: Last Name: Idertfier
- 35554405334627
|F‘e¢er | |Ste|r1 | | 4
Company:
|Speech Processing Seolutions GmbH |
Address T: Dictation Handling
|Guthei-SchoderGasse 812 | SpeschExee Author
Address 2: | Peter |
| | Format
ZIP; City: & v
|'I'IDD | |V|enna | |D1'5patch Type |
Country: Folder w FTP..
iz, Destination Folder
Prefered Language: |C:\Dictation_PeterStein [ ¢ || une
l% Destination E-mail
-:'\\‘ Encryption Password
| | ] Show

Notification Mail "Received" Notification Mail "Delivered”
Notification Mail " Decr. Emor” Motification Mail "Conv. Emor”
v Notification Mail "Disp. Emor”

= Inbox

> 1
T peter fgm@gmail.... +

Q

=
MobileServer Admin 1:06 P
Dictée traitée avec succés A
(untitled.01-10-15.04_11.wav) — Chere/Cher Peter.. 3-{

MobileServer Admin 1:06 PM

Confirmation de réception

(untitled.01-10-15.04_11.wav) — Chere/Cher Peter... hi¢ =

Faul D 1:07

MobileServer Admin 12:58 PM

Diktat erfolgreich verarbeitet "
(untitled.01-10-15.12_56.wav) — Sehr geehrte/r... {(

MobileServer Admin 12:58 PM
Eingangsbestatigung (untitled.01-10-15.12_56.wav)

=

— Sehr geehrte/r Peter Stein, Ihr Diktat ist auf... |5

MobileServer Admin 12:43 PM

Dictation processed successfully A
(untitled.01-10-15.03_48.wav) — Dear Peter Stein,.. -{

MobileServer Admin 1243 PM
Receipt confirmation (untitled.01-10-15.03_48.wav) _,
— Dear Peter Stein, Your dictation has been... ¢

MobileServer Admin 12:36 PM

Dictation processed successfully A
(untitled.01-10-15.03_40.wav) — Dear Peter Stein,.. {

MobileServer Admin 12:36 PM
Receipt confirmation (untitled.01-10-15.03_40.wav)
= a <

Mobile Server ver. 2.5.1

&  Cancel

Save

9

German received notification

Eingangsbestatigung
(untitled.01-10-15.12_56.wav)

Sehr geehrte/r Peter Stein,

MobileServer Ad...
stein.44213@gmail.com
Today, 12:58 PM

To:me

.

Ihr Diktat ist auf unserem Server eingetroffen.
Nachfolgend einige Informationen zu Ihrem Diktat:

Dateiname: untitled.01-10-15.12_66.wav
Grole: 36.52 KB
Erstellungsdatum: 10/1/2015

Kontoinformationen:
Identifier: 359544059346274

E-Mail: peter........i@gmail.com

Mit freundlichen Griiken
Ihr Philips SpeechExec Mabile Server-Team

Technical Documentation and Advanced Configuration

German delivered notification
Fal O 12:59

i =

Diktat erfolgreich verarbeitet
(untitled.01-10-15.12_56.wav)

Sehr geehrte/r Peter Stein,

Inbox

MobileServer Ad.. ¥7 4»
stein.44213@gmail.com
Today, 12:58 PM

To: me

lhr Diktat wurde erfolgreich verarbeitet und
versendet.

Nachfolgend einige Informationen zu Ihrem Diktat;

Dateiname: untitled.01-10-15.12_56.wav
GréBe: 36.52 KB
Erstellungsdatum: 10/1/2015

Kontoinformationen:
Identifier: 358544059346274
E-Mail: peter .-..ti@gmail.com

Mit freundlichen GriBen
lhr Philips SpeechExec Mobile Server-Team
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7.2.2. Add User Keyword Routing
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Click on Keyword Routing tab to distribute dictations according to the previously defined categories.
If, for example, a user has defined the categories Standard, Smith, House and Meeting this could be

defined as follow:

Standard — dictation is send to the author’s folder
Smith — dictation is sent to the folder Smith
Meeting — dictation is send to the E-Mail address.

Meeting — dictation is send via FTP to external FTP Server.

Add / Edit User

Add / Edit User

User Form

& Keyword Routing

Keyword & E-mail Falder

Keyword
| Meeting |

Destination Folder

[\\SPS-SERVICE \homes'Peter i \_mesti|

Destination E-mail
|pe‘te( W @speech.com| |
FTP Server

FTP Host FTP Port

FTP Directory

IP or Host:

Prosey:

Usemame:

Password:

Directary:

Hg Delete ‘

‘ ‘ g Cancel ‘

Mobile Server ver. 2.5.1
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7.3. Settings

7.3.1. Misc

G, Servios In the section Settings / Misc you can configure the system folders and

0 User e-mail addresses of the administrator. We describe all the setup
Settings

options

Incoming Dictations

S~y Web Root
™ |C:"-.Llsers"-.-’-‘-dministmtnr"-.D-:u:uments"-.‘.".n'EB_HDDt | '.j__j--- UNC

FTP Server
IP ar Host: Port:
152.168.1.98 | 21 =
Proogy: Part:
| o :
Uzemame:
|F'eter |
Pazsword:

Directony:

|fwel:u"mu:nl:nilesewer_upl::nadfdiu:tatin:nns | Browse

Download Directony:
|C Aincoming_dictation_from_WWW _server | [ LINC

7.3.1.1. Dictation Root Folder

The Dictation Root Folder is a "working folder" for the Mobile Server application.
Dictation Root Folder
C:Nincoming_dictation_from_WWW _server | il - LMC

The Device directory contain following folders:

J Ackion Action
. Backup Backup (received files are saved here again)
Inbox Inbox (Inbox folder of the user)

|| log bt

If a dictation file should not have reached their destination folder, you can always be
reconstructed from the backup folder out. This ensures that it can never come to a
dictation loss.

The latest one file is the log.txt file with detailed logging for every step.

BO.09, 2013 10:24:26.021 reading file-xml =» C:\DictationRoot™3558290558%28808Inboxhuntitled.
30.09.2013 10:24:26.021 File found: C:xpictationroot™®3558290558%2890Inbox untitled. 30-0%-13
20.00,2013 10:24:26.021  Processing file...

30.09,2013 10:24:26.021 Copying file to Conversion Temp => C:Z\DictationRoot“ConversionTemp
30.09,2013 10:24:26,037 Tryling to convert file to pss

30.09.2013 10:24:26.037 ComertFilel)

30.09.2013 10:24:26.037  C:wProgram Files (x86)%Mobileserver\psP.sSpeechExec. DictationPropConf]
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7.3.1.2. Conversion Temp Folder

Within this directory, the format conversions are performed. The files will be temporary stored,

Conversion Temp Folder converted, and then distributed
C:MUsers' PublicMobile Server’ Temp | i ] . LINC x::Il_CCOI’dIng to the users Dispatch-
- ype.
7.3.1.3. Administrator E-

Mail

The administrator e-mail address identifies the address to send the error messages from the server.
Administrator E-mail

peter St @speech com

7.3.1.4. Service E-Mail

The MobileServer will use the Service E-mail address to send messages to the administrator and
user; hence the sender’s address the recipient
will see this. In case you would like to receive

| replies to this address, make sure that you use,

Service E-mail Name
| Muobile Server Admin

Service E-mail for example, the address of the help desk or
|peter @speech com | other, for the MobileServer responsible user
7.3.1.5. Max Attachment Size

Here you can define the maximum size of an E-mail attachment to be sent. If the attachment is
rather large the dictations will be divided and sent in parts to

Mandmum E-mai Atiachment Size receiver. Adjustable maximum size is 100MB.

10 =| MB

-

7.3.1.6. Rewind Split Dictation

If dictations have to be divided to be sent in parts, it might be useful to keep some overlapping parts.
Rewind Spitt Dictation for This is avoid that single words within a dictations are split. H(_are you can
10 enter how many seconds the overlapping parts should contain. You can

seconds set between 1-100 seconds.

-

7.3.1.7. Max Lodfile Size

Here you can define the maximum size of the log file for the ActionLog.txt, and the log files for each

Masdmum Logfile Size Maximum Logfile Size (Customer-Log) user. Please enter a sensible value (e.g. 100
100 =] M8 10 [2] MB MB).

- -

7.3.1.8. Pull Intervall

Specifies the time intervals which the Mobile Server receive the dictates from
the Webroot or from a FTP server. You can choose between 1-1000
+| seconds seconds.

Pull Interval
600
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7.3.1.9. Health Scanner

Health Scanner SpeechExec Enterprise will send a http-
POST to a specific IP-address & Port.

[v] Enable Port: [49257 - If the MobileServer Service is still alive, it

should respond with the HTTP code 200 and
following string in the result body: "MobileServer alive".
Make sure that the firewall is opened for the port.

7.3.2. Incoming Dictations

With the Incoming Dictations tab specifies where dictations to be picked up. You can select Folder or
a FTP account for a Webserver from Webhosted sources.

L':I Philips SpeechExec Mobile Server Show Logfile

@'ﬂ Service Incoming Dictations

Q User l__ﬁtj \Web Root
Settings |

] PP Senver

W IP or Host:

:‘ Converter |F| .

&9 Eror Handiing | ooy

SpeechBExec i .

= (@] E-mail Templates | SEMame:

E] Motification Received ——

E] Maotification Delivered | :

@ Account Inactive C—

E] Decryption Emror | :

g Conversion Emor T —

Digpatch Emor
B Statistics |
@ License

Status Page

7.3.2.1. Incoming Dictations Web Root

If the folder is for the incoming dictate within the network, then they can set the path here.

|nzoming Dictations
>‘_’E"E". wieb Root
< ] e

Click on the Icon and browse for the preconfigured upload folder.
Click OK, now, the folder is now connected.
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Browse For Folder [ x|

= . mobileserver_upload
= | speechexec
J dictations _|

Make Mew Folder | Cancel

Incoming Dictations

o webRoot

[
o

e IEH"-.:"II:E'\wel:u'\mcuI:uileser'-.fer_upl-:uad"-.speeche:-:echdictatiuné Lj UrC

4

7.3.2.2. Incoming Dictations FTP Server

If you use a web server outside the LAN or your web server is from hosting company, then you can
use only limited connection to the upload folder, usually only FTP. Mobile Server can be configured
so, that the dictations file will receive via integrated FTP Client.

FTP Server

IP or Host: Port: . S . .

| E = First, fill in the connections data like host
Prosy: Part name or IP address, port number (is usually
[ [0 = port 21), username and password into red
Username: marked area and finally

|

Pazzward:

| Browse

Diownload Dirsctory: Click on Browse in the green marked area.
| (J.. | UNC
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Click Connect and then Refresh

frim|

]

FtpBrowser

|f’webr’mobileserver_uploadfdictaticns

B dictations |
D upload aspx
load ph

Refresh

Delete File

Connection Details
I or Host: Port:

[192.168.1.98 | [21

Prosey: Port:

Usemame:

| Peter |

Passwond:

Ok

Cancel

Di

S

Web Root

|C:\Users\Administmtor\Documents\W EB_Root

FTP Server

|| 2. || unc

IP or Host: Port:

[192.168.1.98 | 21
Prongy: Port

Usemame:
| Peter |

Password:
| |

Directory:

|,-’web i ver_upload/dictations

|

Download Directory:

|C:\inc:oming_dictaticn_fmm_WWW_senrer\

|| @i || unc

Browse For Folder

4

=7 Computer

L_JH,J Floppy Disk Drive (&:)
E'ﬁ—" Local Disk {iZ:)

8 ircomming_dickation_From

e}

.. PerfLogs

3}

\. Program Files

3}

~. Program Files (x36)

=)

o Users

|

| Windows | _|;|
3

Make Mew Folder | Ok I

Mobile Server ver. 2.5.1
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Browse for the preconfigured upload folder, in
our example:
/mobileserver_upload/dictations/

The /web/ folder is the web server root folder.

Select the right folder and click on OK.

The web server directory is connected; you
can prepare a local folder inside the PC or
LAN.

Directory — this is the webserver directory
Download Directory — this is the local direcory

Click on Button and select local folder
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If you receive any error messages like this one — see screenshot — then check the Firewall settings.
For more information please check Appendix
8.16 — Firewall settings

The remote server returned an error: (425) Can't open data connection.
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7.3.3. E-mail Server

At this point, you can configure an SMTP server to the Mobile Server can send mails. For sending e-
mails, it is important that the security settings for the SMTP server allow that e-mails may be sent to
the registered e-mail service Address, i.e. that the SMTP server may act as a remailer!

Click Test settings to send a predefined E-mail message to the server and you receive a small
confirmation window and the Administrator — created in Misc/Administrator E-mail — receive also a E-
Mail message.

42
|:__J Philips SpeechExec Mobile Server Show Logfile

@; Service E-mail Settings
W User I'E.] SMTP Server Port:

Settings |5mtp.gmai|.com | 587 . [+ enable TLS
Uzemame:
|5teir1.44213@gmail.ccm

Paszsword:

Elmr Ha;ii:g | [=7] Test settings I
d| Speec

[= @ E-mail Templates
|§] Motification Received
|§] Motification Delivered
|:] Accourt Inactive
ﬁ Decryption Emor
|§] Conversion Emor
|§] Dispatch Emor

A Statistics

@ License

Status Page

| [w] use authentication

Confirmation E-mail in the E-Mail Client
Received from the Mobile Server.

Confirmation from the mobile server

Fr02.10.,2015 08:41

stein.44213@gmail.com

MobileServer Test E-mail

An H Peter

o E-mail sent successful to peter, @speech.com. Please check your
Inbox!

This is a test E-mail to check your mail server settings!
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7.3.4. Converter

Here you can configure the audio converter.

QPhiIips speechExec Mobile Server (Config)

E';] Philips SpeechExec Mobile Server

.{1 Semvice
?_; Uszer
Settings
b gz
@ Incoming Dictations
g E-mail Server
‘f" Corrverter
@ Error Handling

SpeechExec

=l i E-mail Templates
g Matification Received
g Matification Delivered
i Account [nactive
g Decrption Erar
g Coreeersian Erar
g Dizpatch Emar

@ Statiztics

r@" License

Status Page

Conwerter 5 ettings

J

SPEECH
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BlackB ey Audio Converter

AMR -> MP3 Parameter. |-b:a B4k

AMB -x WO Parameter: I

iIPhone Audio Converter

bdddy -> WP3 Parameter: |-b:a [T

b d > WAV Parameter: I

FP3 -3 wfdl Parameter: I

0SS Conversion

055 Conversion Parameter:

STANDARDPLAY

For example, you will convert dictation file receiving from iPhone to a MP3 file with 64kbit/s

-b:a 64k or —b:a 256k if you want 256 kbit/s audio.

With the DSS Conversion you can select one of this value:

LPC_BB
STANDARDPLAY
QUALITYPLAY
LONGPLAYmobile
GSM610_8kHzMono
GSM610_11025HzMono
IMAADPCM4Bit8kHzMono
CELP16kHzMono
CELP8kHzMono
CCITTALaw8Bit8kHzMono
CCITTuLaw8Bit8kHzMono
PCM16Bit16kHzMono
PCM16Bit11025HzMono
PCM16Bit8kHzMono
PCM16Bit22050HzMono

Note:

For the DSS conversion a DSS server license with an applicable SpeechExec Enterprise license

needs to be present

Mobile Server ver. 2.5.1

Technical Documentation and Advanced Configuration

Page 40



SPEECH
PROCESSING
SOLUTIONS

7.3.5. Error Handling

Error messages for the administrator can be defined in advance

L;J Philips SpeechExec Mobile Server

‘ow Samvice Error Handling
1 User :l‘,f.‘:'“}‘.f- Transmission Error
Settings i: Madmum Transmission Waiting Time

Misc Minutes
@ Incoming Dictations Move Ta:
() Email Server |C:\Mobile ServerErmor' Transmission

4" Converter [+ Send E-mail to Administrator
g Emor Handling

SpeechExec Decryption Error

=l (@] E-mai Templates Move To:

(] Metification Received |C:\MnbiIeSewerE|Tor\Demrption

(] Motfication Delivered [w] Send E-mail to Administrator

(] Accourt Inactive

|§| Decryption Emar

|§| Conversion Emor

|:| Dispatch Emor
BB Statistics
@ License Unknown Device
Status Page Move To:
|C:\MobileSenrerError\UnknomDeu'ice
[+] Send E-mail to Administrator

Conversion Error
Move To:
|C:\M0biIeSewerE|Tor\Cnnver5ion
[+] Send E-mail to Administrator

Maximum Transmission Waiting Time — if a user has canceled the dictation dispatch and fragments
remain in the web root folder,

EIET SRR 2T an error message can be sent

Maximum Transmission YWaiting Time to the administrator and the
Minutes dictation fragments can be
Move To- automgtlcally moved to a

: predefined folder when the
|C:\MubiIeSewerE|Tor\Tlansmissiun | ol || UNC Maximum Transmission
[ Send E-mail to Administrator Waiting Time was reached.

Decryption Error — this error occurs if the password of the mobile device does not match with the
password of the server

Decryption Error . . . L.
configuration or is missing. In
Mave To: this case the administrator
|C:\MobileSewerE|Tor\Demfption | .. || UNC should be informed and the

dictation will be saved in the
defined folder.

[«] Send E-mail to Administrator

Conversion Error — an error occurred during the conversion. In this case the administrator should be
informed and the dictation will
be saved in a previously

Move To: defined folder.

|C:\Mobile ServerEror\Conversion || .. || unc

[« Send E-mail to Administrator

Conversion Error

Mobile Server ver. 2.5.1 Page 41
Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

Unknown Device — an unknown mobile device tries to send dictations. If necessary, a new user has

to be added or the device UDID or PIN of existing user needs to be changed. In this case the
administrator should be

Lnknown Device
Maove Ta:

|C:\MobileSewerE|Tor"~.Unknown Device

|| 3. || uNc

[«] Send E-mail to Administrator

7.3.6. SpeechExec

The SpeechExec Tab enables you to configure the SpeechExec workflow with the MobileServer.

[__J Philips SpeechExec Mobile Server

3;); Service
9 User
Settings
Misc
@ Incoming Dictations
() E-mail Server
:’ Converter
@ Emor Handling
[] SpeschBExec
= @l E-mail Templates
(=] Motification Received
|§| Notification Delivered
|:| Account Inactive
|:| Decryption Emor
(=] Conversion Emor
|§| Dispatch Emor
[ Statistics
@ License

Status Page

J

SpeechExec Settings

informed and the dictation will
be saved in a previously
defined folder.

XML General
[v] Generate SpeechExec XML File

SpeechBxec PSP SpeechBxec Dictation PropCorfiguration xmil:

|C:\ng|ﬁm Files (<86)\MobileServer PSP SpeechExec DictationProp Configuration xaml

SpeechExec XML Key Assignment:
Worktype:

Flenumber:

| Worktype v| |Tite

Categony:

Comments:

|Cu5tom'|

W | | Comments

Automatic User Import
[w] Activate userimport from SpeechBxec Enterprise

Refresh User every minutes

SEE Root Directorny:

[\182.168.1 62\sesroot corfig

Dictation N
[w] Rename Dictations { desyword: <dates. <times )

Keyword: |E|uthor v |

Timetype: @ 24h () 12h

Mobile Server ver. 2.5.1
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7.3.6.1. XML Generation

XML Generation — here you can determine if a SpeechExec XML-file with meta data should be
created for each dictation. If you are using dictation systems from other vendors you would need to

disable this option.

XML Generation

¥ Generate SpeechErec XML File
SpeechE=ec PSP.5peechE sec. DictationPropConfiguration. mi:

|E:"»F'rn:ugram Files [x86)\MobileServerP5SP.S peechE @ec. DictationPropConfiguratian. smi

SpeechErec XML Key Aezignment;

Wharktype: Filerumber:

Wiorktype j Title j
Categany: Commermkts:

Cuztorn j Comments j

Please state the path (by default: C:\Program Files (x86)\MobileServer\PSP.SpeechExec.
DictationPropConfiguration.xml) to your SpeechExec Dictation Property XML-File. Future dictation-
XML files will be generated based on the basics on this setting. Furthermore, you will be able to
assign in what fields of SpeechExec Software you want the Meta data that arrives from the Mobile

Device client will be saved.

For the Worktype, Filenumber, Category or Comments you can select and define on of the following

item values:

Noltem
SpeciallnstructionLength
DictationLength
CreationDateTime
LastModified

Status

LastUserName
Encrypted
SendNoatification
NotificationAskForAttachments
NotificationReplyToAddresses
Author

RevisionAuthor

Title

Keyword

Comments

Priority

EOL
DPMKeywordContent1
DPMKeywordContent2
DPMKeywordContent3
DPMKeywordContent4
DPMKeywordContent5
DPMLabell

DPMLabel2
DPMBarcode

Mobile Server ver. 2.5.1

Department

Workstation

Customl

Custom?2

Custom3

Custom4

Custom5
DictationHistory
MainDocumentFileName
IsSrDictation
IsQueuedForRecognition
QueuedForRecognitionBy
RecognitionPosition
CorrectionPosition
SRInformation
RecordedWith
WordAnalyzingDone
ReadOnlySimpleEditStrings
Dictationld
Transcriptionist
Worktype
TranscriptionPosition
DictationPosition
Delivery
DPMDownloadDate

Technical Documentation and Advanced Configuration

ListColumnl1Content
ListColumnlUsage
ListColumn2Content
ListColumn2Usage
ListColumn3Conte
ListColumn3Usage
ListColumn4Conte
ListColumn4Usage
ListColumn5Conte
ListColumn5Usage
ListColumn6Conte
ListColumn6Usage
ListColumn7Conte
ListColumn7Usage
ListColumn8Conte
ListColumn8Usage
ListColumn9Conte
ListColumn9Usage
ListColumn10Conte
ListColumnl0Usage
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7.3.6.2. Automatic User Integration

Should you prefer to manage the Mobile Device users automatically with SpeechExec Enterprise
you can set up applicable parameters here:

Automatic User Import
Activate user import from SpeechBxec Entemprise

Refresh User every |1 2 minutes

b

SEE Hoot Directory:
[\1192.168.1 62'seeroot

Refresh User every: state here how often to search for user changes. If necessary, you can also use
the button “SpeechExec Refresh” within the User manager to update users manually.

SEE Root Directory — please state here the path to the to the SEE central root configuration folder

SEE Root Directony:
|\\152_155_1_52\533mm | Click on ... to browse for a folder with the User-XML Rules of

SpeechExec Enterprise.
Now open the User Tab and select Import / Export, click on SpeechExec User Refresh to receive
user data from the SpeechExec Enterprise

(e Philips SpeechExec Mobile Server (Config) == -
Ll A8 ;
Lj Philips SpeechkExec Mobile Server 2.5.1 -]
*»; Service User
y User m Quick Search: | | [[] Hide Inactive Show Momal User Show SpeechBxec User
ihr‘:rgs User # First Name Last Name Compary Device-ID Active SpeechExec
; | = . SPEECHEXEC  SpeechExec | Template i SPEECH
ncoming Dictations
2 Emal Sever 1234-5678-8765-... | Richard Anderson System 1234-5678-8765-...
N Converter 20170109_1338 | Peter Rittau 002255 [}
3 Emor Handing
SpeechBxec
=] u@\‘ E-mail Templates
[g) Motfication Recsived
[g) Notfication Delivered
[m] Account Inactive
[g] Decryption Emor ol LOg
] Conversion Eror Step 1: Read user information
[g) Dispatch Emor
T Statistics Done. ..
(#) License
Status Page % SpeechBxec User Refresh Step 2: Delete Non-Existent Users
- Export User and Routing
Import User Done. ..
Import Routin
E 2 Step 3: Creating/Updating Users
. Import / Export @ Adduj|Current user: authors
Current dewice ID: 1234-5678-8765-4321
- Customer added
Done...
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All the green fields are imported full automatically from the SpeechExec Enterprise settings.

Add / Edit User

Add / Edit User

& Masterdata | Keyword Routing

F I Device Data
Active: Phone Number

@) Yes () Mo ﬂ | |

Customer No.: E-mail Backup Lifetime
[1234 567887654321 |de13rd.ﬂndefson@spstestne¢.at | ™
First Name: Last Name: Idertifier

[Fichard | [Anderson [12345678.87654321 |
compay
|System
Address 1:

Dictation Handling
| SpeechBExec Author
Address 2 |authcr5

| et
zZIP: Ciy: [wav
| | | Dispatch Type
Country: Folder

| United States Destination Folder

Prefemed Languags: [\\MS2012R2PRINSEE_5.0_Dictations\author
I, H H C il

[ English
| |

Encryption Password

System User for Import from SpeechExec | | [ Show

[] Motification Mail "Received” [ ] Notification Mail "Delivered"
[¥] Notfication Mail "Decr. Emor" [#] Notification Mail "Conv. Emor”
[ Motification Mail "Disp. Emor"

Comments / Notes

‘ 0 Save ‘ | e Cancel
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7.3.6.3. Dictation Naming

SPEECH

Depend on the Keyword the software can rename the dictation name with the follow sample:

<dictate>.<date>.<time>

Dictation Haming

Rename Dictations [ <keyword: . <date: <times |

K.epward: [wnrkt_l,lpe

v]

author

cateEDrE

Available Keywords:
author

worktype
ListColumn3Content
ListColumn6Content
ListColumn9Content

Mobile Server ver. 2.5.1

category
ListColumnl1Content
ListColumn4Content
ListColumn7Content
ListColumn10Content
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Timetype: @ 24k () 12h

filenumber

ListColumn2Content

ListColumn5Content

ListColumn8Content
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7.3.6.4. SpeechExec Enterprise Configuration

Open the SpeechExec Enterprise Manager Software and select one of the Authors, who will use the
Mobile Server with a mobile device.

To assign authors to mobile devices, click Assign authors to mobile devices on the Mobile device
assignments page.

‘edﬂuinea&sig’mmts

Here you can assign authors to mobile devices.

The mobile device assignment also sets the user's Finished folder. For more
information click here.

I Assign authors to mobile devices. .

Refresh mobile device information

Select an author in the Assign authors to mobile devices window that you want to edit. Click Edit
mobile device assignments or double-click the name of an author.

Here you can assign mobile device IDs to authors
Select an author first. and assign/unassign mobile device 1Ds to him/her.
Authors:
Login name Displayed name Mobile device IDs
authorl John Doe <lnassigned>
author2 Jennifer Jackson  <Unassigneds
sheic ak B
authors Richard Anderson = 1234-5673-8765-4321
herbert herbert <linassigned>
neshuan Meshuan <iinassigned>
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The details of authors are taken from the Active Directory, and the only detail you can change is the

email address.

Mobile device [Ds:

Mobile device ID
b | 1234-5678-8765-4321
*

ES Edit mobile device assignments -
Display name: ‘ Richard Anderson |
Login name: ‘authorS |
First name: ‘Richard |
Last name: ‘Anderson |
Email: ‘ Richard Anderson @spstestnet.at |

To add or modify a mobile device ID, click a
row below Mobile device IDs and enter the
identifier of the device.

You can delete device assignments by
selecting a mobile device ID and clicking
Delete.

Save your changes when you are done. This
will update the
UserToMobileDeviceAssignment.xml

file that Mobile Server reads.

(Path — SEEROOT\SystemConfiguration\UserToMobileDeviceAssignment\)

Mobile Server ver. 2.5.1
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7.3.7. E-mail Templates

If a dictation is sent via E-mail, a corresponding text will be generated. A draft for this text can be
edited here. For details about the function of Notification Received and Notification Delivered please
see chapter 7.2.1 — Notification Mail settings.

Furthermore you can define a warning message for inactive Users.

For English, French, German and Spanish you can use prepared Templates.

For the E-mail templates you can use predefined placeholders:

#Customer.CustomerNo# Customer No.
#Customer.Firsthame# Customer First Name
#Customer.Lastname# Customer Last Name
#Customer.Company# Customer Company
#Customer.Streetl# Customer Street 1
#Customer.Street2# Customer Street 2
#Customer.Zip# Customer ZIP
#Customer.City# Customer City
#Customer.Country# Customer Country
#Customer-DevicePhoneNumber# Customer Phone Number
#CustomerDeviceld# Customer Device-ID
#Customer.DeviceEmail# Customer E-mail Address
#Customer.Author# Customer Author
#Customer.DestFormat# Customer Destination Format
#Customer.DestDispatch# Customer Dispatch-Type
#Customer.DestFolder# Customer Destination Folder
#Customer.DestEmail# Customer Destination E-mail
#Customer.DestFTP# Customer Destination FTP URL
#Customer.Active# Customer Active Flag
#File.DateFound# File Date Time on Server
#File.Filename# Filename

#File MD5# File MD5 Hash
#File.SizeBytes# Filesize in Bytes
#File.SizeReadable# Human readable Filesize (KB, MB)
#File.Format# File Format (WAV, AMR, WAV...)
#File.CreationDate# File Date of creation
#File.Category# File Category
#File.Comment# File Comment
#File.Number# Filenumber

#File.Priority# File Priority

#File.DestEmail# File Destination E-mail
#File.DestFolder# File Destination Folder
#File.ConversionLength# File Length for Conversion

7.3.7.1. Notification Received

Standard template for receiver notification, this is available in English, French, German and Spanish
language.

Dear #Customer.Firstname# #Customer.Lastname#,
Your dictation has been received on our server
Below is some information about your dictation:

File name: #File.Filename#
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Size: #File.SizeReadable#
Creation-Date: #File.CreationDate#
Conv-Length: #File.ConversionLength#
Account information;

Identifier: #Customer.Deviceld#

E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.2. Notification Delivered

Standard template for delivery natification, this is available in English, French, German and Spanish
language.

Dear #Customer.Firstname# #Customer.Lastname#,

Your dictation was successfully processed and sent.

Below is some information about your dictation:

File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.3. Account Inactive
Template for Account inactive.
Dear #Customer.Firstname# #Customer.Lastname#,

Your audio file could not be processed since your account has been blocked. Your audio files are
still available in the Philips dictation recorder app in the "Sent files" folder.

Please contact your administrator to reactivate your account.
Below is some information about your dictation:

File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Your account information:

Device ID: #Customer.Deviceld#

Email: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team
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7.3.7.4. Decryption Error

Template for Decryption.

Dear #Customer.Firstname# #Customer.Lastname#,

Unfortunately the Philips SpeechExec mobile server could not decrypt the dictation file you sent.

Please contact your administrator and share your password with him so it can be stored in the
mobile server for decryption.

Below is some information about your dictation:
File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.5. Conversion Error

Template for Conversion Error.
Dear #Customer.Firstname# #Customer.Lastname#,

Unfortunately the Philips SpeechExec mobile server could not convert the dictation file you sent.

1. Make sure that a stable data connection is available.
2. Repeat the transmission.
3. If the error occurs again, switch your smartphone off and then on again. Repeat the

transmission.

Below is some information about your dictation:
File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team

7.3.7.6. Dispatch Error

Template for Dispatch Error
Dear #Customer.Firstname# #Customer.Lastname#,
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Unfortunately the Philips SpeechExec mobile server could not deliver the dictation file you sent.

The stored path or FTP server is currently not accessible.
Please contact your administrator.

Below is some information about your dictation:
File name: #File.Filename#

Size: #File.SizeReadable#

Creation date: #File.CreationDate#

Account information:

Identifier: #Customer.Deviceld#
E-mail: #Customer.DeviceEmail#

Your Philips SpeechExec mobile server Team
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7.3.8. Create own Template

If you will create new template you need select the preferred language [1] and you can write a
message text for the subject and message body. You can also integrate the predefined placeholders
click on [3], select one of the placeholders and click on [4]

'Inactive’ E-mail Template

r oy
=] Language:

| [Erish -l 1

SULIECT

Body:

Lear 2 -

HC neft - armer Fir: rne

HCustomer.Lasthamed - Customer Last Mame

HCustomer. Companylt - Custarner Compaty

HCustomer Street1# - Customer Street 1

HCustomer. Street2# - Customer Street 2

HCugtomer Zip# - Cugtomer ZIP

HCustomer. Citydt - Custormer City

HCustomer. Countrydt - Customer Country

HCustomer. DevicePhoneMurmbertt - Customer Phane Mumnber

HCustomer. Devicel d# - Customer Device-1D

HCustomer. DeviceEmaillt - Customer E-mail Address

HCustomer Author$ - Customer Author

HCustomer. DestFormatd - Customer Destination Format

HCustomer. DestDispatchit - Custamer Dispatch-Type

HCustomer. D estFolderdf - Customer Destination Folder

HCustomer. D estEmaill - Customer Destination E-mail

HCustomer.DestF TPH - Customer Destination FTP URL

HCustomer Activett - Customer Active Flag

HFile.DateFoundtt - File DateTime on Server

HFile.Filenamedt - Filename

HFile MDEH - Filz MD5 Hash

HFile.SizeBytest - Filazize in Bytes

HFile. SizeReadableft - Human Readable Filesize (KB, ME)

HFile. Farmat$ - File Format [AMB, WwWisds, ]

HFile.CreationD atedt - File D ate of creation

HFile.Categordt - File Categom

HFile. Comment# - File Commert

HFile. Mumbert - Filerurnber 3 4

HFile. Priority# - File Priotity
i et

m

[#Customer.Firstnameﬁ - Custamer First Mame = 'Q'
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Mobile Server bring simply but powerful statistic module. Select a time period and click on Show
Statistics for the predefined time period.

;I :@: Show Statiztics

@ Export Filedata

Statizhics
— Walid From: Walid Tor
|
g ETE=TE ] I P E R R
Summary:

Murnber of Dictations: 78

Aggreqate Size:

Top Customer by ¥olume

27 .56 MB

@Delete Statistics

Customer # First Hame Last Hame Company Size =
John 14,53 MB
1 Jakin SPS 2.0 MB
4 452,01 kB -
5 431 .41 KB
Fon 24513 KB -
@ Export
T op Customer by Dictation Count
Cusztomer # First Hame Last Hame Company Count =1
Jaohn 10
Ran G
E 3 -
2 Jakin SPS 2
4 2 -
@ Export
Complete data set export contains the following fields:
customeld customeNo firstName lastName
company streetl street2 zip
city country berryPhoneNumber berryDeviceld
berryEmail author destFormat destDispatch
destFolder destEmail active activeFrom
activeTo backupLifetime prefLanguage receiveEmail
transcribeEmail ftpHost ftpPort ftpProxyHost
ftpProxyPort ftpUsername ftpPassword ftpDirectory
use Transcription customertype nextpayment expireWarningSent
billingSent providerCountry providerName deviceName
blackBerryOsVersion blackBerryLanguage apn besmode
storageMode speechVersion isSpeechExecUser speechExecUserFile
contractType activationCode currency amount
tax amountWithTax lastPaymentDate lastPaymentAmount
nextPaymentDate nextPaymentAmount  provisionCompany provisonName
creditFrom creditAmount creditReason paylnvCompany
paylnvName paylnvAddress paylnvMail paylnvCountry
paylnvSalesTax payCCCompany payCCOwner License

Mobile Server ver. 2.5.1
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Status Page

On the status page you will find a summary of all running processes
@Philips SpeechExec Mobile Server (Config) [ [O0] x| b

EJ Philips SpeechExec Mobile Server

T:; Service

B User

Settings
Misc
@ Incoming Dictations
(g E-mail Server
J‘ Corwerter
@ Erar Handling
SpeechExec

=] .ﬂ“ E-mail Templates

[m] Account Inactive
[g] Deciyption Ermor
(g Conversion Eror
[g) Dispatch Enor

m Statistice

(¥ Licenss

F] Status Page

[m] Motification Received
(g Matification Delivered

g’u,

SPEECH
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SpeechExec MobileServer Status Page
Files InFolder
1h 1} 0006 1] Conversion Error 1] &l @ )
24h 1} 0006 1] Unknown Devices 2 &l @ )
T Days 1] 0008 1} Enciyption Emor 1} &l @ )
4'iecks 1} 0006 1] Tranzmizsion Ermor 1] @l @ @
12 Months 126 6167 74 “wiebroot [ @l @
Refrosh FiP 6 @l
Auto-Refresh & 0On O 0f FTP Download 52 al e
Refresh this page every |15 3: minutes User Ink by Pin
(2 Manual Refresh j @l (R
g Di
Date Error? PIN Author Lastname Company ;I
30.03.201310:24 - 355829055852890 Ron
30.09.2013 10:04 r 24dcadc? John J
30.09.2013 09.57 r 24dcade? John
30.03.2013 0%:50 - 24dcadc? Johin
30.09.20130%:38 r 24dcadc? John LI
2] Show Customer 2l E| 5|

Usage - this is the summary of the use of the mobile server. It shows how many dictations have

Usage

Time Frame
1h

24h

7Days

4 \Weeks
12 Months

0 0008
0 0008
0 0,008
3 118,44
15054 1.376GB

0
0
.
2
.

been sent within a period and the
corresponding data volume

Files in Folders - here are shown how many single data files are in the corresponding folders. By

FilesInFolder
Folder
Corversion Eror
Urknown Devices
Enciyplion Eros
Tranamizsion Eirar

‘Webrool

£

)

FTF

FTF Dowriload

il

il

el

wal

x|

g

® 80000

e eee
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Refresh — You can define how often status page should be updated automatically. Click on Manual
Refresh Refre.sh to trigger the update immediately at
Auto-Fefresh * On  OF any time.

Refrezh thiz page every |1 3: minutes

(2 Marual Refresh

User Information by Pin — Here you can open the user directory in the DictationRoot | @ directory,
User Information by Pin you can open | ® and see the user specific
|23m351c =l al e || log file or delete *' the user’s log file.

Incoming Dictation — the incoming dictations directory shows which dictations have been

— processed last.
Incoming Dictabons

Date Error? PIN

09.01.2013 15:53 r 872226b3af802e9ad..
09.01.200315:52 r 872226b3af80229ad..
09.01. 201 31551 - AV2226b3af80229ad..
AL OA_ A A AT — AL T B e

Show Customer — opens the user configuration form.

2| Show Customer @ || ||

Mobile Server ver. 2.5.1 Page 56
Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

8.  Appendix

8.1. Update Procedure from 2.1.09 to 2.1.17
To update your system from version 2.1.09 to version 2.1.17 proceeds as follows:

e Stop the mobile server service and close the configuration tool

e Execute the MobileServer application and follow the assistant.

¢ Replace the update.aspx or update.php files respectively on your web server and install the
latest version. Once again you have to correctly enter the URL, user name and password
into the script.

e If you use an external database you might have to manually apply the update.sql of the
program folder from the Mobile Server installation path.

It is recommended to update the client software at the same time.

8.2. Update Procedure from 2.1.17 to 2.2.0
To update your system from version 2.1.17 to version 2.2.0 proceeds as follows:

e Stop the mobile server service and close the configuration tool

e Execute the MobileServer application and follow the assistant.

¢ Replace the update.aspx or update.php files respectively on your web server and install the
latest version. Once again you have to correctly enter the URL, user name and password
into the script.

e If you use an external database you might have to manually apply the update.sql of the
program folder from the Mobile Server installation path.

It is recommended to update the client software at the same time.

8.3. Update Procedure from 2.2.0 to 2.3.0
To update your system from version 2.2.0 to version 2.3.0 proceeds as follows:

e Stop the mobile server service and close the configuration tool

e Execute the MobileServer application and follow the assistant.

¢ Replace the update.aspx or update.php files respectively on your web server and install the
latest version. Once again you have to correctly enter the URL, user name and password
into the script.

e If you use an external database you might have to manually apply the update.sql of the
program folder from the Mobile Server installation path.

It is recommended to update the client software at the same time.
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8.4. Log-File

If you encounter any malfunctions, please see the log file for error messages.
The ActionLog.txt is available from any window in SpeechExec Mobile Server — click on Show
Logfile and you see this.

@ Philips SpeechExec Mobile Server

The other Log file is saved user folder with log.txt name.
You see a typical log file with short comments.
*** Comments — receive new incoming file from device 24dca4c7 with a *.xml and +.wav file. ***

30.09.2013 09:38:57.055
13.09_38.xml
30.09.2013 09:38:57.055

Reading file-xml => C:\DictationRoot\24dca4c7\Inbox\John.30-09-

File found: C:\DictationRoot\24dca4c7\Inbox\John.30-09-13.09 38.wav

*** Comments — MobileServer process begins ***

30.09.2013 09:38:57.055
30.09.2013 09:38:57.087
30.09.2013 09:38:57.087
30.09.2013 09:38:57.102
30.09.2013 09:38:57.149

Processing file...

Copying file to Conversion Temp => C:\DictationRoot\ConversionTemp
Trying to convert file to MP3

ConvertFile()

C:\Program Files

(x86)\MobileServer\PSP.SpeechExec.DictationPropConfiguration.xml

30.09.2013 09:38:57.149

C:\Program Files

(x86)\MobileServer\PSP.SpeechExec.DictationPropConfiguration.xml
*** Comments - convert from *wav tom *.mp3 file with CBR 64k ***

30.09.2013 09:40:22.274

C:\Program Files (x86)\MobileServer\Converter\ffmpeg.exe -i

"C:\DictationRoot\ConversionTemp\John.30-09-13.09_38.wav" -y -b:a 64k
"C:\DictationRoot\ConversionTemp\John.30-09-13.09_38.mp3"

30.09.2013 09:40:22.446

** Comments — create coherent xml file ***

30.09.2013 09:40:22.478
13.09_38.mp3.xml

XML-Generation: C:\DictationRoot\ConversionTemp\John.30-09-

*** Comments — check dispatching ***

30.09.2013 09:40:22.478

DestDispatch = Mail

*** Comments — check keyword routing ***

30.09.2013 09:40:22.493

Checking for special Keyword Routing

*** Comments — select predefined Template for Email message ***

30.09.2013 09:40:22.603
30.09.2013 09:40:22.603
30.09.2013 09:40:22.603
30.09.2013 09:40:22.603
30.09.2013 09:40:22.603
30.09.2013 09:40:22.603
30.09.2013 09:40:22.603

Template Subject: subject

From: "My MobileServer" <dictation@gmx.at>

To: peter.speechmike@speech.com

Subject: Conversion Notice (John.30-09-13.09_38.wav)

Body: Conversion Notice (John.30-09-13.09_38.wav)

File: C:\DictationRoot\ConversionTemp\John.30-09-13.09_38.mp3
FileXML: C:\DictationRoot\ConversionTemp\John.30-09-13.09 38.mp3

*** Comments — Email is sent, message can be deleted ***

30.09.2013 09:40:23.321
13.09_38.wav

Deleting Inbox file C:\DictationRoot\24dca4c7\Inbox\John.30-09-

*** Comments — process is completed ***

30.09.2013 09:40:23.321

Mobile Server ver. 2.5.1
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8.5. Upload Script aspx

<% @Page Language="C#" %>

<%

/I Since Version 2.0 we need to allow the .att extension

// Since Version 2.1 we need to allow the .aac extension (iPhone)

// Since Version 2.1 we need to allow the .mp3 extension (iPhone)

I/ Since Version 2.1.10 we need to allow the .jpg .gif .png .bmp .webp extensions (Pictures)
/I Since Version 2.1.15 we need to allow the .wav extension

const string USERNAME = "test";
const string PASSWORD = "test";

const string DESTINATION = "D:\\temp";
const string ALLOWED_FILETYPES = "xml,mp3,amr,dss,ds2,att,aac,jpg,gif,png,bmp,webp,wav";

string frmUsername = Request.Form["username"];
string frmPassword = Request.Form["password"];

if (Request.Form.Count == 0)
{
Response.Write("No data provided, showing form: <br />");
Response.Write("<form method=\"post\" action=\"upload.aspx\" enctype=\"multipart/form-
data\">");
Response.Write("Username: <input type=\"text\" name=\"username\" value=\"test\" /><br />");
Response.Write("Password: <input type=\"text\" name=\"password\" value=\"test\" /><br />");
Response.Write("File:<input type=\"file\" name=\"bytes\" /><br />");
Response.Write("<input type=\"submit\" value=\"upload\" /></form>");
Response.End();
return;

}

try
{

/I check password
bool passwordlsCorrect = (
frmUsername.ToLower() == USERNAME.ToLower() &&
frmPassword.ToLower() == PASSWORD.ToLower());
if('passwordlsCorrect)
{
Response.Write("Codel: Invalid username or password");
Response.End();
return;

}
HttpPostedFile file = Request.Files[0];

/I check extension - no regular expressions..
bool isAllowed = false;
string[] extensionParts = file.FileName.Split(hew char[] {'.});

/I is there an extension?
if(extensionParts.Length > 1)

{

Il extract last extension-part
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string extension = extensionParts[extensionParts.Length-1].ToLower();

string[] items = ALLOWED_FILETYPES.Split(new char[] {",'D;
bool found = false;
foreach(string item in items)
{
IIResponse.Write(item+ "<br />");
if(item == extension)
found = true;

}

bool isPART = false;

/l no xml, no amr? check for part files

if ('ffound && extension.Length >= 4)

{
int partld = Convert.Tolnt32(extension.Substring(4, extension.Length-4));
iISPART = (extension == "part" + partld);

}

/I set allowed flag
isAllowed = (found || iSPART);

}

if(lisAllowed)
{
Response.Write("Code2: Filetype not allowed: " + file.FileName);
Response.End();
return;
}
string destFile = System.|O.Path.Combine(DESTINATION,
System.|O.Path.GetFileName(file.FileName));
file.SaveAs(destFile);

System.Security.Cryptography.SHA1CryptoServiceProvider SHAL =
new System.Security.Cryptography.SHA1CryptoServiceProvider();

byte[] hash;

string result = string.Empty;

string tmp = string.Empty;

System.lO.FileStream fs = new System.|O.FileStream(destFile,
System.lO.FileMode.Open, System.|O.FileAccess.Read,
System.lO.FileShare.Read);

SHA1.ComputeHash(fs);

fs.Close();

hash = SHA1.Hash,;
for (inti = 0; i < hash.Length; i++)
{
tmp = Convert.ToString(hash[i], 16);
if (tmp.Length == 1)
tmp ="0" + tmp;
result +=tmp;

}

Response.Write("CodeO: " + result);
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Response.End();
return;
}
catch (System.Threading.ThreadAbortException e)
{
}
catch (Exception e)
{
Response.Write("Code3: Unknown Error: " + e.Message);
Response.End();
return;

}

%>

8.6. Upload Script php
<?php

I/l The following resp-codes exists

I -----

/l CodeO: No Error

/I Codel: Invalid username or password

/I Code2: Filetype not allowed

/I Code3: Unexpected error, check given message

I/l Since Version 2.0 we need to allow the .att extension

/I Since Version 2.1 we need to allow the .aac extension (iPhone)

/I Since Version 2.1 we need to allow the .mp3 extension (iPhone)

/Il Since Version 2.1.10 we need to allow the .jpg .gif .png .bmp .webp extensions (Pictures)
/I Since Version 2.1.15 we need to allow the .wav extension

I/ login-data
define(USERNAME!, 'test');
define(PASSWORD/, 'test’);

/I allowed filetypes
define(ALLOWED_FILETYPES', 'xml,mp3,amr,dss,ds2,att,aac,jpg,gif,png,bmp,webp,wav');

I/ destination, where the files get copied to
define('DESTINATION', dirname(__ FILE_ ) .'/");

/I time-limit for the script in seconds - default 600 (10 minutes)
define(UPLOAD_TIME_LIMIT', 600);

I/ show php-errors? just for debugging

define(SHOW_SCRIPT_ERRORS', false);

I/l form template - needed inputs are "username", "password" and "bytes" (type=file) and

// the method needs to be POST with enctype="multipart/form-data"

$htmlForm =

<<<HTML

<?xml version="1.0"?>

<IDOCTYPE html PUBLIC "-//W3C//IDTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtm|1/DTD/xhtml1-transitional.dtd">

Mobile Server ver. 2.5.1 Page 61
Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

<html xmIns="http://www.w3.0rg/1999/xhtm]|">
<head>
<style type="text/css">
[*<|\[CDATA[*/
form br { clear: left; }
label {float: left; width: 100px; }
P>
</style>
<title>Upload</title>
</head>
<body>
<form enctype="multipart/form-data" action="{$_SERVER['PHP_SELF"}" method="post">
<label>Username:</label><input type="text" name="username" /><br />
<label>Password:</label><input type="text" name="password" /><br />
<label>File:</label><input name="bytes" type="file" /><br />
<input type="submit" value="Upload!" />
</form>
</body>
</html>

HTML,
Il #####NO NEED TO CHANGE ANYTHING FROM HERE ####H#HHH##HHHHHHHH I

Il suppress errors?
error_reporting(SHOW_SCRIPT_ERRORS ? E_ALL : 0);

/I set time-limit
set_time_limit(UPLOAD_TIME_LIMIT);

/I file submitted?
if(count($_FILES) == 0)
{
/I no, output the form
echo $htmlForm;
}else {

I/ destination filename
$filename = $_FILES['bytes']['nameT;

Il check password
$passwordlsCorrect = strtolower($_POST['username']) == strtolower(USERNAME) &&
strtolower($_POST['password") == strtolower(PASSWORD);
if(I$passwordIsCorrect)
{
echo "Codel: Invalid username or password";
exit;

}

/I Check if file is allowed

if(lisAllowed($filename))

{
echo "Code2: Filetype not allowed: " . $filename;
exit;

}
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Il check the given destination
$destination = DESTINATION;
if(substr($destination, -1) !="/" && substr($destination, -1) !="\\")

$destination .= '/";

/l combine filename and destination
$uploadfile = $destination . $filename;

/l Move the uploaded file
if (move_uploaded_file($_FILES['bytes'|['tmp_name'], $uploadfile)) {

echo "Code0: " . shal_file($uploadfile);
exit;

}else {

}
}

/**

$error = error_get_last();
echo "Code3: Unknown Error: " . strip_tags($error['message'));
exit;

* Checks the given file for allowed extensions

*

* @param string $filename The name of the file
* @return bool True if allowed

*

function isAllowed($filename)

{

/I check extension - no regular expressions..
$isAllowed = false;
$extensionParts = explode('.', $filename);

/l'is there an extension?
if(count($extensionParts) > 1)

{

}

/I extract last extension-part
$extension = strtolower($extensionParts[count($extensionParts) - 1]);

$tmp = explode(’,', ALLOWED_FILETYPES);

$isAllowedFileType = (array_search($extension, $tmp) == false);

$isPART = false;

// no xml, no amr? check for part files

if(1$isAllowedFileType)

{
$partld = intval(substr($extension, 4, strlen($extension) - 4));
$isPART = ($extension == "part" . $partld);

}

/I set allowed flag
$isAllowed = ($isAllowedFileType || $isPART);

return $isAllowed;

}

?>
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8.7. Installation .NET Environment

8.7.1. Windows Server 2012 Installation .NET

You can install the .NET 3.5 Framework feature from the PowerShell or with the Server Manager

GUI. We describes booth installation.

8.7.1.1. Installing .NET 3.5 Framework with PowerShell

Open PowerShell as Admin and type Get-WindowsFeature

opyr1ght (] 2013 Microsoft Corporation. All rights reserved.

PS C:ZUsers‘\Administrator> Get-wWindowsFeature

[ 1 Active Directory Certificate Services
Certification Authority
Certificate Enrollment Policy Web Service
Certificate Enrollment Web Service
Certification Authority Web Enrollment
Network Device Enrollment Service
] OnTline Responder

Active Directory Domain Services

Active Directory Federation Serwvices

Active Directory Lightweight Directory Services

Active Directory Rights Management Services

[ 1 Active Directory Rights Management Server

[ 1 Identity Federation Support

Application Server

[ ] .MET Framework 4.5
COM+ Network Access
Distributed Transactions
[ 1 ws-Atomic Transactions
[ ] Incoming Network Transactions
[ 1 Outgoing Metwork Transactions
TCP Port Sharing
wWeb Server (IIS) Support
Windows Process Activation Serwvice Support
[ ] HTTP Actiwvation
[ 1 Message Queuing Activation
[ 1 Named Pipes Actiwvation
[ 1 TCP Activation

[ 1 DHCP server

Check the .NET Framework 3.5 Features

Transport Server
Windows Server Essentials Experience
Windows Server Update Services
[ 1 WID Database
[ ] WsUS Serwvices
= = .

Name

AD-Certificate
ADCS-Cert-Authority
ADCS-Enroll-wWeb-Pol
ADCS-Enroll-Web-5vc
ADCS-Web-Enrollment
ADCS-Device-Enrollment
ADC5-OnTline-Cert
AD-Domain-Services
ADFS-Federation
ADLDS

ADRMS

ADEM5-5Server
ADRMS-Identity
Application-Server
AS-NET-Framework
AS-Ent-Services
A5-Dist-Transaction
AS-WS-Atomic
AS-Incoming-Trans
AS-Qutgoing-Trans
AS-TCP-Port-Sharing
AS-Web-Support
AS-WAS-Support
AS-HTTP-Activation
AS-MSMQ-Activation
AS-Named-Pipes
AS-TCP-Activation
DHCP

WD5-Transport

ServerEssentialsRole

UpdateServices

UpdatesServices-widDB

Upd a‘t eSer‘\n ces-Services
=

Install State

Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available

able
Available
Available
Available
Available

.NET Framework 3.5 Features
[ 1 .MET Framework 3.5 (includes .MET 2.0 and 3.0)

MET-Framework-Features

[ ] Non-HTTP Actiwation
.NET Framework 4.5 Features
.MNET Framework 4.5
MNET 4.5
Services
] HTTP Activation
] Message Queuing (MSMQ) Activation
Named Pipe Activation
] TCP Actiwvation
X] TCP Port Sharing

Background Intelligent Transfer Service (BITS)
[ 1 II5 server Extension
[ 1 Compact Server
BitLocker Driwve Encryption
BitLocker Network Unlock
BranchCache
Client for NFS
Data Center Bridging
Direct Play
Enhanced Storage
Failover Clustering
Group Policy Management
IIS Hostable web Core
Ink and Handwriting Serwices
Internet Printing Client
IF Address Management (IPAM) Serwver
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MET-Non-HTTP-Actiwv
NET-Framework-45-Fead. ..
NET-Framework-45-Core
MNET-Framework-45-ASPNET
NET-WCF-5ervices45
MET-WCF-HTTP-Activat. ..
NET-WCF-MSMQ-Activat...
MNET-WCF-Pipe-Activat. ..
NET-WCF-TCP-Activati...
NET-WCF-TCP-Portshar. ..
BITS

BITS-IIS-Ext
BEITS-Compact-Server
BitLocker
BitLocker-NetworkUnlock
BranchCache

NF5-Client
Data-Center-Bridging
Direct-Play
Enhancedstorage
Failover-Clustering
GPMC

Web-wHC
Ink&ndHandwritingSer. ..
Internet-Print-Client
IPAM

Available
Removed

Available
Installed
Installed
Available
Installed
Available
Available
Available
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available

Page 64



Type Add-WindowsFeature NET-Framework-Features

Windows PowerShe 2.0 Engine Power5Shel 1-V2
[ 1 windows Powershell Desired State Configurati... DsC-Service
(%] Windows PowerShell ISE PowerShell1-ISE
[ 1 windows PowerShell wWeb Access WindowsPowerShellweb. . .
Windows Process Activation Service WAS
[ 1 Process Model WAS-Process-Model
[ 1 .MET Environment 3.5 WAS-NET-Environment
[ ] Configuration APIs WAS-Config-APIs
[ 1 Windows Search Serwvice search-service
[ ] Windows Server Backup Windows-Server-Backup
[ 1 Windows Server Migration Tools Migration
[ 1 Windows Standards-Bazed Storage Management wWindowsStorageManage. . .
[ ] windows TIFF IFilter Windows-TIFF-IFilter
[ 1 WinRM IIS Extension WinkM-IIS-Ext
[ ] WINS Server WINS
[ 1 Wireless LAN Service Wireless-Networking
[X] Wowe4 Support WoWe4d -Support
[ 1 XP5 Viewer XP5-Viewer

PS C:%Users'Administrator> Add-windowsFeature NET-Framework-Features

Remove

Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available
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Installation is running

ngi1
DSC-5Service

1guration APIs WAS-Conti1g-APIs
[1 search Service search-service
[1 Server Backup Windows-5erver-Backup
[1 Server Migration Tools Migration
[1 Standards-Based Storage Management WindowsStorageManage. . .
[1] TIFF IFilter Windows-TIFF-IFilter
[ 1 WinRM IIS Extension WinRM-IIS-Ext
L 1 WINS Server WINS
[ ] wireless LAN Service wireless-Networking
[X] Wowe4 Support WoWe4 -support
[ ] XPS Viewer XP5-V1ewer

PS C:%UsershAdministrator> Add-WindowsFeature NET-Framework-Features

Remov:
Available

Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available

Installation is done, System restart is not needed

[ 1 windows PowersShell Desired State Configurati... DSC-Serwvice

[X] Windows PowerShell ISE PowerShell1-I5E

[ 1 wWindows PowerShell wWeb Access WindowsPowerShellweb. ..
Windows Process Activation Service WAS

[ ] Process Model WAS-Process-Model

[ 1 .MET Environment 3.5 WAS-NET-Environment

[ 1 Configuration APIs WAS-Config-API=z
Windows Search Service Search-Service

Windows Server Backup Windows-5Server-Backup
Windows Server Migration Tools Migration

Windows Standards-Based Storage Management WindowsStorageManage. . .
Windows TIFF IFilter Windows-TIFF-IFiTter
WinRM IIS Extension WinRM-IIS-Ext

WINS Server WINS

Wireless LAN Serwvice Wireless-Networking
Wowt4 Support WoWb4 -Support

XPS Viewer XPS-Viewer

PS C:%UsershAdministrator> Add-WindowsFeature NET-Framework-Features

success Restart Meeded Exit Code Feature Result

Success {.NET Framework 3.5 (includes .MET 2.0 and...

PS5 CthyUsershAdministrator= _
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Installed
Available
Available
Available
Available
Available
Available
Available
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Available
Available
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Available
Available
Installed
Available
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8.7.1.2. Installing .NET 3.5 Framework with Server Manager GUI

Manage Tools View Help

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

Local Server
ii All Servers

#§ File and Storage Services P

a Configure this local server

QUICK START
| il 2 Add roles and features

3 Add other servers to manage

4 Create a server group

Hide

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

i ?:rev?cnedSStorage 1 # Local Server 1 i Al Servers 1
@ Manageability @ Manageability @ Manageability

Events Events Events

Performance Services Services

BPA results Performance Performance

BPA results BPA results
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8.7.2. Windows Server 2008 R2 Installation .NET

The .NET Framework 3.5 SP1 (also referred to as .NET Framework 3.5.1) is a prerequisite for SQL
Server 2008 installation. SQL Server 2008 is a part of the Mobile Server and save all the data from
User, devices and dispatch targets.

Click the Start button in the lower left corner of the display. Highlight Administrative Tools and select
Server Manager. In the Server Manager interface select Add features to displays a list of possible
features.

E‘f Initial Configuration Tasks

Perform the folowing tasks to configure this { ?Windc:ws Server0s o
Server Standard
o Download and inztall  Checked for Meswer ;I
- ypdates Updates:

Installed Updates: Mewer

Cugtomizing your

=¥
C_, FEMVED

QE:',J Add roles Roles: M orne

-_-,E:g Add festures Features: Hare

C‘L Enable Remaote Remote Desktop: Enabled
= Desktop

# Configure Wwindaws  Firewall: Damair: O
Firessaall

Frint, e-mail, or save thiz information -

™ Do not show this windaw at logon Cloze |
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In the Select Features interface expand the .NET Framework 3.5.1 Features. Once you expand
.NET Framework 3.5.1 Features, you will see two check boxes. One for .NET Framework 3.5.1 and

other for WCF Activation. Check the box next to .NET Framework 3.5.1 and click Next.

=]

.-:l [%1::3 Select Features
&

Features

Confirmation
Progress

Resulks

Select one or more features ko install on this server,

Features:

Description:

= |E] \MET Framewark.
7]

[ Background Inteligent Transfer Service (BITS)
l: EitLocker Drive Encryption
[] BranchCache
|: Connection Manager Administration Kit
|: Desktop Expetience
|: DirectAccess Management Console
|: Group Policy Management
[] Ink and Handwriting Services
[] 1nternet Printing Client
|: Internet Starage Mame Server
[] LPR Fort Monitar
[] Message Queving
[ Multipath Tjo
[ metwork Load Balancing
] Peer Wame Resalution Protocol
[ qQuality Windows Audio Yideo Experience
[ Remcte Assistance

4

Microsoft NET Framewark 3.5.1
combines the power of the .NET
Framework 2.0 APIs with new
technologies for building applications
that offer appealing user interfaces,
protectyour customers' personal
identity information, enable seamless
and secure communication, and
provide the ability to model arange of
business processes.

More about Features

= Previous

-
| »
I Next = ﬂ Install Cancel

Click on Install to complete the installation

Add Features Wizard [ x|

=]
(@1

Features

Confirmation

Progress

Results

[ﬂa Confirm Installation Selections

To install the Following roles, role services, or Features, click Install,

1 informational message belaw

~! NET Framework 3.5.1 Features
.NET Framework 3.5.1

Print, e-mail, or save this information

< Previous

"_i_" This server might need to be restarted after the installation completes,

Text = | I Install I Cancel
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Click Close.

Add Features Wizard B

-~ Installation Results
Gl

Features
The following roles, role services, or features were installed successfully:
Confirmation
/1. 1 warning message below
Progress

v, Windows automatic updating is nok enabled, To ensure that your newly-installed role or Feature is
~ automatically updated, turn on Windows Update in Control Panel,

#~! NET Framework 3.5.1 Features 0' Installation succeeded

The following Features were installed:
.NET Framework 3.5.1

Print, e-mail, or save the installation report

< Previous Text = | Canecel |

Open again Server Manager and go to Customize This Server — you see new installed features
.NET Framework 3.5.1

E‘f Initial Configuration Tasks

Perform the following tasks to configure this { ¥ \Windows Server200s =2
SErVEr ~ Standard
1 Download and install  Checked For M ewer ;I
“ updates Updates:

Installed Updates: Mewer

R g Customizing your
'C_, ! FEMVEr

Add roles Roles: Hare

ﬁ &dd features Features: MET Framework 3.5.1 Features

I:'L Enable Remate Renmote Desktop:  Enabled

“  [esktop
# Configure WWindows  Firewall: Domair: On
Fireamall
Frint. e-mail, or save this information %

™ Da not show this windaow at logon Cloze |
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8.8. Installation of Desktop Experience Feature on Windows Server

The Desktop Experience feature enables you to install a variety of Windows 7 features on your
server running Windows Server 2008 or Server 2012. If you use Windows Server 2008 or Windows
Server 2012 as your primary operating system, you might want to have some of these Windows 7
features available for your daily use.

8.8.1. Microsoft Windows Server 2012

NOTE:

The Server might need to be restarted after the installation completes.

The Desktop Experience feature allows you to install a variety of components and features that are
provided in the Windows 7 operating system onto a computer that is running the Windows Server
2012 operating system.

You can install the Desktop Experience feature from the PowerShell or with the Server Manager
GUI. We describes booth installation.

8.8.1.1. Installing Desktop Experience using PowerShell

Open PowerShell as Admin and type Get-WindowsFeature

[>x] Administrator: Windows PowerShell \;‘i-
Windows PowerShell ~
Copyright (C) 2013 Microzoft Corporation. A1l rights reserved.
P53 C:h\Usersi\Administrator> Get-WindowsFeature
Display Name Name Install State
[ ] Active Directory Certificate Services AD-Certificate Available
[ ] Certification Authority ADCS-Cert-Authority Available
L ] Certificate Enrollment Policy wWeb Service ADCS5-Enroll-web-Pol Availahble
[ ] Certificate Enrollment wWeb Serwvice ADCS-Enroll-web-5vc Availahle
[ ] Certification Authority Web Enrollment ADCS-Web-Enrollment Available
[ 1 Network Device Enrallment Service ADCS-Device-Enrallment Available
L 1 Online Responder ADCS-Online-Cert Available
[ ] Active Directory Domain Serwices AD-Domain-5Services Available
L ] Active Directory Federation Services ADFS-Federation Available
[ 1 Active Directory Lightweight Directory Services ADLDS Availahble
[ 1 Active Directory Rights Management Serwvices ADRMS Availahle
[ 1 Active Directory Rights Management Server ADRMS-Server Available
L 1 Identity Federation Support ADRMS-Tdentity Available
1 Application Server Application-Server Available
[ 1 .MET Framework 4.5 AS-NET-Framework Available
L ] COM+ Network Access AS-Ent-Services Available
L ] Distributed Transactions AS-Dist-Transaction Available
[ ] Wws-Atomic Transactions AS-W5-Atomic Available
[ 1 Incoming Metwork Transactions AS-Incoming-Trans Available
[ 1 Outgoing Wetwork Transactions AS-Qutgoing-Trans Available
[ 1 TCP Port Sharing AS-TCP-Port-Sharing Available
L 1 wWeb Server (IIS) Support AS-Web-Support Available
L ] windows Process Activation Serwvice Support AS-WAS-Support Available
[ ] HTTP Activation AS-HTTP-Activation Available
[ ] Message Queuing Activation AS-M5MQ-Activation Available
[ 1 Mamed Pipes Actiwvation AS-Named-Pipes Available
[ 1 TCP Activation AS-TCP-Activation Available
[ ] DHCP Server DHCP Available hd
Mobile Server ver. 2.5.1 Page 70

Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

Scroll down to User Interfaces and Infrastructure and check, if the Desktop Experience is activated

SMTF Server
SNMP Service
[ 1 SNMP WMI Prowvider
Telnet Client
Telnet Server
LI

T

SMTP-5erver

SNMP-Service

SNMP-WMI-Provider

Telnet-Client

Telnet-Server
Pieaniny

T

able
Available
Available
Available
Available
PO ]

User Interfaces and Infrastructure
[X] Graphical Management Tools and Infrastructure

| | Desl-ctae Exger'iem:e
1

User-Interfaces-Infra
Server-Gui-Mgmt-Infra
Desktop-Experience
Server-Gui-Shell

= 2

Installed
Installed
Available
Installed

ey
Windows Feedback Forwarder
Windows Identity Foundation 3.5
Windows Internal Database
Windows PowersShell
Windows Powershell 4.0
wWindows PowerShell 2.0 Engine
wWindows PowerShell Desired State Configurati...
Windows PowerShell ISE
] Windows PowerShell Web Access
Windows Process Activation Service
[ 1 Process Model
L 1 .NET Environment 3.5
[ 1 Configuration APIs
Windows Search Service
Windows Server Backup
Windows Server Migration Tools
Windows Standards-Bazed Storage Management
Windows TIFF IFilter
WinRM IIS Extension
WINS Server
wireless LAN Serwvice
WoWe4 Support
XPS Viewer

e
WFF

Windows-Identity-Fou...
Windows-Internal-Dat...

PowershellRoot
Powershell
PowerShell-v2
DsC-Service
PowerShel1-ISE

WindowsPowerShelTwWeb. . .

WAS

WAS-Process-Model
WAS-NET-Environment
wWAS-Config-APIs
Search-Service
Windows-Server-Backup
Migration

WindowsStorageManage. . .

Windows-TIFF-IFilter
WinRM-IIS-Ext

WINS
wWireless-Networking
WoWé4-5upport
XP5-Viewer

Type Add-WindowsFeature Desktop-Experience

Biometric Framewor
Windows Feedback Forwarder
Windows Identity Foundation 3.5
Windows Internal Database
Windows Powershell
[X] windows PowersShell 4.0
[X] Windows PowerShell 2.0 Engine
[ 1 wWindows PowerShell Desired State Configurati...
[X] Windows PowerShell ISE
[ 1 windows PowerShell Web Access
Windows Process Activation Service
[ 1 Process Model
[ 1 .NET Environment 3.5
[ 1 Configuration APIs
Windows Search Service
Windows Server Backup
Windows Serwver Migration Tools
Windows Standards-Based Storage Management
wWindows TIFF IFilter
WinRM IIS Extension
WINS Server
Wireless LAN Serwice
WoWed Support
XPS Wiewer

B1ometric-Framewor
WFF

wWindows-Identity-Fou...
Windows-Internal-Dat...

Powershel1Root
PowerShell
PowerShell-v2
DSC-Service
Power5hell1-ISE

WindowsPowerShellweb. . .

WAS

WAS-Process-Model
WAS-NET-Environment
WAS-Config-APIs
Search-Service
Windows-Server-Backup
Migration

WindowsStorageManage. . .

Windows-TIFF-IFiTlter
WinRM-IIS-Ext

WINS
Wireless—-Networking
WoWed-Support
XPS-Viewer

Ps C:ihUsers’\Administrator> Add-windowsFeature Desktop-Experience

by

Installation is running

5 ows Biometric Framewor
[ ] Windows Feedback Forwarder

ation...

Windows PowerShe State Contigurati...
[X] wWindows Powershell ISE
[ 1 wWindows FowersShell web Access
[ ] windows Process Activation Service
[ 1 Process Model
[ 1 .NET Enwvironment 3.5
[ ] Configuration API=
A 1A = n PEV]C e

Briometric-Framewor
WFF

DaC-5ervice
Powershel1-ISE

WindowsPowerShelTweb. . .

WAS
WAS-Process-Model
WAS-NET-Enwvironment
WAS-Config-API=s
Seapch=fhemd

- WICE

Available
Available
Available
Installed
Installed
Installed
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available

able
Available
Available
Available
Installed
Installed
Installed
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available

Aval e
Available

Available
Installed
Available
Available
Available
Available
Available
Auailable
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You must restart the server to finish the installation process, type Restart-Computer on the

PowerShell console.

e
. 1 Windows Identity Foundation 3.5
[ ] wWindows Internal Databasze
[X] wWindows Powershell
[(¥X] windows Powershell 4.0
[(X] windows Powershell Z.0 Engine
[ 1 windows PowerShell Desired State Configurati...
(X] Windows PowerShell ISE
L 1 Windows PowerShell Web Access
[ ] Windows Process Activation Serwice

[ 1 Procezsz Model

L 1 .MET Enwvironment 3.5

L ] Configuration AFIs
wWindows Search Service
wWindows Server Backup

Windows Server Migration Tools
Windows Standards-Based Storage Management
Windows TIFF IFilter

WinRM IIS Extension

WINS Server

Wireless LAN Service

WowWe4 Support

XPS Viewer

[Tl T T R TR R TR T

Feature Result

success Restart Meeded Exit Code

e ar

P53 C:\Users‘\Administrator>= Restart-Computer_

erience,

Administrator: Windows PowerShell

Windows-Identity-Fou...
Windows-Internal-Dat...
PowershellRoot
Powershell
Powershell-v2
DsC-Service
PowerShel1-ISE
WindowsPowerShellweb. ..
WAS

WAS-Process-Model
WAS-NET-Environment
wWAS-Config-APIs
search-5ervice
Windows-Server-Backup
Migration
WindowsStorageManage. .
Windows-TIFF-IFilter
WinRM-IIS-Ext

WINS
Wireless-Networking
WoWe4-5Support
XP5-Viewer

PS5 C:yUsershAdministrators= Add-wWindowsFeature Dezktop-Experience

Ink
at

Available
Available
Installed
Installed
Installed
Available
Installed
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Available
Installed
Available

- ﬂ-
S
~

8.8.1.2. Installing Desktop Experience using Server Manager GUI

Select the 2" option — Add roles and features

i)

Server Manager » Dashboard

Dashboard

WELCOME TO SERVER MANAGER

Server Manager

- |

>

@ F

Manage

Tools

i Local Server
ii All Servers . .
- _ o Configure this local server
WE File and Storage Services b ~
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
File and Storage -
. 9 Local Server 1 Bi Al Servers 1
Services
Manageability Manageability Manageability
Events Events Events
Performance - Services Services
BPA results Performance Performance
EPA results BPA results
24.10.2013 11:58 24.10.2013 11:58 24.10.2013 11:58
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Click on Next

DESTINATIOM SERVER

Before you begin rB101 tesmet

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remaove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The maost current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

i [

Select the first option [1] — Role-based or feature-based installation and click Next [2]

DESTINATION SERVER

Select installation type rb101 tesnetat

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin ) R .
maching, or on an offline virtual hard disk (VHD).

Server Selection ® Role-based or feature-based installation 1

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.
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Click Next

DESTIMATION SERVER

Select destination server eB101 smtrt
Before You Begin Select a server or a virtual hard disk an which to install roles and features,
Installation Type ® Select a server from the server poal

() Select a virtual hard disk

Server Roles Server Pool

Features

Filter: |

Name IP Address Operating System

nb101.testnet.at .168.1. Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| install || cancel |

On the Features Menu [1] select the — User Interfaces and Infrastructure (installed)[2] and activate
Desktop Experience [3] and click finally click on Next [4]

DESTIMATION SERVER

Select features e

Before You Begin Select one or mere features to install on the selected senver,

Installation Type Features Description

Server Selection || Subsystem tor UMIX-based Applications |Ueprecal A Desktop Experience includes

Server Roles [ Telnet Client fe‘_’t"“'es of w"_'do“"s 8, such as
Windows Media Player, desktop

L] Telnet Server themes, and photo management.

[ TFTP Client Desktop Experience does not enable

[®] User Interfaces and Infrastructure {Installed) I any of the Windows 8 features; you
must manually enable them.

Confirmation

Graphical Management Tools and Infrastruct

Server Graphical Shell (Installed)
[ Windows Biometric Framewark
[ Windows Feedback Forwarder
[] Windows Identity Foundation 3.5
[ Windows Internal Database
@] Windows PowerShell {Installed)
[ Windows Process Activation Service

71 Windows Search Service
LU}

4 Install | | Cancel
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Required components will be installed — click Add Features

Add features that are required for Desktop
Experience?

You cannot install Desktop Experience unless the following role
services or features are also installed.

Ink and Handwriting Services
Media Foundation

Include management tools (if applicable)

‘AddFeaturs‘

Finally click on Install

DESTINATION SERVER

Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Rolas their check

Ink and Handwriting Services
Media Foundation

User Interfaces and Infrastructure
Desktop Experience

Export configuration settings
Specify an alternate source path
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Installation is ready, click Close and restart your server.

= Add Roles and Features Wizard == -

DESTIMATION SERVER

Installation progress rB101 tesmet

View installation progress

1 Feature installation

1
A restart is pending on nb107.testnetat. You must restart the destination server to finish the
installation

Ink and Handwriting Services

Media Foundation

User Interfaces and Infrastructure
Desktop Experience

You can close this wizard without interrupting running tasks. View task progress or open this
[En} page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > I Close Cancel

After Restart please check the Installation — go to Server Manager, open Local Server, scroll down
to Roles and Features and you see the installed Desktop Experience Feature.

= Server Manager

Manage Tools

Filter 2 - - (v ~

iZ% Dashboard

= Server Name Counter Status  CPU Alert Count  Memary Alert Count  First Occurrence  Last Occurren
Local Server

5 All Servers NE101 Off - - - -
ii File and Storage Services B
< m »
ROLES AND FEATURES
All roles and features | 19 total TASKS w
Filter o |\:EJ\| - .@)‘. - (v)
Server Name  Name Type Path
NE101 MET Framework 3.5 Features Feature MET Framework 3.5 Feat ™
NE101 Desktop Expenence Feature User Interfaces and Infra
NE101 File And Storage Services Role File And Storage Ser\riceE V
NE101 Storage Services Reole Service  File And Storage Service
NB101 Server Graphical Shell Feature User Interfaces and Infra
NE101 Graphical Management Tools and Infrastructure Feature User Interfaces and Infra -
< | m | >
W
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8.8.2. Microsoft Windows Server 2008

NOTE:
The Server might need to be restarted after the installation completes.

The Desktop Experience feature allows you to install a variety of components and features that are
provided in the Windows 7 operating system onto a computer that is running the Windows Server
2008 R2 operating system

Open Server Manager: click Start, point to Administrative Tools, and click Server Manager.

In the Features Summary section, click Add Features.

E,= Server Manager

File Acton View Help
= 5m

ﬂ‘ Roles
5

i Diagnostics ._ View the status of features installed on this server and add or remove features.
!} Configuration L~
ﬂ Storage

*! Features Summary Features Summary Help

4] Features: 5 of 41installed Eﬂ: Add Features

Select the Desktop Experience check box, and then click Next.

Add Features Wizard x|
- Select Features
|
Features Select one or more features to install on this server.
Confirmation Features: Description:
. )
Progress 1 .NET Framework 3.5.1 Features & Desktop Experience includes features

of Windows 7, such as Windows

Results O B-ackground.Intelligent'_l'ransfer Service (BITS) Media Player, desktop themes, and
[ BitLocker Drive Encryption photo management. Desktop
[] BranchCache Ex.perienu:e does not enable any of the
[[] connection Manager Administration Kit Windows 7 features; you must

Desktop Experience manually enable them.
|:| DirectAccess Management Console
|:| Group Policy Management
& 1nk and Handwriting Services
[] tnternet Printing Client e
|:| Internet Storage Mame Server
[] LPR Port Monitor
|:| Message Queuing
[] Multipath Ifo
[ Metwork Load Balancing
[] Peer Mame Resalution Protocol
[ Quality Windows Audio Video Experience
[] Remote Assistance
[] Remote Differential Compression
ﬂ IE Remote Server Administration Tools (Installed) | _>|;I

More about features

< Previous Install Cancel
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Click on Add Required Features

x
f“:, Add features required for Deskiop Expenence?

You cannot install Desldop Experence unless the required features are also installed.
Features:

Description:
El Ink and Handwriting Services Ink and Handwriting Services includes Ink
Ink Support

Support and Handwriting Recognition.

Add Required Features Cancel |

4

@ Why are these features required?

Required components will be installed.

The following roles, role services, or features are being installed:

Desktop Experience

Ink and Handwriting Services

3_

Installing...

Click Close

Add Features Wizard

|
t—:# Installation Results

Features
One or mare of the following roles, role services, or features require you to restart:
Confirmation
1 2warning messages below
Progress T
Results ~| Desktop Experience

/v, Restart Pending

[0, You must restart this server to finish the installation process.

# ) Ink and Handwriting Services /v, Restart Pending
/0, You must restart this server to finish the installation process.

Print, e-mail, or save the installation report

= Previous Mext: = | Cancel |
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Finally click on Yes

Add Features Wizard

Do you want to restart now?

This server must be restarted to finish the installation
process, You cannot add or remove other roles, role services,

or features until the server is restarted.

Yes

Mo |
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After Restart please check the Installation

Select one or mare features to install on this server,

Features:

|:| .MET Framework 3.5. 1 Features

[ ] BitLocker Drive Encryption
[ ] Branchcache
|:| Connection Manager Administration Kit
Desktop Experience (Installed)
|:| DirectAccess Management Console
|:| Group Policy Management
|E| 1nk and Handwriting Services (Installed)
[ ] tnternet Printing Client
|:| Internet Storage Mame Server
[ ] LPR Port Monitor
|:| Message Queuing
[] Multipath 10
[ ] Metwork Load Balanding
[ ] Peer Mame Resolution Protocol
[ ] uality Windows Audio Video Experience
|:| Remote Assistance
[ ] Remote Differential Compression

[ ] Background Inteligent Transfer Service (BITS)

ITI IE remote Server Administration Tools (Installed) I _ILI
4 k

More about features

Now you can install SpeechExec Mobile Server.

Mobile Server ver. 2.5.1
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of Windows 7, such as Windows
Media Player, desktop themes, and
photo management. Desktop
Experience does not enable any of the
Windows 7 features; you must
manually enable them.
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8.9. Installation Web Server

8.9.1. Windows Server 2012 IIS Web Server Installation

Click the Start button in the lower left corner of the display. Highlight Administrative Tools and select
Server Manager. In the Server Manager interface select Add roles and features to displays a list of
possible roles.

Server Manager » Dashboard | P Memsge Toos  view e
% Dashboard WELCOME TO SERVER MANAGER
i Local Server
i' All Servers . -
- _ o Configure this local server
W File and Storage Services b
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
Hide
LEARN MORE

Click on Next

DESTINATIOM SERVER

BE]COI'E YOU beglﬂ MobileServer220onServer2012 testnet.at

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remaove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The maost current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous I Next > I | Install || Cancel
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Click on - Role-based or feature-based installation and click on Next

DESTINATIOM SERVER

SE|ect insta”ation Type MobileServer220onSarver20 12 testnat at

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin , Rl ;
maching, or on an offline virtual hard disk (VHD).

# Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Install | [ Cancel

Select a server from the pool and click on Next

DESTINATION SERVER

Select destination server e i

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
LTt g | O o o

Server Roles Server Pool

Features

Filter:

Name IP Address Operating System

MobileServer220onServ... .168.1.199 Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| instal || Cancel
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Click on Server Roles Web Server 1IS and click on Next

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

Features

[] Active Directory Rights Management Services
[ Application Server

[] DHCP Server

[] DNS Server

] Fax Server

[®] File And Storage Services (Installed)
[] Hyper-v

] Network Policy and Access Services
] Print and Dacument Services

[] Remote Access

] Remote Desktop Services

[ ] Volume Activation Services

] Web Server (IIS)

L1 Windows Deployment Services
[] Windows Server Update Services

Add the required features for the installation

Add features that are required for Web Server (11S)?

The following tocls are required to manage this feature, but do not

have to be installed on the same server.

4 Web Server (lI5)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

Mobile Server ver. 2.5.1
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DESTIMNATION SERVER
MobileServer220onServer2012 testnet.at

Description

Active Directory Certificate Services
(AD C5) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
varnety of applications.
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Scroll down to Application Development and select ASP.NET 4.5, click on Next

Select role services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

Web Server Role (I1S)

Confirmation

Select the role services to install for Web Server (11S)

Role services

4 [ Application Developrment
[] .MET Extensibility 3.5
[] .NET Extensibility 4.5
[ Application Initialization
] ase
ASP.NET 3.5

mase NET 45

L] cal
[] I1SAPI Extensions
[] ISAPI Filters
] Server Side Includes
[] WebSocket Protecol
4 [] FTP Server
[] FTP Service

[ I

v

<

DESTIMNATION SERVER
MobileServer220onServer2012 testnet.at

Description

ASP.NET provides a server side
object oriented programming
environment for building Web sites
and Web applicaticns using
managed code. ASP.NET 4.5 is not
simply a new version of ASP, Having
been entirely re-architected to
provide a highly productive
programming experience based on
the MET Framework, ASP.NET
provides a robust infrastructure for
building web applications.

| instal | [ cancel

Add the required features for the ASP.NET 4.5 installation and click Add Features

Add features that are required for ASP.NET 4.57

You cannot install ASP.NET 4.5 unless the following role services or

features are also installed.

ASP.NET 4.5
4 Web Server (lIS)
4 Web Server

4 NET Framework 4.5 Features

4 Application Development
ISAP| Extensions
ISAPI Filters
MET Extensibility 4.5

Include management tools (if applicable)
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Click Next

Select role services

Before You Begin Select the role services to install for Web Server (11S)

Installation Type Role services

Server Selection o
4 Application Development

[ .NET Extensibility 3.5
Features MNET Extensibility 4.5
Web Sarver Role (lIs) [ Application Initialization
: 1 [ Asp
Confirmation [ ASP.NET 3.5

O cal

ISAP| Extensions

ISAPI Filters

] Server Side Includes

[] WebSocket Protecol
4 [] FTP Server

[] FTP Service

[ I

Servar Rolas

<
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DESTIMNATION SERVER
MobileServer220onServer2012 testnet.at

Description

ASP.NET provides a server side
object oriented programming
environment for building Web sites
and Web applicaticns using
managed code. ASP.NET 4.5 is not
simply a new version of ASP, Having
been entirely re-architected to
provide a highly productive
programming experience based on
the MET Framework, ASP.NET
provides a robust infrastructure for
building web applications.

All the components are prepared for installation. Click on Install

Confirm installation selections

DESTIMNATION SERVER
MobileServer220onServer2012.testnet.at

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [I Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.
Features

Letault L'ocument
Web Server Role (I15) Directory Browsing
Role Services HTTP Errors

Static Content
Health and Diagnostics
HTTP Logging

Performance

Static Content Compression

Security
Request Filtering

Export configuration settings
Specify an alternate source path
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The installation is ready, new Field IIS is available (green border)
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Server Manager
Server Manager * Dashboard

I Dashboard

'WELCOME TO SERVER MANAGER

Manage  Tools

@1 Py

B Local Server
W5 All Servers

B File and Storage Services b

o Configure this local server

fo s QUICK START
| 2 Add roles and features
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1
=m File and Storage -
B 1 1S 1
- Services o
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Performance Services Services Services
BPA results Performance Performance Performance
BPA results BPA results BPA results

5/12/2014 423 AM 5/12/2014 423 AM

Open the Web browser, type the local IP address and check the installation.

= | B S

£7 Windows Server
Internet Information Services 8.0

, & Microsoft Internet Inf... J

microsoft.com/web
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8.9.2. Windows Server 2008 R2 IIS Web Server Installation
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Click the Start button in the lower left corner of the display. Highlight Administrative Tools and select
Server Manager. In the Server Manager interface select Add roles to displays a list of possible roles.

Mot participaling in Customer Experience Improvement Frogram

Dowrload and install updates Checked for Updates:  Today at 0918
Installed Updates: Today at 12:32

E‘i Custarnizing your server

g&_‘? Add roles Roles:

) Add festures Features: Diesktop Experience, Ink and Handhrting Services. Fremate Server Administiation Toaks, NET
: Framework 35.1 Features

r
“Ay Enable Remote Deskiop Remote Desktap: Enabled

iﬁ Canfigure Windows Firewal Firewall: Damairi On

Print, e-mail. or save this information

[ Initial Configuration Tasks o]
= A’ 7 Windows Server 200
!\g Perform the following tasks to configure this server o’

1) W sreciving computer informaticn
PN Activate Windows Product ID: Mot sctivated
~ Set time zone Time Zone: [UTE+01:00) Amsterdam, Berlin, Bern, ome, Stockholm, Vienna
K Configure networking Local Area Connection: P4 address assianed by DHCP. IPY6 enabled
A Provide computer name and domain Full Computer Name:  HY-2KEMSPRIiestnet at
Domain: testnet at
‘:,‘ W Upsating your Windows server
H2, Enable sutomaic updsting snd fesdback Updates: Mever check for updates
- Feedback: Windows Eror Reporting off

™ Da not show this window at lagon Close

The Add Roles Wizard will start with a Before You Begin page. The wizard asks for verification of the

following:
The administrator account has a strong password.
The network settings, such a IP addresses, are configured.

The latest security updates from Windows Update are installed — click on NEXT

Add Roles Wizard

E
! Before You Begin

This wizard helps vou instal roles on this server, You determine which roles ta install based on the tasks vou
want this server to perform, such as sharing documents or hosting a Web site.

Server Roles

Confirmation Befare you continue, verify that:
Progress » The Administrator account has a strong password

» Metwork settings, such as static IP addresses, are configured

Result
esuks » The latest security updates from wWindows Update are installed

I you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again,

To continue, click Mext.,

r Skip this page by default

= Previous Install | Cancel |
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Select Web Server 1IS and click Next

d Roles Wizard

=
! T+ Select Server Roles

Before You Begin

Select one or more roles to install on this server.

Roles: Description:
b Server (I15) [ ] active Directory Certificate Services Web Server (115} provides a reliable,
y N ; manageable, and scalsble Web
Role Services [ Active Directory Domain Services application infrastruckure,
Confirmati [ Active Directory Federation Services
onrirmation ’: Active Directory Lightweight Directory Services
Progress ’: Active Directory Rights Management Services
Results [ Application Server

’: DHCP Server
’: DMS Server
’: Fax Server
[ File Services
’: Hyper-

] Metwork Policy and Access Services
’: Print and Dacument Services

[] windows Server Update Services

More about server roles

< Previous Install | Cancel |

An introductory page will open with links for further information,
Click Next

d Roles Wizard

ri Web Server (1I5)

Before You Begin Introduction to Web Server (115}

Sy BiEls Web servers are computers that have specific software that allows them to accept requests from client
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extransets, The Web Server role includes Internst Information Services (115) 7.0, & unified
Web platform that integrates I15 7.0, ASP.MET, and ‘Windows Communication Foundation. 115 7.0 also Features
enhanced security, simplified diagnostics, and delegated administration.

Role Services

Confirmation

Things to Note
Progress i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
Resulks traffic, especially when there are mulkiple roles on this computer,

The default installation For the Web Server (II5) role includes the installation of role services that enable
you ko serve skatic content, make minar customizations (such as default documents and HTTP errars),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (1151

Owervievs of Available Role Services in 115 7.0
115 Checklists

Common Administrative Tasks in 115
Oweryieys of WSRM

< Previous Install | Cancel |
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Click Add Required Role Service

Add Roles Wiza

Add role services required for ASP.NET?

“You cannat install ASP.MET unless the required rale services are also installed.

Role Services: Degoription:
= web Server [IIS) ‘w'eb Server [I15] provides a reliable,

manageable, and zcalable Web application

= ‘web Server infrastiucture.

= Application Development
154P] Filters
154 Extensions
MET Estenzibility

I Add Required Role Services I Cancel |

1 why are these role services required? Yy
o

Add the ASP.NET Module and .NET Extensibility and click Next.

Add Roles Wizard [ x|

=
! Select Role Services

Befare Yfou Begin Select the role services ko install For Web Server (I1S):
Server Roles Role services: Description:
wWeh Server (115) D [@ Web Server o | ASP.MET provides a server side object
oriented programming environment
=1 [E Common HTTP Features For building ‘Web sites and Web
P— [V] sStatic Conkent applications using managed code,
onfirmation ,Z Default Document ASP.NET is nok simply a nevs version

Progress [¥] Directary Browsing of A5P, Having been entirely re-

[ HTTPE architected to provide a highly
Feesults frors il

- productive programming experience
[ HTTP Redirection based on the \MET Framework,
i ASPNET provides a robust
= @ application Development infrastructure for building web

i} applications.

[¥] MET Extenshilicy

T far

[ cat

[¥/] 154PI Extensions
[¥] 1SAPI Filkers
[] Server Side Includes
= [@ Health and Diagriostics
E HTTP Logaging
[] Logging Tools
IZ Request Monitor
[ Tracina LI

More about role services

< Previous Install | Cancel |
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Click Install
d Roles Wizard

=

! Confirm Installation Selections

Before You Begin

To install the Following roles, role services, or features, click Install.
Servet Roles

2 informational messages below
‘“Web Server (115)

Role Services

|

This server might need to be restarted after the installation completes,

~ ! Web Server (115)

Progress -j___- Find aut mare about Windaws System Resource Manager (WSRM) and how it can help aptimize
~ CPUusage

Resuls
Web server

Common HTTP Features
Skatic Content

Default Document
Directory Browsing
HTTP Errors

Application Development
ASP.MET

MET Extensibility

ISAPI Extensions
I5API Filters
Health and Diagnostics
HTTP Lagging
Request Monitor

St =

Print, e-mail, or save this information

< Previous Text = |I Install I Cancel

IIS is now installed with a default configuration for hosting ASP.NET on Windows Server.

Click Close to complete the process.

d Roles Wizard

! Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles

‘Web Server (115)

Role Services

|

Confirmation B
< web Server (115) @ Installation succeeded
Progress =
The following role services were installed:
Web Server
Common HTTP Features
Skatic Content
Defaul: Document
Direckory Browsing
HTTP Errors
Application Development
ASP.MET
MET Extensibility
ISAPI Extensions
ISAPI Filters
Health and Diagnostics
HTTP Lagging
Request Monitor ;I

Print, e-mail, or save the installation report

< Previous Text = |I Close I Canecel
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Now open you web browser and check the installation. Start the Internet Explorer Enter the localhost
IP address (127.0.0.1) or type only http://localhost. You should see the default IS Welcome page.

{51157 - Windows Internet Explorer Hi=] 3 i

67@ ® [@ ipiifocabost) O x| | B2 2 1s7 x () 3.9 €53

-~ 11S7

internet information services
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8.10. Connection with external MSSQL 2008 Server

The connection to an external database is explicit not a recommended installation method for the
SpeechExec Mobile Server. However, the use of an external data base is technically possible but
complicates the maintenance process.

e Install the Microsoft SQL server with the default settings.
e Install the Microsoft SQL Server management Studio.

Open the Management Studio and connect to the engine you would like to use it.
gﬂ Connect to Server

Microsoft*

2 SQLServer2008r2

Server type: [Database Engine v]
Server name: -
Authentication: ’Windows Authertication - ]
Llzer name: nb1074peter
Password:

Remember pazzword

[ Connect ][ Cancel H Help H Optiong »» ]

[ Databases Connect..,

3 Security Disconnect
3 Server Objects Register...
[ Replication

3 Management Meww Query

Activity Monitor

Start
Stop
Pause
Resurne

Festart

Palicies 3

Facets
Start PowerShell
Reports »

Refresh

Properties
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Select Security and switch server authentication to SQL Server and Windows Authentication

P
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|3 Server Properties - NB101V\PRDM3Z2320

Select apage . 5
'‘Oh Scrpt - Help
A General = G
2 Memo
# Processors
- [E— Server authentication
Secunty

2 Connections

% Database Settings -
25 advanced @ SOL Server and Windows duthentication mode
% Permissions

1 windows Authentication mode

Click OK and confirm following message with OK

Microsoft S0L Server Management Studio

Some of your configuration changes will not take effect unkil SOL Server is restarted,

Click with the right mouse button on the Databases and select New Database...

= Lﬂ MB101YPRORAZ2320 (SOQL Server 10.50.2500 - nb1014peter)
[ |
(3 Security [ Mews Database..,
3 ServerQ
[ Replicati
[ Manage Festore Database,.,

Attach...

In the menu. Click on General and create a new Database named MobileServer, click OK and the window will

be close.

|3 Mew Database EI@
Select apage | . .

oy Scipt = Hel
A General <5 sort ~ [ Heb
& Dptions
127 Filegroups Databaze name: MobileS erved

Owaner: <default: E]

Open the new created MobileServer database

=l ij MEININPROMI2320 (S0QL Server 10.50,2500 - nb10Thpeter)
= 1 Databases

[ Systern Databases

| PRDM3Z3Z0

| prdm-32320

0OeE B

e

[ Database Diagrams
[ Tables

[ Wiewws

[ Synonyms

[ Programmability
[ Service Broker

[ Storage

[ Security

Mobile Server ver. 2.5.1
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Click File, select New and click on Query with Current Connection (shortcut CTRL+N)

“r Microsoft 500 Server Managernent Studio
File | Edit ‘iew Debug  Tools  Window  Community  Help
47 Connect Object Explorer.., o
2 Disconnect Object Explorer - 0 x
| Mewy » ||£ Query with Current Connection  Chrl+M
Open * |y Database Engine Query
D‘; S0L Server Compact Query
A Sawe Solutionl Ctrl+5 . Policy

Browse to the MobileServer directory, select install.sql file and click Open

SPEECH
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r

Open File

Look in:

MobileServer E] @ -~ X [ ) ~Toolsv

Desktop

|

A

L

My Projects

Narne Date modified Type Size File wersion

i= install.sql >

My Computer »

<

m

File name:

Files of type: All Files (**) !EI

IHv

-2/

Cancel

Before you execute [2] the install.sql query, make sure that you are connected [1] with proper database

“p Microsoft SQL Server Management Studio
File  Edit View Query Debug Tools  Window Community  Help

ol Mew Query

2 W)W pREn = 2

~NB101\...\peter (52))

Conrect~ 4 [E CREATE TAELE [dbo] . [Customer] |
= [customerId] [unigqueidentifier] NOT MULL,
& [ NBL0T'PRDM32320 (SQL Server 10.50 [customerNo] [varchar] (1507 HOT NULL,
= 3 Databases [firstHame] [varchar] (100) MOT HULL,
[ Systern Databases [lastName] [farchar] (100) HOT HULL,
= L) MobileServer [company] [varchar] (100) MOT NULL,
3 Database Diagrams [streetl] [varchar] (100) HOT NULL,
[ Tahbles [streetZ] [varchar] (100) HOT NULL,
[ Miews [2ip] [warchar] (10) MNoOT NULL,
[ i TP T =1 =TT Fetarl Meroa-r o1 100 LT _BITIT T
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And now, you can see the new database structure with all the crated tables like Customer, CustomerAction...

“5 Microsoft QL Server Managernent Studio E@
File  Edit ‘iew Debug Table Designer Tools  Window Comrmunity  Help
S New Query | [y | [ | (5 .
2@ A B,
Object Explorer -1 x NE101\PRDM3232... - dbo.Customer v X
Connect = -.‘31# Calumn Mame Data Type Allow Mulls
o [ ME101YPROM3Z320 (SQL Server 10,50 uriqueidentifist O E|
o [ Databases custamerto warchar(150) =
[ Systern Databases firstMame warchar{100) [}
= | MobileSerser |astMame warchar{100) (]
3 Database Diagrams comparry warchar{100) [
= [ Tahles skreetl wvarchar{100) ]
3 Syster Tables shreet? wvarchar{100) ]
= dbo.Custormer i
. zip varchar{10) (=]
=1 dbo.Customerfction - N
3 dbo.CustomerFile oty warchar(100) O
=1 dbo.CustomerFileLog Founkry warchar(100) | S
= dbo.CustomerRule cal o -
3 dbo.Template alurmn Praperties
P Ve e la
Browse in Object Explorer to Security, click on this and select New and click on Login...
“5 Microsoft SOL Server Management Studia
File  Edit ‘View Debug Tools Window Community
22 New Query | Gy | Oy | 65 I 5 |
Object Explorer
Connect= 3§ & E ;
= Iji MBLOTNPROMZZ320 (SO Server 10.50.2500 - nb10Thpeter)
= 1 Databases
[ Systerm Databases
| MobileServer
| PRDM3ZZ20
| prdm-32320
[ ] Security
.3 Sewer| Mewr 3 || Lagin...
[0 Replicg Reparts » Credential...
[ Manag
Refresh
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Specify a Login name [1], activate SQL Server authentication and crate password [2]. Select default database
[3] and click OK.

3 Login - New EI@

Select apage ; .
Script - Hel
1 General ;S P m £
1 Server Roles
2 User Mapping Login narne: robileserved 133;.3}-.___
5 Securables
2: Status (1 windows authentication
@ SOL Server authentication
Pazzword: sesssssneee 2
Confirm password: TTTITIIILIL

YT ] s T

0ld pazsword:
[7] Enforce password policy
Enforce pazsword expiration
Uzer must change password at nest login

) Mapped to certificate

) Mapped to asymmetric key

e een [] Map ta Credential .
Server I apped Credentials Credential Prorvider
HBT10TAWPROM 32320
Connection:
nb107peter
_ﬁ! Wigw connection properties
Progress E—
Rieady Default databaze: [MDbiIBS BIVEl - 3
Default language: [ <default: -

Click on Server Roles and activate dbcreator

|j Login - Mew
Select a page l .
% General ; Script « HE Help EI-@
=l S erver Roles
_?? Uzer Mapping Server role iz used to grant server-wide secunty privileges to a uzer.
_2? Securables
_2? Statuz

Server roles:

[ bulkadmin

dbcreatar

[ digkadmin

[7] processadmin

public

[ securityadmin
[T serveradmin
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Click on User Mapping [1] activate your Database[2] and select right Database role membership for
selected Database [3] and finally click OK.

ﬂ Login - Mews EI

Select apage L .
Script Hel
2 General ‘;S : [E .

1 |Jzers mapped to thiz login:
b ap D atabase Uger Default Schema

o "ﬂ

MobileS erver mobileserver 2 E]

rade|

rnsdb

PROM 32320
prdm-32320
termpdb

OEaoO

Guest account enabled for: MobileServer

Database rale membership for: MobileServer

[7] db_accessadmin

Server [7] db_backupoperator

MET01WPROMIZI20 [[] db_datareader

[T db_datariter
db_ddladmin
db_denydatareader

| ey “

Connechion

Connection:
nb1 07 \peter

33 View connection properties

r

ilﬂlﬂ

Frogress e
public
Ready

[ 0K J [ Cancel

Open the two files from the Mobile Server installation folder:
MobileServer.Service.exe.config and MobileServer.Tool.exe.config.

@le | C\Program Files {x86)\MobileServer|
Organize ¥ @ Open New folder
% s Mame Date modified Type Size File wersion
B 9 MobileServer.Service.exe.config 17.09.2013 08:08 ML Configuratio.., 2KB
j PS—
A 3 MobileServer.Tool.exe.config 17.09,2013 08:08 ML Configuratio.., 2KB
- » o pee
il
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Open the file with an editor and customize the connection string to your installation.
MobileServer.Service.exe.config

<connectionStrings>

<add
name="MobileServer.SharedLib.Properties.Settings.DatabaseConnectionString"
connectionString="Data Source=SERVERNAME\ENGINENAME; Initial
Catalog=MobileServer;Persist Security Info=False;User

ID=USER; Password=PASSWORD"

providerName="System.Data.SqlClient" />

</connectionStrings>

MobileServer.Tool.exe.config

<connectionStrings>
<add
name="MobileServer.SharedLib.Properties.Settings.DatabaseConnectionString"
connectionString="Data Source=SERVERNAME\ENGINENAME; Initial
Catalog=MobileServer;Persist Security Info=False;User
ID=USER; Password=PASSWORD"
providerName="System.Data.SglClient" />
</connectionStrings>
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8.11. Create Database Backup with MSSQL Tools

The most important part of a SQL Server maintenance plan is backing up your databases regularly.
To backup a database, you cannot simply copy the respective MDF and LDF files of the database as
SQL Server has a lock on these. Instead, you need to create a true backup file through SQL Server.

While this can be done by developing a Maintenance Plan inside of SQL Management Studio, the
free, delivery with MobileServer, Express editions of SQL Server do not offer this interface. To work
around this, you can easily backup your databases by running the command below while logged in
as a Windows Administrator.

We create a new Folder for the backup’s e.g MOBILESERVERBACKUP.
L RN MOBILESERVERBACKUP

“ Home Share View

© = | L CAMOBILESERVERBACKUP| »

Start the command line interpreter with WIN+R and type cmd, klick OK type Enter.

=7 Run III_

= Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you,

Open: | cmd W

'f’:g' This task will be created with administrative privileges.

| oK RU Cancel || Browse... |

Type the command:
sqlcmd -U MobileServer -P mobserv99 -S MS2012R2PRI\MOBILESERVER -Q “BACKUP
DATABASE [MobileServer] TO DISK=’C:\MOBILESERVERBACKUP\MSBACKUP.bak’”

= Administrator: C\Windows\system32\cmd.exe |;|£-—

Microsoft Windows [Uersion 6.3.76881 A
{c> 2813 Microsoft Corporation. All rights reserved.

C:sUsersSAdninistrator?sglemd —U MobileServer —P mobserv?? —5 MS2812R2PRINMOBILESERVER —Q “BACKUP DATABASE [MobileServer
1 TO DISK=’G:~\MOBILESERVERBACKUP~MSBACKUP.bhak’""

Processed 224 pages for database 'MobileServer’,. file 'MobileServer’ on file 1.

Processed 1 pages for database ‘MobileServer’, file ‘MobileServer_log’ on file 1.

BACKUP DATABASE fully pr d 225 pages in B.284 seconds (6.18% HB/sec>.

C:slUserssAdninistrator>

Description for the command

-U MobileServer — is the user login for the Database

-P mobserv99 — is a user-specified password. Passwords are case sensitive. If the —U option is
used and the —P option is not used, sqlcmd prompts the user for a password.

-S MS2012R2PRI\MOBILESERVER - specifies the server\instance of SQL Server to which to
connect, in our example this is MS2012R2PRI for Server and MOBILESERVER for instance.
-Q “cmdline query” execute a query when sglcmd starts and then immediately exits sglcmd.

Here is our Backup:

Mobile Server ver. 2.5.1
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AN MOBILESERVERBACKUP
m Home Share View
€  ~ 1| ) CAMOBILESERVERBACKUP)
~ - . - -
‘v Favorites Marme Date modified Type Size
Bl Desktop || MSBACKUP.bak 16.10.2015 10:57 BAK File 1879 KB
#_Noownloads n
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To restore a database from a backup file, please use the command:
sglcmd -U MobileServer -P mobserv99 -S MS2012R2PRI\MOBILESERVER -Q “RESTORE
DATABASE [MobileServer] FROM DISK=’C:\MOBILESERVERBACKUP\MSBACKUP.bak’”

The above command will restore a backup of MobileServer from the data stored in the
backup file C: \MOBILESERVERBACKUP\MSBACKUP.bak. Any changes made to MobileServer
Database since the backup file was created will be lost.

8.11.1. Create Scheduled Backup

Open Notepad and paste the two lines:

@echo off
sqlcmd -U MobileServer -P mobserv99 -S MS2012R2PRI\MOBILESERVER -Q “BACKUP
DATABASE [MobileServer] TO DISK=’C:\MOBILESERVERBACKUP\MSBACKUP_%DATE%.bak’”

g backup.bat - Notepad
File Edit Format View Help

|@echo off
sqlemd -U MobileServer -P mobservgg -5 M52012R2PRIMOBILESERVER -Q "BACKUP DATABASE [MobileServer] TO DISK="C\MOBILESERVERBACKUP\MSBACKUP_%DATE%.bak™

Click on File, select Save As...

File | Edit Format View Help
New Ctrl+MN
Open... Ctrl+O
Save Ctrl+5
Save As... P
P‘ageSetup...b\g
Print... Ctrl+P
Exit

Type backup.bat as File name and - very important! — Save as type All files (*.*) and click on Save.
B Save As -

[mpeskop » | v & [ sesrchDesttop £
Organize v New folder e (7]
- ~
¢ Favorites
B Deskiop l% Administrator
I Downloads N
¥ Recent places | _ L Thie PC -
.-
#8 This PC -
& Desktop Libraries

1
[ 4]

¥| Documents
8 Downloads

i Music

£ Pictures

& Videos v

Network

K

[ ——

File name;|

backup.bat

Save as typ

All Files (%)

# Hide Folders

Encoding: |UTF-8

BN SML\“}J\ Concel |

Typethe
&/ esource, and Wi

Run

— name of a program, folder, document, of Intemet
nd Windows will open it for you.

Open: [ taskschd.msc

&' This task will be

ereated with administrative privileges.

[Tk

H Cancel H Browse. ‘
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Click on Create Basic Task
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) Task Scheduler (Local)|

b L Task Scheduler Library

Vou can use Task Scheduler to create and manage commen tasks that your computer will carry out automatically at the times you specify. Te begin, click
2 command in the Action menu.

| Actions

Computer...
T Create Basic Taql}(v‘d‘

Type a name and, if needed, additional description and click on Next

@ Create a Basic Task

I Create a Basic Task Use this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or triggers, use the Creste Task command in the Actions pane.

Action Name: [Mobileserver BackUp]

(D Description:

<geck | [ Nats [y [ cancal

Select the time period and click on Next

@ Task Trigger

Create a Basic Task When do you want the task to start?
| — ..
Action
Finish Ty
O Monthly
O Onetime

O When the computer starts
© Whenllog on

O When a specific event is logged

[ <Back | [ meotp |[ Cancel

Select Start Date and Time and klick on Next.

@ Daily

Create a Basic Task = i i
reate a Basic Tas! Start: [16.10.2015 B+ | [1212:12 | O Synchronize acrass time zones

Trigger

| T days

Action
Finish

<Back || Nea» [ cancel
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As the right action select Start a program and click again on Next

Click on Next

Mobile Server ver. 2.5.1
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@ Action
Create 2 Basic Task
T What action do you want the task to perform?
Daily
| EEE @ start s program
ERED ) Send an e-mail (deprecated)
(O Display a message (deprecated)
<Back | [ Nats[] [ Cancal
@ Start a Program
Create o Basic Tesk
Trigger Program/script:
vy I | [ o
Action
I store 2 Progrom Add arguments (optional):
<Back || notr | [ Cancel
[ Desitop » v & ] [ sesrchDesktop £
Organize v New folder - I @
~
5 Favorites —
M Desicop Administrator
|i¢ Downloads
% Recent places @ This PC
18 This PC = s
| Desktop @ Libraries
|} Documents
|16 Downloads §
Network
W Music
| &l Pictures =
backup.bat
u_i Videos Windows Batch File
£y Local Disk (C) | 165 bytes
5 DYD Drive DR NnhilaGaniar
File name: | backup.bat v| [anfies o v

and select the backup.bat from Desktop

and close the process with click on Finish
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@ Start a Program

Create a Basic Task
Trigger Program/script
b [\Users\Administrator Deskiopbackup.bat |[ Browse. |
Action
| BT A erouments (optional): ]
Finish Start in (optional): l:l

@ Summary

Create a Basic Task

Trigger Name: MabileServer Backup daily
Daily Description:

Action

Start a Prograrm

| EE—

T |Daily: At12:12 every day \

Action: [Start & program; CAUs = =

[ Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule.

< Back Finish, Cancel

Task is running at 12:12:12 (red) and Backup file is also created with additional time stamp.

Task Scheduler
v Help
7
-ocal) ., o . Lo T . o o . oo L "
exflibiaoy Ready At 12:12 every day 17102015 1212:12  16.10.2015 12:12:12  (0x0) M52012R2ZPRINAdministrator  16.10.2015 12:03:24
T = —— - — ”

Home Share View

- T | . ¥ ThisPC » Local Disk (C:) » MOBILESERVERBACKUP v & | | Search MOBILESERY|
a
¢ Eavorites Name Date modified Type Size
B Desktop ‘ || MSBACKUP_16.10.2015.bak 16.10.2015 12:12 BAK File 1879 KB

And after three days our MOBILESERVERBACKUP folder contains three files, with corresponding
file name, and the task scheduler informs us about next execution.
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Column Last Run Result contains system error codes —
0x0 correspond to the operation completed successfully.

Task Scheduler l
ocal) - P . — . oo
rbibrary. | B @ MobileServe... Ready At 12:12 every day 19.10.201512:12:12 18.10.201512:12:12  (0x0) MS2012R2PRIAdministrator  16.10.2015 12:03:24

T 102013 110000 0] TCIos0T LOrporanGn

Home Share View

©

= [0 » ThisPC » Local Disk (C) » MOBILESERVERBACKUP v ¢ | | search MOBILES]

4+ Favorites Name “ Date modified Type Size
B Desktop || MSBACKUP_16.10.2015.bak 16.10.2015 1212 BAK File 1879 KB
j Downloads || MSBACKUP_17.10.2015.bak 17.10.2015 1212 BAK File 1879KB
“E] Recent places = || MSBACKUP_12.10.2015.bak 18.10.2015 1212 BAK File 1879KB
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8.12. Create Database Backup with external Tools

MobileServer use a Microsoft SQL Server 2008 Express version.

For Backup and management you can use one of free available database tools for system
administrators. In our example we use HeidiSQL. HeidiSQL is a database query tool that supports
Microsoft SQL Server databases. It allows you to browse and edit data, create and edit tables,
views, procedures, triggers and scheduled events. Features include managing multiple servers from
one window, exporting from one database server into another, bulk editing, an advanced SQL syntax
editor, and database optimization and repair functions.

Download the HeidiSQL from http://www.heidisgl.com/download.php

Here we describe the Backup process.

8.12.1. Connect with Database

Open the License Menu and click on Database Settings and check currents settings, we will need it
later, so please write the information or make screenshot for later.

e Philips SpeechExec Mobile Server (Config) = | =] =
Ll or =
LEJ Philips SpeechExec Mobile Server 0
& Service Licensing
E; User @ License File:
Settings |C:\F‘rog|arn Files (¢86)"MobileServertlicense dat | -
Misc Export Fingemrint
@ Incoming Dictations
[g) E-mail Server Your MobileServer License Inf
o Converter Database Check Tool [, =3
@ Emor Handling Datat Settings
SpeechBxec Database Check
=] .@\‘ E-mail Templates Authentication Mode:
(gl Motification Received SQL Server Authentication v
(] Notfication Delivered Server Name:  [MS2012R2PRI |
(gl Accourt Inactive
') Decryption Eror Instance: [MOBILESERVER |
(g Conversion Emor Database: |MobiIeSenrer |
g Dispatch Emor Attach Database:| | l:l
@ License Usemame: |MobiIeSenrer |
s Password: [ | mobserv99
Connection String (generated):
Data Source=MS52012R2PRI"MOBILESERVER: Initial Catalog=Mobile Server; Persist Securi’r|
Check Connection
ok || Cancel |
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Open HeidiSQL Software, click on File and select Session manager.
On the left side, you see Session name, that can be rename later.

Session name &

[} Renamhe F2 |
| |Save l&rh—S

Save as ... F12

In the tab Settings, select as Network type: Microsoft SQL Server (named pipe)

As Hostname / IP type the Server Name and Instance (from the MobileServer settings) e.g.
MS2012R2PRINMOBILESERVER. Type MobileServer as User, and mobserv99 as Password.
Click Open, and you are connected with the Database from MobileServer.

Session name & 6;}' Settings |U‘r'1, Advanced I il Statistics |
| MobileServer

Metwork type: | Microsoft SOL Server (named pipe)

Hostnarne / IP: |MSEO12R2PRI‘\MOEILESERVER

[[] Prompt for credentials
[] Use Windows authentication

Uzer: |Mobi|ESEr\.rer

Password: |u""".

Port: 1433

[[] Compressed client/server protocol

Databases: | Separated by semicolon

Comment:

Click with right mouse button on MobileServer and select Export database as SQL

" Fle Edit Search Tools Help P Denateto the HeidiSQL project
M- P hRoB| 2-2RBOeNNOOvXP-L-BHEM R AL ©
[ Database filter ][] Table filter | ¢ [ Host: MS2012R2PRAMOBILES... | () Database: MobileServer | b Query | 75
a v _MobiIeSer\.rer 0B ~ ||| Name = Rows Size Created Updated Engin
b @ master 0B [ dbo.Customer 2 2015-09-30 02:0253  2015-09-30 02:02:53
| AJ.E'J_Man'eSem' 03 |edit AlteEnter  fiction 0 2015-09-30 02:02:53  2015-09-30 02:02:53
@ dbo.Customer 3 |brop File 23 2015-09-30 02:02:53  2015-09-30 02:02:53
|7 dbo.CustomerActior " table(s) T T FileLog 0 2015-09-30 02:02:53  2015-09-30 02:02:53
=] - . m aplels) ... I+ Lel
[ dbo.CustomerFile | -/ EMPEY _ Rule 0 2015-09-30 02:02:53  2015-09-30 02:02:53
[ dbo.CustomerFileLo| = Run routine(s) ... 20 2015-09-30 02:02:53  2015-09-30 02:02:53
|=] dbo.CustornerRule | & Create new 4
[=] dbo.Template Clear data tab filter T [
| madel [ |
| Export database as 50L |
995 SELECT @@VERSION; @ P- LI-\\§ ! ~
397 SELECT SERVERPROPER] & ‘Ma'“‘e"a"ce
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Next, you can select all of available Tables inside the Database, or, if you preferred to transfer only
on specially table with Customer Data (Table dbo.Customer), then click on this.

Select as Output Single .sql file and create a related name, for regular tasks, you can configure a
specific variable like %host and %date.

Click Export

a [m] @ MobileServer
B[] [ master
a [ »| MobileServer
|7 dbo.Custorner
| dbo.Customerfction

| dbo.CustomerFile

| dbo.CustomerFileLog

| dbo.CustomerRule

| dbo.Template

| & Maintenance | &8 Find ten'll ([ 0L export | IZ] Bulk table editor |

Database(s): [1Drop [W] Create
Table(s): O Drop [#] Create

Data: | INSERT

Max INSERT size: |1 024

'%{ KB (0 = Single INSERTs)

Output: |Sing|e.sq| file

Filename: |%host_%date|

| model
| msdb
| tempdb

Selected objects sizet 0B

Export is running, you can check and can see exactly the details, how many rows inside the tables
are exported and the time duration for it.

a [m] @ MobileServer | #” Maintenance | ## Find tml ([ QL export |l|% Bulk table editor |

b O [ master Database(s): [1Drop [¥] Create

a [ »| MobileServer Table(s): [[]Drop [#] Create
|7 dbo.Custorner

| dbo.Customerfction

| dbe.CustomerFile

| dbo.CustomerFileLog

Data: | INSERT

Mazx INSERT size: |‘I 024 '%{ KB (0 = Single INSERTS)

| dbo.CustomerRule

~ dbo.Template

| model
| msdb

| tempdb

Output:

Filename:

Database

MabileServer
MobileServer
MobileServer
MobileServer
MobileServer
MobileServer

[Single sql file

%host_%date

Table
Customer
Customerhction
CustomerFile
CustomerFileLog
CustomerRule

Template

Rows
2/100%
0/100%

23 7100%
0/100%
0/ 100%

30/ 100%

Duration
00:00:00
00:00:00
00:00:02
00:00:00
00:00:00
00:00:05

Selected objects size: 0 B

Now the sql file is created and you can import this in to another Database or save as backup.

|} MS2012R2PRI_MORBILESERVER_2015-10-02 12_06_43

02.10.2015 12:06 File 41 KB

| u MS52012R2PRI_MOEBILESERVER_2015-10-02 13_50_12 02.10.2015 13:50 File 41 KB
[ [ - CRET AT T = = 44

Mobile Server ver. 2.5.1 Page 106

Technical Documentation and Advanced Configuration



SPEECH
PROCESSING
SOLUTIONS

8.13. Web.config file

How to working with configuration files on [IS7 — learn more from Microsoft knowledgebase.

Example configuration file for 10 min. request time and 30MB file size.

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<system.web>
<!l-- httpRuntime executionTimeout is in seconds. maxRequestLength and
requestLengthDiskThreshold is in Kilobytes-->
<httpRuntime executionTimeout="600" maxRequestLength="30720"
requestLengthDiskThreshold="30720"/>
</system.web>
<system.webServer>
<security>
<requestFiltering>
<!-- maxAllowedContentLength is in Bytes not Kilobytes -->
<requestLimits maxAllowedContentLength="30720000" />
</requestFiltering>
</security>
</system.webServer>
</configuration>
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8.14. Firewall settings for FTP connections

Create Firewall rules for MobileServer software, click Start, Administrative Tools, Server Manager,
click Tools and select Windows Firewall with Advanced Security.
Select Inbound Rules, and klick on New Rule

File Action View Help

«=| 2= = BE

@ Windows Firewall with Advanc JETRSTIE LU= Actions

- lame rou| “ rofile nable cti
‘{')"’Z"'“" S‘ﬁ N Group Profile  Enabled A
utbound Rules @ BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... All No Allol
i Connection Security Rules = [f& NewRulg..
@ BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... Al No Allo = @
» B, Monitoring X cob Etafile IS
@ BranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove... Al No i
@ COM- Network Access (DCOM-In) COM- Network Access Al No Al || W Filter by State 4
@ COM- Remote Administration (DCOM-In) COM« Remote Administrati... Al No Aol (| 7 Fitter by Group »
(@ Core Netwerking - Destination Unreacha... Core Networking Al Yes Allo
-4 View 3

Activate Program and click on Next

Rule Type
Select the type of firewall rule to create.

What type of rule would you like to create?

@® Program
Rule that controls connections for a program

O Port
Rule that controls connections for a TCP or UDP port.

O Predefined:
| BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.

) Custom

Custom rule.

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
@ Rule Type Does this rule apply to all programs or a specfic progam?
@ Program
@ Action ) All programs

Fule applies to all connections on the computer that match other rule properties.
@ Profile
@ Name

@ This program path:
[
Example: c:\path\program .exe
‘ProgramFiles % \browser\browser exe
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Select the installation path (Standard is C:\Program Files (x86)\MobileServer), select
MobileServer.Service and click on Open

© w1 CiProgram Files (:36)\MobileServer ¢ || Search MobileServer

Organize »  Mew folder

7] Documents A Name Date modified
jDownIoads

| Backup 9/30/2015 2:02 AM  File folder
-

| Converter 9/30/2015 202 AM  File folder
3/30/2015 2:03 AM File folder
&k MohbileServer.Service 9/7/2015 5:28 AM Application
- Mobile>erver. ool '
Philips SpeechExec Mobile Server 9/30/2015 203 AM  Internet Shortcut
@ uninst 9/30/2015 203 AM  Application

1217113

Music
Pictures
Videos
&, Local Disk ()
L] DVD Drive (0 IR, || | [>

File name: |Mobi|e’5er\rer.5er\rice v| Programs (*.exe) v
=

Click Next

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:
Rule Type Does this rule apply to all programs or a specfiic program?

Program

Profile Rule applies to ll connections on the computer that match other rule properties.

-

L

@ Action O Al programs
-

@ Name

® This program path:
|'!.F‘rog|amFiles?. {86} Mobile Server.Mobile Server. Service exe | | Browse...

Example: c:\path'\program exe
%ProgramFiles % \browser‘browser exe
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Activate Allow the connection and click on Next

Action
Specify the action to be taken when a connection matches the conditions specified in the rule

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection
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Depend on the Network settings and policy activate the right settings for Domain or for Private and

click on Next

Profile
Specify the profiles for which this rule applies.

Steps:

L J
L
L
L
L J

Mobile Server ver. 2.5.1

Rule Type
Program
Action
Profile

MName

When does this rule apphy?

[+] Domain
Applies when a computer is connected to its corporate domain.
[+ Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[T] Public
Applies when a computer is connected to a public network location.
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Create a name for the rule and click on Finish.

Name

Specify the name and description of this nule

Name:

Mobile Server

Description {optional):

Inbound rule for MobileServer background service is activated, now we can create a second rule for
the MobileServer Management Console

IFiIe Action  View Help |

e #@ = @

&P Windows Firewall with Advancefl[ e e hi o]
E3 Inbound Rules
Y Outbound Rules

Profile Enabled

MobileServer_Service Domai...

R Connection Security Rules ) g 0 e et D oy Bepcic o oo oy i
B, Monitori
b %, Monitoring .BranchCachE Hosted Cache Server (HTT...  BranchCache - Hosted Cach...  All Ne Allor
.BranchCachE Peer Discovery (WS5D-In) BranchCache - Peer Discove.. All Mo Allo
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Click again on Inbound Rules — New Rule

File Action View Help
= 2 B
& Windows Firewall with Advanc| [l

E21 Inbound Rules

3 Outbound Rules

B Connection Security Rules
b B Monitoring

Enabled
MabileServer_Service Domai... Yes Allo
.Branchfacha Content Retrieval (HTTP-In)  BranchCache - Content Retr.
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All Mo

Profile

=fl&@ New Ruﬁ"‘l‘

TrerTy o

Select radio button Program and click on Next

Rule Type
Select the type of firewall rule to create.

What type of rule would you like to create ?

® Program
Rule that controls connections for a program

O Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
| BranchCache - Contert Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Activate This program path and click on Browse

Program
Specify the full program path and executable name of the program that this rule matches.

Does this rule apply to all programs or a speciic program?

O All programs
Rule applies to all connections on the computer that match other rule properties.

® This program path:

Example: c:\path\program exe

%ProgramFiles % \browser‘\browser.exe
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Select MobileServer.Tool and click on Open
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+ |h <« Program Files (x86) » MobileServer

v O| | Search MobileServer

Organize »  Mew folder

LE Documents
,_i Downloads

LD Music
Lﬁ Pictures
| B Videos

&, Local Disk ()

5 DVD Drive (D3 IR ., [<]

Click on Next

Program

Specify the full program path and executable name of the program that this rule matches

Name

| Backup
| Converter
h temp

Date modified

9/30/2015 2:02 AM
9/30/2015 2:02 AM
9/30/2015 2:03 AM

SLnis g Ak

f==
Type
File folder

File folder
File folder

—

|ig MobileServer.Tool

9/7/2015 5:28 AM

Application

@ uninst

—
9/30/2015 2:03 AM

Application

I [>

File name: | MobileServer. Tool

w | Programs (*.exe) W

Does this rule apply to all programs or a specfic program?

O Al programs

Rule applies to ll connections on the computer that match other rule properties.

@ This program path:

|'I.F‘rog|am Files . x86)"Mobile ServerMobileServer. Tool exe

Example: c\path'\program exe

‘ProgramFiles % \browser\browser exe
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Activate Allow the connection and click on Next

Action
Specify the action to be taken when a connection matches the conditions specified in the rule

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection
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Depend on the Network settings and policy activate the right settings for Domain or for Private and

click on Next

Profile
Specify the profiles for which this rule applies.

Steps:

L J
L
L
L
L J

Mobile Server ver. 2.5.1

Rule Type
Program
Action
Profile

MName

When does this rule apphy?

[+] Domain
Applies when a computer is connected to its corporate domain.
[+ Private

Applies when a computer is connected to a private network location, such as a home
or work place.

[T] Public
Applies when a computer is connected to a public network location.
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Create Name for the rule and click on Finish.

Name

Specify the name and description of this nule

Name:

Mobile Server_Tools

Description {optional):

Now we have created two inbound rules, in the same way you can create rules for outbound rules.

File Action View Help

o= #5E |

@& Windows Firewall with Advance [ Rt

EZ Inbound Rules Mame - Profile Enabled
Outbound Rules

!‘H Connection Security Rules
b B Monitoring

MobileServer_To Domai...

Domai...
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